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a  b  s  t  r  a  c  t

Flexibility  and  adaptability  requirements  of future  electric  power  grids  for integrating  distributed  energy
resources  (DERs)  call for the development  of  wide-area  monitoring,  protection  and  control  (WAMPAC)
applications,  utilizing  synchrophasor  measurements  provided  by the phasor  measurement  units  (PMUs).

IEEE  C37.118  is  the most  utilized  protocol  for  real-time  exchange  of synchronized  phasor  measure-
ment  data.  In  order  to fulfill  some  gaps  not  addressed  in IEEE C37.118,  and  also  to  harmonize  with  the  IEC
61850  power  utility  automation  standard,  the  IEC  61850-90-5  technical  report  has  been  developed.  IEC
TR 61850-90-5  introduces  a mechanism  for transfer  of digital  states  and  time  synchronized  phasor  mea-
surement  data  over wide-area  networks  between  PMUs,  phasor  data  concentrators  (PDCs)  and  WAMPAC
applications  in  the  context  of IEC 61850.

This work  interprets  the  IEEE C37.118.2  and  IEC  61850-90-5  Routed-Sampled  Value  and  Routed-GOOSE
protocols  and  describes  the  design  and  implementation  of  a library  named  Khorjin  with  the  functionality
of  (1)  an  IEEE  C37.118.2  to  IEC  61850-90-5  gateway  and  protocol  converter  and  (2)  an  IEC  61850-90-5
subscriber  and  traffic  parser.
The  main  contribution  of this  work  is  the  development  of  Khorjin  library  using  only standard  C  libraries
(i.e.  independent  from  any  operating  system).  This is allowing  the  use  of the  library  in  different  platforms.

The  design  requirements  and  functionality  of  the  Khorjin  library  has  been  tested  in the  KTH  SmarTS  Lab
real-time  hardware-in-the-loop  (HIL)  simulation  environment  to assess  its conformance  to  the  functional
requirements  of IEEE  C37.118.2  and  IEC  61850-90-5  standards.
. Introduction

Future electric power systems shall be capable of integrating
istributed energy resources (DERs). Renewable sources of photo-
oltaics, wind and fuel cells and other DERs such as electric vehicles
nd energy storage, and above all market-driven behavior of the
emands will make the grid towards being more dynamic, increas-

ng its operational complexity [1].
Smart grid, as a solution to handle this complexity, requires

ide-area monitoring, protection and control (WAMPAC) appli-

ations, to anticipate and respond to system disturbances in

 self-healing manner [2]. A typical WAMPAC architecture
tilizes the synchronized phasor or so-called synchrophasor

∗ Corresponding author.
E-mail address: srfi@kth.se (S.R. Firouzi).

ttp://dx.doi.org/10.1016/j.epsr.2016.12.006
378-7796/© 2016 Elsevier B.V. All rights reserved.
©  2016  Elsevier  B.V.  All  rights  reserved.

measurements provided by phasor measurement units (PMUs)
throughout the network [3].

Synchrophasor measurement technology measures and trans-
fers the voltage and current phasors (amplitude and angle),
frequency and rate-of-change-of-frequency (ROCOF) and other
user-defined analog and digital state data. These measurements are
synchronized to a common time reference, e.g. global positioning
system (GPS) [4].

While measurements enable the utilities to know the state of the
power system at any time, post-event analysis of recent blackouts
in power systems has revealed the importance of synchrophasor

measurements and PMUs. Hence, the synchrophasors are described
as “the MRI1 of the bulk power system” [5].

1 Magnetic resonance imaging (MRI) is a medical imaging technique used in
radiology.
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Fig. 1. Likely scenario of future WAMPAC systems’ architecture.

thereby minimizing latencies in real-time applications by enabling
fast cyclic transfer of synchrophasor streams over wide-area
networks. For the sake of easy referencing, this library is named as
“Khorjin”.2
56 S.R. Firouzi et al. / Electric Power 

.1. Background and literature review

The concept of a phasor synchronized with the power system
as introduced in the 1980s [6], and standardized for the first

ime in 1995 within the IEEE 1344 standard. In 2005, this standard
as replaced by IEEE C37.118 standard titled as “IEEE Standard for

ynchrophasors for Power Systems”.
In 2009, IEEE proposed dual logo standard and requested IEC to

ccept IEEE C37.118 as a part of IEC standard. However, IEC rejected
he request since the already available IEC 61850-9-2 standard
ould provide similar streaming functionalities. As a consequence,

 joint task force was formed between IEEE and IEC to determine
ow to include IEEE C37.118 in the context of IEC 61850 substation
utomation standard.

As a result, in 2011, the IEEE standard C37.118-2005 was sepa-
ated into two parts. C37.118.1: that standardized how to measure
ynchrophasors and C37.118.2: that specified the data transfer
equirements. The formation of this task force was the formal start
f the development of IEC 61850-90-5 technical report (TR) that
as finally published in 2012.

IEC TR 61850-90-5 prepared by IEC technical committee
7 (power systems management and associated information
xchange), provides a way of exchanging synchrophasor data
etween PMUs, phasor data concentrators (PDCs), WAMPAC and
ontrol center applications [7] in the context of IEC 61850.

The concept of synchrophasor data transfer in the context of IEC
1850 has been addressed in [6,8,9], and a few number of publica-
ions are available describing the implementation work. In [10], Lee
t al. developed an IEC 61850-based PMU  interface (gateway) using
anufacturing message specification (MMS)  and generic object

riented substation event (GOOSE) services. In [11], Yong et al.
mplemented synchrophasor data mapping to IEC 61850-9-2 Sam-
led Value service. However these works addressed the native IEC
1850-8-1 GOOSE and IEC 61850-9-2 Sampled Value running over
thernet inside a substation, without any transport and internet
rotocol as presented in IEC 61850-90-5 and implemented in this
ork.

In [12], a project is introduced to develop an open-source
mplementation framework for synchrophasor measurement com-

unications based on the IEC TR 61850-90-5, but no release has
een found. In [13], Madani et al. addressed a hybrid protocol
ynchrophasor system implementation using the IEC 61850-90-5
outed-Sampled Value service for data transfer and IEEE C37.118.2

or acquiring the PMU  configuration, however no detailed infor-
ation was provided for the necessary IEEE C37.118 to IEC 61850
apping mechanism.

.2. Motivation

The current available synchrophasor measurement technology
nstalled at electric power grids throughout the world is the result
f more than two decades of deployment. These infrastructures
ave been implemented and developed using the IEEE C37.118
tandard at different hierarchy levels from PMUs and PDCs, to super
DC (SPDC) and application systems in control centers. With the
ntroduction of IEC 61850-90-5 in 2012, there has been efforts
or migration from IEEE C37.118 to IEC 61850-90-5. While new
ystems could easily adopt the new standard, it is a challenge to
pgrade the already installed system components to support the
ew IEC protocol. This issue is an obstacle for migration to the
ew standard, and more important, interoperability. As it is shown

n Fig. 1, one likely future scenario is that WAMPAC systems will

e comprised by two islanded and segregated systems, one that
ses the old IEEE protocol and the other one that is adapted to
he new IEC standard. In order to address this challenge, one solu-
ion is to develop an IEEE C37.118 to IEC 61850-90-5 gateway,
Fig. 2. IEC 61850-90-5 gateway application.

enabling the integration of C37.118 compliant intelligent electronic
devices (IEDs) and application system in the context of the IEC
61850 standard.

1.3. Objective

As it is illustrated in Fig. 2, the objective of this work was to
develop a software tool capable of acting as an IEC 61850-90-5
gateway for real-time integration of IEEE C37.118.2 compliant syn-
chrophasor data, and able of running on different components and
platforms within the hierarchy of the system.

1.4. Paper contributions

The main contribution of this work is the development of a soft-
ware library capable of functioning as (1) an IEEE C37.118.2 to IEC
61850-90-5 gateway and (2) an IEC 61850-90-5 subscriber and
traffic parser. The source code was implemented using standard
C libraries (i.e. independent from any operating system). This
allows the use of the library in different platforms, particularly
on embedded systems with minimum hardware requirements,
2 In the Persian language, Khorjin, is a special bag placed on the two sides of a
horse, which was used for transferring of parcels.
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Fig. 3. Khorjin library interface overview.

As it is illustrated in Fig. 3, the Khorjin library is designed,
mplemented and validated to (1) receive and parse synchropha-
or data originating from a PMU  or PDC using the IEEE C37.118.2
rotocol, (2) map  it to the IEC 61850 data model, and (3) transmit
he synchrophasor data through either Routed-Sampled Value or
outed-GOOSE services defined in the IEC 61850-90-5 report.

In addition to the IEEE C37.118.2 to IEC 61850-90-5 gate-
ay functionality, the Khorjin library is capable of acting as both

eceiver and parser of IEC 61850-90-5 messages (i.e. Routed-
ampled Value and Routed-GOOSE), extracting raw synchrophasor
ata and feeding it to subscribed applications. The functionality
f the Khorjin library has been validated in the KTH SmarTS Lab
eal-time hardware-in-the-loop (RT-HIL) simulation environment
o assess its conformance to the functional requirements of the IEEE
37.118.2 and IEC 61850-90-5 standards.

This paper focuses on interpreting the synchrophasor data
xchange mechanism in both IEEE C37.118.2 and IEC 61850-90-5
tandards and its mapping from IEEE C37.118.2 to IEC 61850-90-5
s implemented in gateway functionality of the Khorjin library.

.5. Paper organization

In Section 2, the mechanism for synchrophasor data exchange
sing the IEEE C37.118.2 protocol is explained. In Section 3, the
MU  data modeling and communication based on IEC 61850-90-5
outed-Sampled Value and Routed-GOOSE services are introduced

n detail. The functional description of Khorjin library architecture
s provided in Section 4. After describing the validation and perfor-

ance test results in Section 5, this article is ended in Section 6 by
resenting the conclusions and future works.

. Understanding IEEE C37.118.2 synchrophasor data
ransfer mechanism

In the context of IEEE C37.118.2, synchrophasor data transfer is
andled by exchanging four message types of: (1) data, (2) config-
ration, (3) header and (4) command message.

These messages are exchanged between a PMU/PDC (server)
nd applications receiving the synchrophasor data (client). The
rst three message types are transmitted from the data source
PMUs/PDCs), and the last one (command) is received by the
MU/PDC.

As shown in the left side of Fig. 4, a C37.118.2 message contains
i) common (highlighted in blue) and (ii) message-specific words
differentiated in green).

In the common part: (1) SYNC provides synchronization and
rame identification, (2) FRAMSIZE indicates the total number of
ytes in the frame (including CHK), (3) IDCODE identifies the source
f a data, header, or configuration message, or the destination of

 command message, (4) second-of-century (SOC) is a count of
econds from UTC midnight (00:00:00) of January 1, 1970, to the

urrent second, (5) fraction-of-second (FRACSEC) contains a time
uality byte and the number of fraction of seconds and (6) CHK is
sed to verify that the transmitted data has not been corrupted.
Fig. 4. IEEE C37.118.2 command, data and CFG-2 message specifications.

In C37.118.2, the measurement timestamp is defined as the
sum of the number of seconds determined by SOC and fraction
of a second specified by FRACSEC/TIME BASE. In this definition,
each second is divided into an integer number of subdivisions
determined by the TIME BASE parameter that is provided in the
configuration message. The FRACSEC count is an integer represent-
ing the number of subdivisions out of the maximum subdivisions
defined by TIME BASE.

In the right hand side of Fig. 4, the message-specific words asso-
ciated with command, data and configuration (Type 2) messages
are shown. In normal operation, the PMU  or PDC continuously
streams the data messages containing the synchrophasor measure-
ments made by the PMU.

The data-message specific words transmitting one PMU  data
includes: (1) STAT flag that gives the status of the data contained in
that block, (2) PHASORS that hold the voltage and current phasor
data in either 16-bit Integer or 32-bit IEEE floating-point format, and
in each case, the complex value of phasors represented in Rectangu-
lar or Polar format; (3) FREQ, (4) DFREQ, (5) ANALOG that give the
value of system frequency, ROCOF and user defined analog values
respectively in either 16-bit Integer or 32-bit IEEE floating-point for-
mat; and (6) DIGITAL that transmits user-defined binary data such
as bit mapped status or flag. When transmitting streams from mul-
tiple PMUs in one data message (i.e. data stream from PDC), these
words are repeated for each PMU.

In order to enable the receiver to interpret the data messages
and extract the measurement values, three types of configuration
messages are defined in the standard: (i) configuration type 1 (CFG-
1), (ii) configuration type 2 (CFG-2) and (iii) configuration type 3
(CFG-3).

CFG-1 provides information about the PMU/PDC capability. It
defines the set of data that the PMU/PDC is capable of reporting
[14]. CFG-2 gives information about the synchrophasor data being
transmitted in the data frame. The CFG-3 frame is similar to other
configuration frames, but with some additional and modified data
words in comparison to CFG-1 and CFG-2. In C37.118.2, CFG-3 is
introduced as optional.

In this work, the configuration of a PMU  or PDC is acquired
by receiving and parsing the CFG-2 message, hence this message
is addressed. As shown in Fig. 4, configuration-message specific
words of CFG-2 messages hold the following fields:

(1) TIME BASE: that gives the resolution of FRACSEC time stamp,

(2) NUM PMU: that defines the number of PMUs in the data mes-
sage, (3) STN: 16-byte char type for station name, (4) IDCODE:
that defines the data source ID number identifying source of each
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ata block, (5) FORMAT: that defines the data format within the
ata message (i.e. Rectangular or Polar, 16-bit Integer or 32-bit IEEE
oating-point), (6) PHNMR: number of phasors, (7) ANNMR: num-
er of analog values, (8) DGNMR: number of digital status words,
9) CHNAM: that presents the 16-byte char type phasor and channel
ame for each phasor, analog, and each digital channel (16 channels

n each digital word), (10) PHUNIT: conversion factor for phasor
hannels, (11) ANUNIT: conversion factor for analog channels, (12)
GUNIT: mask words for digital status words, (13) FNOM: that

dentifies nominal frequency and (14) CFGCNT: as the configuration
hange count.

When data from multiple PMUs are within a single stream, the
equence of words from (3) STN to (14) CFGCNT are repeated in the
ame order for the other PMUs. The last word is then DATA RATE
ndicating the rate of data transmissions.

As it is also shown in Fig. 4, the command-message specific
ord contains only a 2-byte word. The following hexadecimal val-
es define the commands being sent to the PMU/PDC: (1) 0x0001:
urn-off data transmission, (2) 0x0002: turn-on data transmission,
3) 0x0003: send header message, (4) 0x0004: send CFG-1 mes-
age, (5) 0x0005: send CFG-2 message and (6) 0x0006: send CFG-3
essage.
The header message provides user defined descriptive informa-

ion sent from the PMU  or PDC.

.1. Underlying communication mechanism

In IEEE C37.118.2, no specific underlying communication proto-
ol is introduced and just four frame types and their specifications
re defined. However, in Annex E and F of the standard, two  pro-
ocols (Serial and Internet Protocol (IP)) are suggested. The Serial
ommunication protocol is out-dated and it is not applicable for
ide-area communications, and in practice TCP/IP or UDP/IP pro-

ocols are used for synchrophasor data transmission.

. Understanding synchrophasor data modeling and
ommunication in IEC 61850-90-5

Unlike the IEEE C37.118.2 data transfer protocol, IEC 61850 is not
nly a communication standard. IEC 61850 was introduced as an
nternational standard for substation automation, supporting inter-
perability of IEDs from different manufacturers. This standard has
een extended beyond the substation to other domains, such as
ERs, hydroelectric power plants and recently (in part 90-5) to
ide-area transmission of synchrophasor information according

o IEEE C37.118. Therefore, in the title of the second edition of the
tandard the term “Substation Automation” has been renamed to
Power Utility Automation”.

In addition to Communication Services, IEC 61850 introduces a
tandardized methodology for Data Modeling of the IEDs functions
n the grid.

.1. Data modeling

The IEC 61850 data model starts with a Physical Device,  that is an
ED. Each Physical Device may  contain one or more Logical Device,
or instance the PMU  function in a protection relay. Each Logical
evice,  as an entity representing a set of typical substation func-

ions, consists of a number of Logical Nodes.  Each Logical Node that
s an entity representing one typical substation function, includes
ne or more data elements. Each data element is of one of the Com-

on  Data Class (CDC) standardized in IEC 61850-7-3. Each CDC has a

tandard name describing the type and structure of the data within
ogical Node. Each CDC contains several individual Data Attributes
hich are categorized based on their Functional Constraints (FC).
Fig. 5. PMU  data model.

In this context, PMU  is modeled as a Logical Device within an
IED, calculating and publishing synchrophasor measurements as
defined in IEEE C37.118.

In IEC 61850-7-4, the measurement Logical Node (MMXU) is
defined for currents, voltages, powers and impedances in a three-
phase system. In section 13.3 of [7], it is mentioned that the phasor
data and the frequency contained in the C37.118 telegram, can be
mapped directly to MMXU  data objects of IEC 61850.

By introduction of IEC 61850-90-5, the new data object of HzRte
was added to the MMXU  Logical Node to accommodate the ROCOF
data. Then the PHASORS, FREQ and ROCOF data in the context of
IEEE C37.118 are modeled as the data objects of the MMXU  Logical
Node, as depicted in Fig. 5.

The unspecified analog and digital data in a C37.118 telegram
should be mapped to any IEC 61850 data object fitting to the appro-
priate data type and carrying the needed semantics.

In addition to phasor data, the information about the status of
the PMU  is transmitted using the “PhyHealth” data object in an
instance of the LPHD Logical Node.

In this work, using the data model presented in Fig. 5, a data
set is defined to transfer the entirety of the PMU  data received in
the IEEE C37.118.2 datagram, using either Routed-Sampled Value
or Routed-GOOSE communication services.

3.2. Communication services

Among five communication mechanisms defined in IEC 61850,
Sampled Value (SV), generic substation state event (GSSE) and
GOOSE services are utilized for transfer of data in time-critical
functions.

The SV service introduced in IEC 61850-9-2 is utilized for fast
and cyclic transmission of raw data generated by measurement
equipment inside the substation and the GOOSE service defined
in IEC 61850-8-1 is used for event-based transfer of data. How-
ever, both GOOSE and SV services, mapped directly to the data-link
layer, are not suitable for data transfer outside local networks in

substation.

In IEC 61850-90-5, two  options are proposed for transferring
synchrophasor data in wide-area networks:



S.R. Firouzi et al. / Electric Power Systems Research 144 (2017) 255–267 259

Fig. 6. OSI reference model and R-SV/R-GOOSE application profiles.
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Fig. 7. Session protocol structure.

Tunneling the SV and GOOSE services across some high speed
communication networks like SDH or SONET.
Internet protocols (IP) networks; in which, SV and GOOSE services
are communicated via IP networks.

For the second option, IEC 61850 has been enhanced by mapping
V and GOOSE messages onto an IP based protocol. Based on the
yclic nature of these services, UDP with multicast addressing is the
ransport protocol chosen in the standard.

The new mapping of the SV and GOOSE services uses routable
DP, and are called Routed-Sample Value (R-SV) and Routed-
OOSE (R-GOOSE). The scope of this work is the design of a library
nd its software implementation to utilize R-SV and R-GOOSE
ervices.

.3. IEC 61850-90-5 session protocol specification

In IEC 61850-90-5, the application layer specifications of
EC 61850-8-1 GOOSE and IEC 61850-9-2 SV services remained
nchanged, however a new protocol is introduced in session layer
or sending the GOOSE and SV over OSI connectionless transport.

The seven layers of the open system interconnect (OSI) model,
llustrated in Fig. 6, are divided into two profiles of Application
A-profile) and Transport (T-Profile). The R-GOOSE and R-SV ser-
ices are in fact an implementation of the A-profile based on the
equirements of IEC 61850-90-5.

Each data packet generated at the session layer, called session
rotocol data unit (SPDU), starts with a single-byte session identi-
er (SI), followed by a single-byte Length. As depicted in Fig. 7, this

ength covers the length of all of the parameter fields of the session
eader, but not the user data of the session protocol. The parame-
ers field includes one or more units of parameters. Each parameter
nit starts with a parameter identifier (PI) and its length identifier
LI) followed by the parameter value (PV).

The A-profile and T-profile encoding specification of IEC 61850-
0-5 Routed-SV and Routed-GOOSE services, are presented in detail

n Fig. 8.

Based on the RFC-1240 protocol (OSI connectionless transport

ervices on top of UDP), the A-profile starts with the length identi-
er (LI) =0x01 and the transport identifier (TI)= 0x40 on top of the
ession layer.
Fig. 8. IEC 61850-90-5 R-SV/R-GOOSE message specification.

Compliant with the session protocol described in Fig. 7, there
are four hexadecimal values of the session identifier (SI) defined in
IEC 61850-90-5; 0xA0: tunneled GOOSE and sampled value pack-
ets, 0xA1: non-tunneled GOOSE application protocol data units
(APDUs), 0xA2: non-tunneled SV APDUs and 0xA3: non-tunneled
management APDUs.

As shown in the right side of Fig. 8, the SI and associated LI
fields are followed by the common session header as the PI with
the hexadecimal value of 0x80. The length values, provided by LIs
and associated respectively with SI and common header, are indi-
cated using arrows at the left side of session header frames in the
A-profile of Fig. 8. The parameter value (PV) of the session header
is a sequence of the following values:

(1) SPDU Length: fixed size 4-byte word with maximum value of
65,517. As the indicating arrow at the right side of A-profile column
in Fig. 8 shows, the value indicated by SPDU length starts from and
contains the SPDU number field until the end of signature words,
(2) SPDU Number: fixed size 4-byte unsigned integer word used by
the subscriber to detect duplicate or out-of-order packet delivery,
(3) Version Number: fixed size 2-byte unsigned integer attribute
containing the session protocol version number that is assigned to
1 in this standard and (4) security information.

For the application layer data, encapsulated in the session
protocol, security management is provided by the specific key dis-

tribution center (KDC) protocol of IEC 61850-90-5. The security
information includes: (4.1) Time of Current Key: fixed size 4-byte
unsigned integer value of the number of seconds since epoch, (4.2)
Time to Next Key: fixed size 2-byte signed integer value representing
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he number of minutes prior to a new key being used, (4.3) Secu-
ity Algorithms:  fixed size 2-byte attribute indicating the type of
ncryption and hashed message authentication code (HMAC) algo-
ithm information regarding the signature generation, (4.4) Key ID:
xed size 4-byte attribute assigned by the KDC.

The session header is followed by session user information, con-
isting of: (1) Payload Length,  (2) Payload and (3) Signature fields.

Payload length is a fixed size 4-byte unsigned integer with max-
mum value of 65,399 and as its indicating arrow in Fig. 8 shows,
his field covers the length of all session user information except
he signature words. In R-SV and R-GOOSE messages, the payload
tarts with payload attributes of: (1) Payload Type, (2) Simulation,
3) APPID and (4) APDU Length words, and ends by sampled value
rotocol data unit (SV PDU) or GOOSE protocol data unit (GOOSE
DU).

Payload type specifies the mapping protocol of the payload.
our payload types are defined in IEC 61850-90-5; 0x81: non-
unneled GOOSE APDUs, 0x82: non-tunneled SV APDUs, 0x83:
unneled GOOSE and SV packets and 0x84: non-tunneled manage-

ent APDUs.
Simulation is a one byte Boolean word. Its “true” value indicates

hat the payload is sent for test.
Application identification (APPID) is a 2-byte word as defined in

EC 61850-8-1 to distinguish the application association.
APDU Length is a fixed size 2-byte unsigned integer indicating

he length of the SV or GOOSE PDU plus the APDU Length field itself.
The payload continues with GOOSE PDU or SV PDU. The GOOSE

DU, defined in IEC 61850-8-1, and the SV PDU, defined in IEC
1850-9-2, are explained in detail in the following subsections.

The signature production starts with a one-byte tag with the
exadecimal value equal to 0x85. This tag is followed by a one-
yte length, indicating the length of the calculated signature. The
hird byte is the most significant byte of the calculated signature
alue.

In the standard, for the testing purpose it is allowed to use MAC-
one option. In this work, signature production is not considered,
ence no signature is generated and the value of the length is con-
idered as zero.

.3.1. GOOSE protocol data unit (GOOSE PDU) specification
The data contained in GOOSE PDU is encoded using OSI’s abstract

yntax notation one (ASN.1), basic encoding rules (BER).
ASN.1 is an international standard for data networks and open

ystem communications. Based on this standard, every component
f data is presented in the form of tag-length-value (T-L-V) struc-
ure where (i) tag indicates the type of information represented by
he frame, (ii) length defines the length of value in the form of num-
er of bytes and (iii) value contains the actual data to be specified.
he data inside the value is consistent with the type specified by the
ag word. In addition, each value word may  contain several other
ata encoded in the form of other TLVs.

The GOOSE message is not encoded exactly based on the original
SN.1/BER, but it uses a version of ASN.1/BER that is adapted to
anufacturing message specification (MMS)  protocol.
The complete detailed structure of the GOOSE PDU, based on the

SN.1 BER, is illustrated in Fig. 9.
The whole GOOSE PDU is T-L-V encoded, with tag equal to 0x61.

he tag is followed by the Length indicating the whole length of the
OOSE PDU. The value part of the GOOSE PDU contains a sequence
f data as listed below:
(i) GoCBRef (GOOSE Control Block Reference): This visible-string
field with maximum size of 65 bytes is the reference to the
GOOSE control block that is controlling the GOOSE message.
This field is encoded with tag equal to 0x80.

(

Fig. 9. IEC 61850-8-1 GOOSE PDU structure.

(ii) TimeAllowedtoLive: Because GOOSE messages have a re-
transmission process, each message carries a TimeAllowed-
ToLive parameter that informs the receiver of the maximum
time to wait for the next re-transmission. If a new message is
not received within that time interval, the receiver assumes
that the association is lost. This Integer value indicates the
number of milli seconds. This field is encoded with tag equal
to 0x81.

(iii) datSet:  This visible-string field with maximum size of 65
bytes, contains the value of the data set reference, as found
in the GOOSE control block specified by GoCBRef. This field is
encoded with tag equal to 0x82.

(iv) goID: This optional visible-string field with maximum size of
65 bytes, specifies the GOOSE ID, as found in the GOOSE control
block specified by GoCRef. This field is encoded with tag equal
to 0x83.

(v) t: This is the 8-byte UTC time stamp of the GOOSE message.
This field is encoded with tag equal to 0x84.

(vi) stNum (State Number): This integer value contains the counter
that increments each time a GOOSE message is sent and a value
change is detected within the data set specified by datSet.  This
field is encoded with tag equal to 0x85.

(vii) sqNum (Sequence Number): For this integer field, the value
of 0 is reserved for the first transmission of a StNum change.
SqNum will increment for each transmission, but will rollover

to a value of 1. This field is encoded with tag equal to 0x86.

viii) test: This Boolean value with ranges of TRUE or FALSE is
encoded with tag equal to 0x87.
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Table  1
Tag value in MMS  data value encoding of GOOSE PDU data set.

Item Data type MMS  tag (hex)

1 Array 0x81
2  Structure 0x82
3  Boolean 0x83
4  Bit-String 0x84
5  Integer 0x85
6  Unsigned 0x86
7  Floating-Point 0x87
8  Octet-String 0x89
9  Visible-String 0x8A
10  Timeofday 0x8C
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11  BCD 0x8D
12  BooleanArray 0x8E
13  Utctime 0x91

(ix) ConfRev (Configuration Revision): This integer value counts
the number of times that the configuration of data set refer-
enced by datSet has been changed. This field is encoded with
tag equal to 0x88.

(x) ndsCom (Needs Commissioning): This Boolean value contains
the attribute NdsCom from the GOOSE control block. This field
is encoded with tag equal to 0x89.

(xi) numDatSetEntries:This Integer parameter specifies the num-
ber of members of data set in the GOOSE message. This field
is encoded with tag equal to 0x8A.

xii) allData: The last field in the sequence, is the data set that is
going to be transmitted by means of GOOSE PDU. This field is
encoded with tag equal to 0xAB.

Any data to be sent in the data set of the GOOSE PDU is encoded
ased on the MMS  adapted ASN.1/BER encoding rule as listed in
able 1 [15]. Using the R-GOOSE service, the PMU  data are trans-
erred as the data set of the GOOSE PDU.

The GOOSE PDU data set contains the tag-length-value (T-
-V) encoded elements of the data. Based on the type, each
omponent of data will be tagged according to Table 1. For
nstance, the floating-point type magnitude component of the com-
lex value of phase A voltage in an MMXU  LN represented as
MXU1.PhV.PhsA.cVal.mag.f is tagged with hexadecimal value of

x87. The data set encoding structure of a GOOSE PDU holding a
MU  data is shown in Fig. 11A.

.3.2. SV protocol data unit (SV PDU) specification
Based on the ASN.1/BER encoding rules, as it is shown in Fig. 10,

he SV PDU is T-L-V encoded with the tag value equals to 0x60. The
ag is followed by the length indicating the length of the SV PDU.
he value part of the SV PDU contains a sequence of data as listed
elow:

1) noASDU: Each SV APDU is transmitting one or multiple consecu-
tive samples of data in SV application service data unit (ASDU).
This integer value gives the number of ASDUs which will be
concatenated into one APDU and is encoded with tag value of
0x80.

In this work, one ASDU is transmitted in each SV APDU.
2) Sequence of ASDUs:All sequence of ASDUs associated to the SV

PDU are encoded with the tag value equal to 0xA2.

Each ASDU is encoded with tag value of 0x30. The data associ-
ted to each ASDU is described below:
(i) MsvID:  This visible-string field, containing the system-wide
unique identification of the ASDU, is encoded with tag equal
to 0x80.

(v
Fig. 10. IEC 61850-9-2 SV PDU structure.

ii) datSet:  This optional visible-string field, represents the data set
reference defined in the Sampled Value Control Block. This field
is encoded with tag equal to 0x81.

iii) smpCnt (Sample Count): This fixed size 2-byte unsigned integer
value, contains the value of sample count which will be incre-
mented each time a new sampling value is taken. This field is
encoded with tag equal to 0x82.

iv) ConfRev (Configuration Revision): This 32-bit unsigned integer
value indicates the count of configuration changes with regard
to Sampled Value Control Block. This field is encoded with tag
equal to 0x83.

(v) refrTm (Refresh Time): This optional field is the 8-byte UTC time
stamp of the refresh time of SV Buffer. This is the measurement
time of the synchrophasor data as defined in IEEE C37.118.1,
encoded with tag equal to 0x84.

vi) smpSynch (Samples Synchronized): This Boolean value indi-
cates if the samples are synchronized by a clock signal and
encoded with tag equal to 0x85.

ii) smpRate (Sample Rate): This fixed size 2-byte unsigned integer
value indicates the value of sampling rate and is encoded with
tag equal to 0x86.

iii) Sample: This field is the list of data values related to the data

set that is going to be transmitted using the SV PDU. The whole
field including the data set values is encoded with tag equal to
0x87.
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Fig. 12. Khorjin Gateway library architecture.
Fig. 11. Data set specification in (A) GOOSE PDU and (B) SV PDU.

Unlike the GOOSE PDU, the data set of the SV PDU is not T-
L-V encoded. For encoding of the SV PDU data set values, the
rules of IEC 61850-9-2 encoding is applied. In this case, based
on the guidelines presented in [16], the data set components are
encoded consecutively in their basic forms. The SV PDU data set
specification of a PMU  data is illustrated in Fig. 11B.

In IEC 61850-90-5, in order to use the SV service for transmis-
sion of synchrophasor data, the following two fields are added
to the IEC 61850-9-2 SV APDU.

ix) SmpMod (Sample Mode): This optional fixed size 2-byte
unsigned integer value from multicast sampled value control
block (MSVCB) indicates if the samples are in samples per nom-
inal cycle, samples per second or seconds per sample. This field
is encoded with tag equal to 0x88.

x) t: This optional field is the 8-byte absolute UTC time stamp of
transmission time of the packet. This field is encoded with tag
equal to 0x89.

. Description of IEEE-IEC gateway functionality of Khorjin
ibrary

The Khorjin library is developed using a modular architecture,

nabling its easy future development. As depicted in Fig. 12, based
n functional requirements, the Gateway part of Khorjin library is
esigned and implemented in three main components of:
Fig. 13. Gateway communication mechanism with PMU/PDC based on IEEE
C37.118.2.

1. IEEE C37.118.2 Module.
2. IEC 61850 Mapping Module.
3. IEC 61850-90-5 R-SV/R-GOOSE Publisher Module.

In order to be platform-independent, a platform abstraction
layer is implemented in the library. Using this approach the
platform-dependent modules (sockets, threads and time) are sep-
arated from the main modules of the library.

4.1. IEEE C37.118.2 module

In this module, the IP address, port number and IDCODE of the
server PMU/PDC are the required inputs for real-time exchange
of C37.118.2 compliant data over a TCP/IP connection between
PMU/PDC and the gateway.

Similar to the algorithm presented in [17], as it is shown in
Fig. 13, after establishing a TCP/IP connection between a PMU/PDC
(Server) and the Gateway (Client), synchrophasor data transfer is
performed by executing the following procedure: (1) The Gateway
sends a “Turn-off data message transmission” command, then the
PMU/PDC processes the received command and stops the trans-
mission of data messages, (2) the Gateway sends a “Send CFG-2
message” command to the PMU/PDC, (3) in reply to the received
command, the PMU/PDC sends the CFG-2 configuration message
to the Gateway, (4) having the CFG-2 message received and parsed,
the Gateway sends a “Turn-on data message transmission” com-
mand message to the PMU/PDC and (5) the PMU/PDC processes
the received command message and starts streaming the data mes-
sages.

4.2. IEC 61850 mapping module
In this module, the mapping of IEEE C37.118.2 PMU data into
the IEC 61850 data model is implemented for (1) synchrophasor
values, (2) time stamps and (3) quality data objects.
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Table  2
IEEE C37.118.2 to IEC 61850-90-5 mapping specifications of synchrophasor data.

IEEE C37.118.2 IEC 61850-90-5

CFG-2 message Data message

FORMAT (bits 0-1)
PHNMR
PHUNIT

PHASORS Data attributes of “PhV” and “A”
data objects in MMXU  logical node.

MMXU1.PhV.PhsA.cVal.mag.f
MMXU1.PhV.PhsA.cVal.ang.f
MMXU1.PhV.PhsB.cVal.mag.f
MMXU1.PhV.PhsB.cVal.ang.f
MMXU1.PhV.PhsC.cVal.mag.f
MMXU1.PhV.PhsC.cVal.ang.f
MMXU1.A.PhsA.cVal.mag.f
MMXU1.A.PhsA.cVal.ang.f
MMXU1.A.PhsB.cVal.mag.f
MMXU1.A.PhsB.cVal.ang.f
MMXU1.A.PhsC.cVal.mag.f
MMXU1.A.PhsC.cVal.ang.f

FORMAT (bit 3) FNOM FREQ Data attribute of “Hz” data object
in an instance of MMXU  logical
node MMXU1.Hz.mag.f

FORMAT (bit 3) DFREQ Data attribute of “HzRte” data
object in an instance of MMXU
logical node. MMXU1.HzRte.mag.f

FORMAT (bit 2)
ANNMR
ANUNIT

ANALOG Appropriate data objects in
relevant logical node. For example:
Total active or reactive power
analog values are mapped to
“TotW” and “TotVAr” data objects
in MMXU  logical node:
MMXU1.TotW.mag.f
MMXU1.TotVAr.mag.f

DGNMR
DGUNIT

DIGITAL Appropriate data objects in
relevant logical node. For example:
Circuit Breaker status flag bits are
mapped to data objects in XCBR
logical node:
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Fig. 14. IEEE C37.118.2 time stamp structure.

denominator (FRACSEC/TIME B ASE).
myXCBR1.Pos.stVal

.2.1. Synchrophasor data mapping
As mentioned before, IEEE C37.118.2 data messages holding

MU data are interpreted by parsing the configuration message
ype 2 (CFG-2) at the Gateway.

Using the data of FORMAT (bits 0-1), PHNMR and PHUNIT fields
n the CFG-2 message, the values of voltage and current phasors in
he PHASORS field of the IEEE C37.118.2 data message are mapped
o data attributes of “PhV” and “A” data objects in the MMXU  logical
ode, as the equivalent IEC 61850 data model.

For example MMXU1.A.PhsA.cVal.mag.f and
MXU1.A.PhsA.cVal.ang.f represent the floating-point (f) mag-

itude (mag) and angle (ang) values of the complex value (cVal)
f phase A (PhsA) current (A) in an instance of the MMXU  logical
ode (MMXU1).

Data from FORMAT (bit 3) and FNOM words in CFG-2 message,
nables the frequency and ROCOF values in FREQ and DFREQ fields
f IEEE C37.118.2 data message to be mapped to MMXU1.Hz.mag.f
nd MMXU1.HzRte.mag.f indicating the floating-point (f) magni-
ude (mag), data attribute of frequency (Hz) and ROCOF (HzRte)
ata objects in an instance of MMXU  logical node (MMXU1), as
hown in Table 2.

The ANALOG field of the IEEE C37.118.2 data message is parsed
sing the data in FORMAT (bit 2), ANNMR and ANUNIT fields in
FG-2 message and are mapped to appropriate data objects in
he relevant logical node. For example when the total active and
eactive power values are in the ANALOG field, they are mapped
o MMXU1.TotW.mag.f and MMXU1.TotVAr.mag.f indicating the

oating-point (f) magnitude (mag) data attribute of (TotW) and
TotVAr) data objects in an instance of the MMXU  logical node
MMXU1).
Fig. 15. IEC 61850 time stamp structure.

The digital state values in the DIGITAL field of IEEE C37.118.2
data message are extracted using the DGNMR and DGUNIT fields
from the CFG-2 message and are mapped to appropriate data
objects in the relevant logical node. For example a circuit breaker
status flag bit is mapped to XCBR1.Pos.stVal indicating the sta-
tus value (stVal) data attribute of position (Pos) data object in an
instance of XCBR logical node (XCBR1).

4.2.2. Time stamp mapping
In IEEE C37.118.2, the SOC and FRACSEC fields in the data mes-

sage and TIME BASE in CFG-2 message, define the time stamp
of synchrophasor data. The structure of the IEEE timestamp is
depicted in Fig. 14, showing that the most significant byte in FRAC-
SEC holds the time quality byte.

In IEC-61850-7-2, the TimeStamp is defined as a data object
including SecondSinceEpoch,  FractionOfSecond and TimeQuality data
attributes. The IEC 61850-8-1 mapping specification of this data
object is shown in Fig. 15. In this structure, the first 4 most signifi-
cant bytes (bytes 1-4) hold the SecondSinceEpoch, bytes 5-7 specify
the FractionOfSecond and the last byte is TimeQuality.

Similiar to SOC in IEEE, the SecondSinceEpoch in IEC indicates
the time in seconds continuously counted from the epoch 1970-
01-01 00:00:00 UTC.

However, the representation of fraction of second differs in
the two standards. In IEEE, each second is divided into an inte-
ger number of subdivisions specified by the TIME BASE field in
the configuration message and the 24-bit integer FRACSEC count
represents the numerator of FRACSEC with TIME BASE as the
In this implementation, the TIME BASE field in the IEEE CFG-
2 message is mapped to the “TimeAccuracy” data attribute of
TimeQuality in the IEC TimeStamp. It can be seen in Fig. 15 that
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Table 3
IEEE C37.118.2 to IEC 61850 time stamp mapping specification.

IEEE C37.118.2 IEC 61850-90-5

CFG-2 message Data message

TIME BASE FRACSEC (bits
24-27)

“TimeAccuracy” attribute of
“TimeQuality” data attribute in
TimeStamp data object (bits
3-7 (Time accuracy),
Maximum: 11,000.
1/224 = 1/16,777,216 � 60 ns)

SOC “SecondSinceEpoch” data
attribute in TimeStamp
data object

FRACSEC (bits
0-23)

“FractionOfSecond” data
attribute in TimeStamp
data object

FRACSEC (bits
24-27 =1111)

“TimeQuality” data
attribute in TimeStamp
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Fig. 16. STAT word in IEEE C37.118.2 data message.

Table 4
IEC-61850-8-1 bit-string representation of quality attributes.

Bits Attribute name Attribute value

0–1 Validity Good(00)/Invalid(01)/
Reserved(10)/Questionable(11)

2 Overflow TRUE(1)/FALSE(0)
3 OutofRange TRUE(1)/FALSE(0)
4 BadReference TRUE(1)/FALSE(0)
5 Oscillatory TRUE(1)/FALSE(0)
6 Failure TRUE(1)/FALSE(0)
7 OldData TRUE(1)/FALSE(0)
8 Inconsistent TRUE(1)/FALSE(0)
9 Inaccurate TRUE(1)/FALSE(0)
10 Source Process(0)/Substituted (1)
11 Test TRUE(1)/FALSE(0)
12 OperatorBlocked TRUE(1)/FALSE(0)

Table 5
Mapping specification of the STAT word.

IEEE C37.118.2 IEC 61850-90-5
Data message

STAT (bits 14-15 (Data Error) =01) Quality (bit 11(test) = FALSE, bits
0-1(Validity)= 11(Questionable))
“PhyHealth” data object in LPHD1
(“stVal” = 3) LPHD1.PhyHealth.stVal

STAT (bits 14-15 (Data Error) =10) Quality (bit 11(test) = TRUE, bits
0-1(Validity)=01(Invalid))

STAT (bits 14-15 (Data Error) =11) Quality (bit 11(test) = FALSE, bits
0-1(Validity)=01(Invalid)) “PhyHealth”
data object (bit 1 (Clock
Failure))

imeAccuracy is the 5 least significant bits of TimeQuality byte with
aximum value of 11000 indicating that the maximum resolution

f IEC 61850 TimeStamp is 1/224 = 1/16,777,216 � 60 ns.
In addition, the IEC 61850 FractionOfSecond is specified by the

hree most significant bytes after the SecondSinceEpoch. The value
f the fraction field is derived by numbering the bits of these bytes,
tarting with the most significant bit of the most significant byte as
it 0 and ending with the least significant bit of the least significant
yte (3rd Octet) as bit 23. Each bit is assigned a numerical value of
−n, where n is the position of the bit in this numbering sequence.
s it is shown in following formula, the value of fraction of second

s obtained by summing the numerical values assigned to each bit
or those bits which are set to one (1).

ractionOfSecond =
23∑

n=0

bn.2−n (1)

The ClockFailure data attribute of TimeQuality is also set true if
he least four bits in IEEE TimeQuality become equal to 1111.

The specification of the time stamp mapping, implemented in
his work, is presented in Table 3.

.2.3. Mapping STAT word
In the IEEE C37.118.2 data message, as it is illustrated in Fig. 4,

ach PMU data stream contains a 16-bit STAT word specifying infor-
ation about the status of the data stream. This field is described

n detail in Fig. 16.
In the IEC 61850 data model, “Quality” is an attribute that

ontains information on the quality of the information from the
erver. The IEC-61850-8-1 bit-string representation of the Quality
ttribute is described in Table 4.

In this implementation, the information provided by bits 14-15
data error) of the STAT word is mapped to bits 0-1 (validity) and
it 11 (test) of quality field. The detail of this mapping is provided

n Table 5.
In addition, in IEC 61850, “PhyHealth” data object reflects the

tate of the health of the LPHD logical node related to hardware. The
stVal” data attribute of “PhyHealth” specifies status of the PMU
n either of the following conditions: (1) Ok (green) no problem,
ormal operation, (2) Warning (yellow) minor problems, but in safe
peration mode and (3) Alarm (red) severe problem, no operation
ossible. The specification of the mapping to this logical node is

resented in Table 5.

In this work, some data fields in the STAT word are mapped to
he appropriate IEC 61850 data objects, however it is not possible
or all data in each STAT word to be mapped to IEC 61850 data
data object in LPHD1 (“stVal” = 3)
LPHD1.PhyHealth.stVal

model. This is because there is no equivalent in IEC 61850 for every
information provided in the bit flags of the STAT word. In order
to address this problem, in [18], an implementation agreement is
specified to include the whole STAT word as a 16-bit Bit-String.
Hence in this implementation the STAT word is also transferred as
a 16 bit-string in the data set.

4.3. IEC 61850-90-5 publisher module

The IEC 61850-90-5 publisher module is capable of generating
the R-SV/R-GOOSE traffic over unicast or multicast UDP/IP. For this
purpose, the IP address (for unicast UDP/IP), Port number (in [7]

it is set to 102) and APPID are required as inputs. The implemen-
tation of the R-GOOSE publisher core of this module was  started
by studying the source codes of the “libiec61850” library for IEC
61850 MMS/GOOSE communication protocols [19], however the



S.R. Firouzi et al. / Electric Power Systems Research 144 (2017) 255–267 265

i
a

5

f
l

C
c
(
m
i
n

5

fi
s
t
i
R
C
u
S
T
w
d
R

5
r

a
t
i

F
i

Fig. 17. Hardware-in-the-loop setup for validation experiments.

mplementation has been carried out independently and without
ny dependency to the mentioned library.

. Performance assessment results

The Khorjin Gateway interacts with real-time data, therefore its
unctionality requires validation in a real-time hardware-in-the-
oop simulation environment.

The conformance of the Khorjin Gateway with the IEEE
37.118.2 standard is verified by successfully connecting and
ommunicating with the SEL-5073 synchroWAVe PDC software
SEL-PDC 5073), compliant with C37.118 [20]. In addition, confor-

ance validation with the requirements of the IEC 61850-90-5 Std
s carried out by analyzing the frames captured by the Wireshark
etwork protocol analyzer software [21].

.1. Real-time hardware-in-the-loop (RT-HIL) test setup

As shown in Fig. 17, a measurement location has been speci-
ed on a grid model that is simulated using the OPAL-RT real-time
imulator. The measured voltages and currents are fed to a PMU
hrough the analogue output ports of the OPAL-RT simulator. As
ndicated in the figure, the PMU  used in this setup is a Compact
econfigurable IO system (CRIO) from the National Instruments
orporation [22]. As the figure shows, the signals from the RT sim-
lator are passed through amplifiers before being fed to the PMUs.
ynchrophasors are then sent to a PDC that streams the data over
CP/IP to the workstation holding IEEE-IEC Gateway. On another
orkstation, the receiver part of the library receives the real-time
ata streams in the IEC 61850-90-5 format and parses the R-SV or
-GOOSE messages.

.2. Routed-GOOSE and Routed-SV traffic generation validation
esults

Figs. 18A and 19AA show the captured TCP/IP frame transmitting
n IEEE C37.118 data message respectively in R-GOOSE and R-SV
raffic generation tests. In these frames, the phasors are transmitted

n floating-point and rectangular format as described in Section 2.

It can be seen that the data messages captured in
igs. 18A and 19A are consistent with the C37.118 data message
ntroduced in Section 2 and its frame specification depicted in Fig. 4.
Fig. 18. Wireshark captures analysis in Routed-GOOSE traffic generation test.

The data message starts by common words of: (1) SYNC, (2) FRAME-
SIZE, (3) IDCODE, (4) SOC, (5) FRACSEC and ends by (21) CHK frame.
The frames specific to data messages are: (6) STAT, (7) PHASOR
1(Real), (8) PHASOR 1(Imag), . . .,  (19) FREQ and (20) DFREQ.

The detailed analysis of R-GOOSE message shown in Fig. 18B,
confirms its conformity with the specification defined in IEC 61850-
90-5 standard. In this figure, the bytes in blue background color
constitute the complete R-GOOSE session layer encapsulated in the
UDP/IP frame. The range of bytes assigned as (B) show the session
header frames and the bytes assigned as (C) are the user data of
session layer. The frames marked as group (D) are the GOOSE PDU
bytes.

The detailed analysis of R-SV message shown in Fig. 19B,
confirms its conformity with the specification defined in IEC 61850-
90-5 standard. In Fig. 19B, the bytes in the blue background color
constitute the complete R-SV session layer. The range of bytes
assigned as (B) show the session header frames and the bytes
assigned as (C) are the user data of session layer. The frames marked
as group (D) are the SV PDU bytes.

5.3. Performance results
The time delay imposed by the use of the Khorjin Gateway
was evaluated within a test performed on a Windows OS  com-
puter through 40 experiments in both R-SV and R-GOOSE traffic
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Fig. 19. Wireshark captures analysis in Routed-SV traffic generation test.

Table 6
QoS test of gateway process time performance.

Parameter R-SV test R-GOOSE test

Average (ms) 2.833 3.061
Minimum (ms) 2.570 2.656
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[15] H. Falk, M.  Burns, MMS  and ASN.1 Encodings, Simple Samples and
Maximum (ms) 3.191 3.503
Std. deviation 0.179 0.224

eneration cases. The process duration of each cycle in the Gate-
ay was calculated using Wireshark captures. In each test, after

0 seconds of stable operation, the process time of 20 mapped
essages is calculated. The results of the quality of service (QoS)

est, representing the imposed latency for these 20 samples are
resented in Table 6.

. Conclusion

In this paper, the IEEE C37.118.2 standard, as the most utilized
rotocol for synchrophasor data transfer, and IEC 61850-90-5, as a
ew standard for transfer of synchronized phasor measurements
ver wide-area networks, were described. The functional descrip-
ion of the Khorjin library architecture, implemented in three main
omponents of (1) IEEE C37.118.2, (2) IEC 61850 Mapping and (3)
EC 61850-90-5 publisher modules, were explained in detail.

The comprehensive IEEE C37.118.2 to IEC 61850 mapping spec-
fication, being implemented in the Khorjin library based on the IEC
1850-90-5 recommendations, was explained. It was  understood
hat, in spite of mapping almost all critical information in the con-

ext of IEEE C37.118.2 to the IEC 61850-90-5 data model, there is
nformation in the IEEE C37.118.2 protocol that remains unmodeled
n the IEC 61850-90-5, i.e. there is no specification on how these
ata should be mapped to the IEC 61850 data model. For instance,

[
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the information provided by bit flags of the 16-bit STAT word in the
IEEE C37.118 Data message does not have any equivalent in the IEC
61850 data model.

The work in this paper serves as a proof of concept of a gate-
way capable of translating IEEE C37.118.2 to IEC 61850-90-5. The
availability of such gateway and the source code of Khorjin will be
instrumental with respect to the existing and future PMU  applica-
tion software.

It is noted that there is a cost of adopting IEC with regard to
the size of the payload. The use of R-GOOSE will result in a 6-fold
increase, while the use of R-SV will result in a 4-fold increase. A
careful analysis of the communication network and data system,
transporting and processing this data will be necessary for exist-
ing systems. While the data system will have larger performance
requirements (e.g. for parsing at the PDC), the communication net-
work will require higher bandwidth allocation.

Concerning future work, the implementation of the security
algorithms in the session layer is a necessary step to fully exploit
IEC 61850-90-5 features.
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