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Fig. 1: Operating conditions in a grid (adapted from [3]).

island while supplying critical loads as soon as possible. The
resulting stable island can also be connected to neighboring
utilities more quickly, which leads to a more significant fault
current capacity and small clearing times, thus strengthening
the security margins of the system.

Among the numerous studies associated with the SRP,
one of the most critical analyses examines the performance
of protective equipment during restoration [6]–[10]. In the
early stages of a blackstart maneuver, the electrical island is
electrically weaker than the system is during regular operation.
Because relay characteristics are set up by contingency
analysis on the grid under normal conditions, it is not
guaranteed that protective equipment will operate adequately
during restoration.

Several investigations concerning the steady-state and
dynamic behavior of the system support blackstart procedures
(e.g., [11]), with real-time (RT) simulation gaining more
relevance as a decision-making support tool [12], [13].
Likewise, RT simulation has also been used to validate
protective relaying performance [14]. Despite its capabilities,
RT simulation alone would require substantial efforts to re-
implement the relay logic of interest. While commercial
simulators offer a plethora of built-in protective functions as
software models of different relay functions. However, the
behavior of such models can differ from the functionality
deployed on an actual relay so that the accuracy of the results
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I. INTRODUCTION

Modern power grids have elaborate protection systems that 
provide safe and secure electric transmission worldwide. Yet 
low-probability events can have an outsized effect on the 
grid’s stability, including catastrophic weather, cyber-attacks, 
and physical attacks. Restoration from a blackout, called a 
blackstart, is a process that must achieve a two-fold objective 
[1], [2]: it shall maximize the share of restored service while 
minimizing the elapsed time. A blackstart procedure is subject 
to several constraints, such as system dynamics, power flow 
limits throughout the system, and load priority.

Restoration is typically considered during the design and 
operation of a power system. An electric energy system is 
conceived to operate in one of the five fundamental s tates, as 
shown in Fig. 1 [3]. While power system operators aim to 
maintain the normal system state, a reliable grid must have a 
clear operating plan for all possible conditions. Restoration is 
a critical action that the generation and transmission owners 
must provide [4], [5].

In compliance with NERC EOP-005-3 and PJM Manual 
36, Dominion’s System Restoration Plan (SRP) specifies the 
company’s blackstart procedures, identifying the blackstart 
units (BSUs) and the different cranking paths.

Dominion’s SRP follows the core-island technique (Fig. 
2). This technique requires the formation of a core island 
which is a stable but electrically weak system. The underlying 
method attempts to form a relatively highly meshed, stable



Fig. 2: Core-island bottom-up blackstart restoration.

is compromised [14]. Software RT simulation protective
models do not generally include practical characteristics of
physical relays, such as the Analog-to-Digital Conversion
(ADC) processes and internal communications that may
compromise their performance (e.g., [15]). Neglecting those
aspects compromises the fidelity of the software RT model.
For instance, in [16], the authors show different tripping times
between a physical relay and its RT software model.

Hardware-in-the-Loop (HIL) simulation emerges as an
alternative to perform more accurate studies to validate relay
performance. HIL allows interaction with the actual relay
hardware so that the protection logic in the validation study is
the same as deployed on the field. HIL validation of blackstart
procedures (e.g., [17]) and HIL-based protection assessment
(e.g., [10], [16], [18]) are receiving increasing attention within
the power system community.

While acknowledging the relevance of protection studies
during blackstart, the primary purpose of this work is to assess
via HIL simulation the performance of protective schemes for
transformers and transmission lines on the 500 kV level during
energization. The cranking path of interest starts from a 230
kV BSU to a 500 kV nuclear unit, with different load pick-up
paths at the 230 kV level (Fig. 3).

Fig. 3: Cranking path of interest from the Dominion SRP.
We were concerned about two relay protective functions:

transformer differential protection and transmission line out-
of-step distance protection (more specifically, out-of-step
blocking). We performed our experiments on an RT simulation
model in RSCAD using the cranking path dynamical model.
The RTDS hardware interfaced via a power amplifier to the
actual relay, which sent the breaker control signals back to
the input/output ports of the RT simulator. The relays used in
this study were an SEL-421 (for transmission line distance
protection) and an SEL-487E (for transformer differential
protection). The experiment layout is shown in Fig. 4.

This paper is structured as follows. Section II introduces
the protection functions assessed in this work: transformer

Fig. 4: HIL experiment layout for protection function
validation.

differential protection and out-of-step blocking. Experiment
design to generate out-of-step cases is described in Section
III. Results are presented in Section IV. Finally, the work is
concluded in Section V.

II. PROTECTION CONCEPTS

A. Transformer Differential Protection

Current-based differential protection compares the currents
flowing in and out of a protection zone (Ip and Is in Fig. 5). If
the difference between the Current Transformer (CT) readings,
or differential current I1 − I2, exceeds a given threshold,
corrective action is taken. The current flow through the
protected device is interrupted by opening the corresponding
circuit breakers. Such a disbalance arises because of an event
within the protection zone, what is known as an internal fault.

Fig. 5: Current-based differential protection for a transformer.

Assuming perfect CTs, an ideal differential protection
scheme is the most selective because it responds only to
faults within its protection zone. In practice, a differential
current may exist under normal conditions due to a mismatch
between the CT ratios of the primary and secondary sides
and magnetic core saturation during heavily loaded conditions
and external faults [19], [20]. Since these currents flow
through the measurement circuit but do not correspond to



an actual differential current on the transformer windings,
they are known as false differential currents. The percentage
restrained differential protection scheme overcomes most of
the practical challenges of the ideal differential scheme [21].
A percentage restraint differential relay operates as a function
of two quantities: the operate current IOP and the through or
restraint current IR. The operate current corresponds to the
differential current in the protection zone and is computed as:

IOP := I1 − I2. (1)

The restraint current is a function of the winding currents.
Several definitions are possible for IR, with the most common
ones being average restraint and maximum restraint [10]. The
average restraint corresponds to a weighted average of the
current magnitudes,

IR,avg = k (|I1|+ |I2|) (2)

where k is a slope or weighting factor. Likewise, the maximum
restraint corresponds to the maximum magnitude of I1 and I2:

IR,max = max (|I1| , |I2|) . (3)

The relay action is based on whether IOP exceeds IR or
not. Therefore, to a great extent, the definition of the restraint
current characterizes the relay differential functionality. With
either definition of IR, the simplest tripping rule of a
percentage restraint relay is

IOP ≥ κIR (4)

where κ is the slope of the percentage characteristic. As shown
in Fig. 6, a bias or minimum pickup is set to compensate for a
false differential current. The higher the bias, the less sensitive
the relay is to CT saturation and measurement errors.

As in Fig. 6, an adaptive slope strategy changes its
selectivity threshold based on the level of IR. In other words,
the relay characteristic becomes steeper when the current
flowing through the transformer exceeds a given magnitude.
The larger the current flowing through the transformer, the
more sensitive the relay is to external faults [19], [20].

Therefore, when IR becomes too large, the relay will
command the associated circuit breakers to protect the
transformer. An adaptive slope setting enhances the system
security since it widens the boundary of the protection zone for
a large IR. The relay will react to external events that cause the
fault currents to flow through the transformer windings. Such
a characteristic has remarkable importance during blackstart
conditions since there is no guarantee that all relaying devices
providing overarching protection zones will be online and
operating when the maneuver is executed.

During transformer energization, the in-rush current
required to magnetize the transformer core exceeds by several
orders of magnitude the nominal current of the device.
Moreover, since such current flows only through the primary,
it can result in a non-zero differential reading. The in-
rush current is known to have a rich harmonic component

[19], [20]. So, harmonic restraint schemes are used within
differential protections to discard tripping during energization
by analyzing the harmonics of the in-rush current.

Fig. 6: Adaptive slope characteristic for differential protection.

B. Distance and Out-of-Step Protection

Distance relays. Since assets such as transmission lines
span a significant geographic area, a differential scheme is no
longer feasible for protection. In such cases, distance relays
can be effective. A distance relay takes advantage of the
fact that a transmission line’s impedance per unit length is
relatively constant. By monitoring the impedance seen by the
relay, or Z̃R = ṼR/ĨR, after a fault occurs, the protection
logic determines whether a tripping action is required or not.

Since Z̃R is used as a decision variable in distance
protection schemes, protection zones are specified as loci on
the complex resistance-reactance R − X plane. Inspired by
electromechanical relays, loci such as mho circles and blinders
are still used to specify distance relay curves (see Fig. 7) [22].

Fig. 7: Protection zones for a 500 kV transmission line.

Under normal conditions, the impedance seen by the relay
is outside the R − X loci. Then, when a large disturbance
such as a fault happens, Z̃R changes rapidly and, if it falls
inside the protection loci, a tripping action is issued. However,
oscillations arising after a small disturbance can produce



slower impedance changes. The rate of change of Z̃R is
determined by the underlying dynamics of the system.

Out-of-step blocking. OOSB is used in a scenario where a
stable power oscillation occurs through the line. In this case,
the impedance seen by the relay may enter the protected region
but then leaves it as the oscillation fades out. So, the relays
should not open the breakers at each end of the transmission
line since the oscillation will eventually dampen out, and the
system will return to a safe steady-state.

III. EXPERIMENT SCENARIO GENERATION

Our experiment design for OOSB went beyond short-
circuit experiments. Out-of-step validation requires small
disturbances to generate power swings. Below, we outline a
linear analysis-based technique that analytically generates such
scenarios.

Consider a network whose electromechanical dynamics are
represented by a swing equation, and the Automatic Voltage
Regulator (AVR) and exciter dynamics are included explicitly:

2H

ωs

d2

dt2
[δ(t)] = Pm(t)− Pe(t)−

D

ωs

d

dt
[δ(t)],

Pe(t) =
V1(t)V2(t)

X12
sin δ(t),

V̇1 = fAVR (V1, V
∗
1 ) .

(5)

In (5), H is the aggregated inertia constant, ωs is the base
frequency, D is the load damping coefficient, Pm(t) is the
perunit shaft mechanical power, Pe(t) is the electrical power
flow, and V1, V2 are the Thévenin voltages at the sending
and receiving ends of the transmission line, respectively, and
fAVR is a nonlinear function describing the AVR and exciter
dynamics. V ∗

1 is the reference for the V1 voltage.
Note that the electric power Pe(t) was assumed to flow

through a lossless transmission line. We can see that, after
a disturbance, the power flow through the line will change
depending on the phase angle δ(t) (i.e., Pe(t) = Pe(δ(t)) ) so
that the impedance rate of change seen by the relay depends
on the time constant of (5). Such dynamical behavior produces
impedance trajectories in the R − X plane, which could be
stable or unstable depending on the Lyapunov stability of (5)
about δ (t = t0) = δ0 at the onset of the perturbation.

The nonlinear system in (5) can be written as ẋ = f(x,u);
y = g(x,u) with x being the state vector, u as the
vector of inputs, y as the measurements, and f ,g as two
nonlinear functions. Let the pre-disturbance state vector be
x0. Under mild assumptions (small variations), the system
can be analytically linearized as A := ∂f/ ∂x|x=x0

,B :=
∂f/ ∂u|x=x0

, and C := ∂g/ ∂x|x=x0
. Using these matrices,

the transfer function of the system is computed as G(s) =
C(sI − A)−1B. From this transfer function matrix, we take
the component describing the system from input V ∗

1 to output
V1, written as GAVR(s). In other words, we are interested in
the input-output dynamics as seen from the AVR. We aim to
compute the sensitivity of the AVR’s integral gain KIR. This is
obtained from the root-locus of GAVR(s) when varying KIR,
as shown in Fig. 8 by the green trace.

The AVR gain is varied to reduce the damping of the
system. So, a lightly damped stable power swing occurs
after a small disturbance is applied to the system (Fig. 9).
While such a change in KIR was intentional for experiment
design, it can arise in practice due to the mistuning of
machine controls following a cyber-attack on a generation
unit’s SCADA system.

Fig. 8: Root locus for AVR’s integral gain variation.

Fig. 9: Power swing generated by varying the AVR gain.

IV. RESULTS

During a blackstart, the magnetizing in-rush current did
not result in undesired tripping despite the flow of operate
current (Fig. 10a). This confirmed experimentally that the
harmonic restraint settings of the differential protection were
adequate for the substation of interest. Furthermore, as shown
in Fig. 10b, when the fault occurred outside the protection
zone but the current flowed through the transformer, a tripping
action was issued thanks to the adaptive slope characteristic.
This will help prevent further damage to a transformer in the
extreme case where overcurrent protections are offline during
restoration.

Fig. 11 shows an impedance trajectory for a stable scenario
we produced to evaluate OOSB. In this case, for a “heavy”
load condition (i.e., several MW flowing through the line
during a blackstart), we observe that trajectories are at a
considerable distance from the protection region in the plane.



(a) Differential current during transformer energization.

(b) Currents during external faults on the secondary side.

Fig. 10: Differential currents during different experiments.

As the load increases further, the trajectories swing closer to
the protection zone. However, according to the SRP, such
a load increase during restoration will be accompanied by
generation reconnection. So the system’s damping will also
increase, decreasing the likelihood of a stable power swing
“strong” enough for an impedance excursion through the
protection zones. Hence, the normal conditions OOSB settings
can be used safely during a blackstart in this particular
substation.

V. CONCLUSIONS

This study validated two protective functions used during a
blackstart via HIL simulation on a cranking path at the 500
kV level. Thanks to HIL, we could verify the performance
of the exact settings deployed on the field in the same relay
hardware while emulating the restoration procedure in an RT
simulator.

Fig. 11: Impedance trajectory during a stable power swing for
out-of-step evaluation.

We confirmed that the protective settings are adequate
for the differential protection scheme outlined in Dominion’s
SRP since the performance was as expected for energization
and internal and external faults. For OOSB, we proposed an
analytic methodology to generate testing scenarios with stable
power swings through the transmission line of interest. We
found that the loci for impedance trajectories lie far away from
the protection zones, so the likelihood of a crossing with the
protective region boundaries is small.

While our results speak only to the system under test,
our methodology is extensible to any system. Future work
concerns the evaluation of out-of-step tripping for unstable
power swing scenarios.
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