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1. [Reading] Deployment is a key consideration in the development of new technologies. The following papers discuss deployment issues with IP multicast and Ipv6 respectively (hypertext links available on course webpage). Summarize them in the same fashion as you did for earlier papers, but include final paragraphs articulating what you learnt about how to design and deploy new technologies in today’s Internet.

(8)

a) C. Diot et al, “Deployment issues with IP multicast”: ftp://ftp.sprintlabs.com/diot/xcast-deployment.zip
(7)

b) Hugh W. Holbrook and David R. Cheriton, IP Multicast Channels: EXPRESS Support  for Large-scale Single-source Applications, SIGCOMM’1999. 

http://www.acm.org/sigcomm/sigcomm99/papers/session2-3.html
(8)

c) R. Gilligan et al, “Transition Mechanisms for IPv6 Hosts and Routers”, RFC 2893 

http://www.ietf.org/rfc/rfc2893.txt
(7)

d) Carpenter et al, “Connection of IPv6 Domains via IPv4 Clouds,” RFC 3056,

http://www.ietf.org/rfc/rfc3056.txt
2. Describe why the Ipv4-protocol suite (with BOOTP or DHCP) falls short of providing auto-configuration capabilities for Internet hosts. What features does Ipv6 provide to ensure autoconfiguration of hosts ? Why is a 128-bit address important for these capabilities ? 

Ans.

(3)

IPv4 falls short of autoconfiguration

· Ipv4 hosts are configured manually or with the help of DHCP or BOOTP based on the information provided by the network administrator, since a host only knows its own interface ID at boot-up time and the IP address has nothing to do with the interface ID. 

(5)

The features of IPv6 provided for autoconfiguration
· IPv6 offers stateless autoconfiguration. IPv6 nodes are able to generate globally unique addresses by concatenating the link-local-address of the network connection they're using with an internal interface ID, such as an Ethernet address.
·  IPv6 provides a stateful autoconfiguration approach. Stateful autoconfiguration servers dynamically assign unique addresses to hots as they request them. It also allows hosts to obtain configuration information, which may be used complementarily with stateless autoconfiguration.

· Ipv6 makes it possible to create global and site-local addresses depending on the scope of the connection.

(2)

128-bit address is important for autoconfiguration

· Ipv6 realizes autoconfiguration by combining the interface ID of hosts with a flexible prefix which provides different level of aggregation.  Therefore, much larger address space is needed.

3. Ipv6 was designed for supporting larger address spaces. But its deployment has been hindered in part due to the availability of viable substitutes: subnetting, super-netting (CIDR), DHCP, NAT and (recently) RSIP. Explain how each of these technologies play a part in the big picture of conserving and making efficient use of the Ipv4 address space.

Ans.

(4)

· Subnetting allows single routing entries to refer either to the larger block or to its individual constituents. This permits a single, general routing entry to be used through most of the Internet, more specific routes only being required for routers in the subnetted block. A subnet mask is a 32-bit number that determines how an IP address is split into network and host portions, on a bitwise basis. In a subnetted network, the network portion is extended.
(4)

· Super-netting (CIDR) permits the aggregation of multiple smaller networks into a single larger network (Super-netting), allowing multiple class C networks to be aggregated into a single network somewhere between a class C and class B network size. Using CIDR, each IP address has a network prefix that identifies either an aggregation of network or an individual gateway. Routers use the longest network prefix which is the most specific when forwarding packets.
(4)

· DHCP is a network IP management protocol which enables an individual computers on an IP network to obtain configuration information from server. The most important configuration parameter carried by DHCP is the IP address. A computer must be initially assigned a specific IP address that is appropriate to the network to which the computer is attached, and that is not assigned to any other computer on that network. If a computer moves to a new network, it must be assigned a new IP address for that new network. DHCP can be used to manage these assignments automatically. DHCP carries other important configuration parameters such as the subnet mask, default router and Domain Name System (DNS) server.

(4)

· NAT (Network Address Translation) is a method by which IP addresses are   mapped from one realm to another, in an attempt to provide transparent routing to hosts. It translates an IP address used within one network to a different IP address known outside. NAT is used to connect an isolated address realm with private unregistered addresses to an external realm with globally unique registered addresses. This is achieved by modifying end node addresses en-route and maintaining state for these updates so that datagrams pertaining to a session are routed to the right end-node in either realm.
(4)

· RSIP (Realm Specific IP) leases public IP addresses and ports to RSIP hosts located in private addressing realms. Unlike NAT, RSIP does not operate in stealth mode and does not translate addresses on the fly. Instead, RSIP allows hosts to directly participate concurrently in several addressing realms. While RSIP does require host awareness, it avoids violating the end-to-end nature of the Internet. With RSIP, IP payload flows from source to desination without modifications that cripple IPsec AH and many other NAT-sensitive protocols.
4. Describe why multicast support is required at the network (IP) layer to efficiently facilitate and manage one-to-many communications on the Internet. Why does reliable multicast threaten to annul these advantages of the IP multicast model? What compromises and techniques can be used to enable reliable multicast while reducing the inefficiencies introduced?

Ans.

(5)

why multicast support is required at the network (IP) layer?

Multicast is supported at the network layer because it should be aware of the path that the multicast packets travel across and the routers in the network take care of distributing those packets.

(5)

Why does reliable multicast threaten to annul these advantages of the IP multicast model?
 But, the network layer doesn’t provide reliability by its nature. Futhermore, even though the transport layer at the end nodes offers reliability by retransmitting the lost packets with feedback such as ACKs or timeout, we would face the ACK implosion from a number of receivers or erroneous timeout due to the incorrect RTT estimation. It is also possible that a single troubled receiver could lower the throughput of the whole multicast group.

(5)

What compromises and techniques can be used to enable reliable multicast while reducing the inefficiencies introduced?
There are several techniques have been proposed to reduce the inefficiencies. One of them is using FEC (Forward Error Correction) codes. This method allows us to avoid the feedback implosion to some extent, but the cost for this is the redundant packets should be always transmitted and therefore the bandwidth could be wasted under no packet loss circumstances. Another way is to send feedback only when a loss occurs, i.e. using NAKs. It also has the possibility of feedback implosion. We could have Local Retransmitter send the repair packets immediately and efficiently to the receivers that lost packets. Multi-layered multicast is one of those solutions that provide the multiple service rates to the different group of receivers. Complexity should be dealt with though.

5. Explain how schedulers, buffer management and traffic shaper building blocks can be put together in order to achieve QoS capabilities (eg: guaranteed end-to-end delay and bandwidth). State briefly what is the purpose and place of the plethora of techniques in providing QoS on the Internet: RTP, int-serv, RSVP, diff-serv and MPLS. If you were an ISP, how (and in what order) would you plan to deploy (a subset of) these technologies ?

Ans.

(5)

Schedulers use a few bits in header to indicate which queue a packet goes into. Queues are classified with several level of priorities.  Packets are delivered, delayed or dropped based on the priorities. Buffer ManagementIt uses packet marking, queue thresholds, differential dropping, and buffer assignments. Traffic shaper has token bucket, which limits input to specified burst size and average rate. 

(4)

Realtime transport protocol (RTP) is an IP-based protocol providing support for the transport of real-time data such as video and audio streams. The services provided by RTP include time reconstruction, loss detection, security and content identification. RTP itself does not provide any mechanism to ensure timely delivery. It needs support from lower layers that actually have control over resources in switches and routers. RTP depends on RSVP to reserve resources and to provide the requested quality of service.

(4)

Resource Reservation Protocol (RSVP) is the network control protocol that allows data receiver to request a special end-to-end quality of service for its data flows. Real-time applications use RSVP to reserve necessary resources at routers along the transmission paths so that the requested bandwidth can be available when the transmission actually takes place. RSVP is used to set up reservations for network resources. When an application in a host (the data stream receiver) requests a specific quality of service (QoS) for its data stream, it uses RSVP to deliver its request to routers along the data stream paths. RSVP is responsible for the negotiation of connection parameters with these routers. If the reservation is setup, RSVP is also responsible for maintaining router and host states to provide the requested service. 

(4)

Multi-protocol label switching (MPLS) is a forwarding and traffic engineering mechanism that operates on the level of flow aggregates. An MPLS label in the packet shim layer header identifies packets in an MPLS network. Each MPLS router is configured with a forwarding table that indicates how packets should be forwarded - i.e., to which next-hop router, and which label to in that router. MPLS is capable of providing important traffic engineering functionality. Explicit routes can be established for packets with a particular label, ensuring that all those packets follow the same path throughout the network. This makes it possible to provision resources for that aggregate flow, and to control and monitor the usage of those resources. In addition, different applications can be prioritized to provide varying levels of QoS to packets belonging to the same aggregate.

(4)

Differential services (Diff-Serv) are a Class of Service (CoS) mechanism. It deals with aggregate classes of traffic, rather than individual flows, and is capable of providing separate levels of service for each individual aggregate class. Diff-Serv provides a highly scalable method for achieving QoS in the backbone networks, by processing data packets and prioritizing traffic on an aggregate basis; that is, flows from individual users/applications - called micro-flows - are identified at the edge of the network, and are marked based on similar characteristics or QoS requirements from the network. Core routers do not need to maintain state for each micro-flow; they provide differential service based solely on the edge packet marking, and do not need to identify traffic characteristics again. By concatenating PHBs (Per Hop Behavior) across domains, and applying admission control, shaping, etc., end-to-end IP services, offering different levels of QoS, can be implemented using Diff-Serv.

(4)

The integrated service (Int-Serv) model consists of two types of services to support real time services, namely predictive service and guaranteed service. Resource reservation and admission control are basic blocks of the Int-Serv model. Shaping at edge nodes combines with packet classification and scheduling/buffer management at routers to provide local delay and bandwidth guarantees. This means that the intermediate routers need to maintain flow specific information. The services it provides are guaranteed delay and controlled load. However, it is non-scalable and has no control over routing vagaries and no feedback support.
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