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Abstract— During the operation of complex cyber-physical
systems, detection of faults needs to be performed using limited
state information for practicality and privacy concerns. While
a well-designed observation can distinguish a faulty behavior
from the normal behavior, it can also represent the action of
hiding some of the state information or discrete mode transi-
tions. In this paper, we present a framework for constructing
the observation maps in the form of metric temporal logic
(MTL) formulae that can be formally proven to detect fault in
a switched system while preserving certain privacy conditions.
We simulate finitely many nominal trajectories and use the
robustness tubes around the simulated trajectories to cover the
infinite trajectories that constitute the system behavior. Thus the
inferred MTL formulae from the simulated trajectories can be
used for classifying the system behaviors in a provably correct
fashion. We implement our approach on the simulation model
of a smart building testbed to detect the open window fault
while preserving the privacy of the room occupancy.

I. INTRODUCTION

Consider the task of designing a monitoring system that

can detect faults during the operation of a safety critical

cyber-physical system. To do so, the monitor needs to collect

enough information from the cyber-physical system that can

distinguish potential faulty operation from normal operation.

On the other hand, practicality and privacy limit the amount

of information that can be collected. For example, the num-

ber of sensors that can be deployed may be limited, or certain

information is withheld by the system owner for privacy

concerns. It is imperative to determine how information can

be extracted from the operation of a cyber-physical system

to enable fault detection, while respecting limitations such

as privacy.

Presently, there are mainly two categories of approaches

for fault detection (identifying whether a fault has occurred).

The first category relies on the pattern recognition of sensor

readings using reasoning or learning based techniques, such

as neural networks [1], support vector machine [2], etc. The

second category relies on the mathematical model of systems

as they compare available measurements with information

analytically derived from the system model. As modeled,

whenever the difference between the actual system’s output

and the estimated output (the residual) [3] is above a certain

threshold value, one can assume that a fault has occurred. For

hybrid systems and switched systems, the main challenge of

the model-based fault detection is due to the difficulty in cap-

turing the combined continuous and discrete measurements.
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In this paper, we propose an approach that utilizes both the

pattern recognition techniques and the model-based methods

for switched system fault detection and privacy preservation.

We first approximate the switched system behavior using

finitely many simulated execution trajectories of the systems.

With the notion of trajectory robustness, we provide a

guarantee on how far the system’s state trajectories can

deviate as a result of initial state variations [4]. Then we

design an observation map that projects the different be-

haviors (normal, faulty, presence and absence of the privacy

conditions) into an observation space where the images of

the normal behavior and the faulty behavior are separate

(fault detection) while the images of the behavior with the

presence and absence of the privacy conditions are close

(privacy preservation). As the fault detection is essentially

a classification between the normal behavior and the faulty

behavior, we modify the methods in [5], [6], [7], [8], [9]

to automatically infer metric temporal logic (MTL) formu-

lae directly from the simulated trajectories to classify the

faulty and normal trajectories while considering the initial

state variations and preserving the privacy conditions. We

extend the previous works above in the following aspects: (i)

instead of classifying trajectories in different sets, we classify

robustness tubes of trajectories with initial state variations

and disturbances; (ii) in performing the classification for

fault detection (such as detecting the open window fault in a

smart building), we also consider the preservation of privacy

conditions (such as the room occupancy).

II. PRELIMINARIES

A. Switched Systems

Definition 1 (Switched System): A switched system is a

5-tuple S = (Q,X ,X 0,F , E) where

• Q = {1, 2, . . . ,M} is the set of indices for the modes

(or subsystems).

• X is the domain of the continuous state, x ∈ X is the

continuous state of the system, X 0 ⊂ X is the initial

set of states.

• F = {fq|q ∈ Q} where fq describes the continuous

time-invariant dynamics for the mode ẋ = fq(x),
which is assumed to admit a unique global solution

ξq(t, x
0
q), where ξq satisfies

∂ξq(t,x
0
q)

∂t = fq(ξq(t, x
0
q)),

and ξq(0, x
0
q) = x0

q is an initial condition in mode q.

• E is a subset of Q × Q which contains the valid

transitions. If a transition e = (q, q′) ∈ E takes place,

the system switches from mode q to q′.
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Remark 1: Definition 1 is more restricted than that in

[10], as we only consider state-independent transitions in

this paper.

We assume that there is a minimal dwell time δmin between

any two transitions to avoid Zeno behaviors.

Definition 2 (Trajectory): A trajectory of a switched sys-

tem S is denoted as a sequence ρ = {(qi, xi, T i)}Nq

i=0

(Nq ∈ N), where

• ∀i ≥ 0, qi ∈ Q, xi ∈ X , x0 ∈ X 0 is the initial state,

xi+1 = ξqi(T
i, xi) is the initial state at mode qi+1;

• ∀i ≥ 0, T i ≥ δmin > 0 is the dwell time at mode qi,
while the transition times are T 0, T 0 + T 1, . . . , T 0 +
T 1 + · · ·+ TNq−1;

• ∀i ≥ 0, (qi, qi+1) ∈ E .

Definition 3 (Output Trajectory): For a trajectory ρ =
{(qi, xi, T i)}Nq

i=0, we define the output trajectory sρ as fol-

lows:

sρ(t) =

⎧
⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎩

ξq0(t, x
0), if t < T 0,

ξqi(t−
i−1∑

k=0

T k, xi),

if

i−1∑

k=0

T k ≤ t <

i∑

k=0

T k, 1 ≤ i ≤ Nq.

B. Metric Temporal Logic

In this section, we briefly review the metric temporal

logic [11]. We focus on MTL formulae that are interpreted

over an output trajectory of a switched system. The con-

tinuous state of the system we are studying is described

by a set of n variables that can be written as a vector

x = {x1, x2, . . . , xn}. The domain of x is denoted by X . The

domain B = {true, false} is the Boolean domain and the

time set is T = R�0. The output trajectory sρ of a switched

system is defined in Sec. II-A. A set AP = {π1, π2, . . . πn}
is a set of atomic propositions, each mapping X to B. The

syntax of MTL is defined recursively as follows:

φ := � | π | ¬φ | φ1 ∧ φ2 | φ1 ∨ φ2 | φ1UIφ2

where � stands for the Boolean constant True, π is an atomic

proposition, ¬ (negation), ∧ (conjunction), ∨ (disjunction)

are standard Boolean connectives, U is a temporal operator

representing “until”, I is a time interval of the form I =
[i1, i2). We can also derive two useful temporal operators

from “until”(U ), which are “eventually”♦Iφ = �UIφ and

“always”�Iφ = ¬♦I¬φ. We define the set of states that

satisfy the atomic proposition π as O(π) ∈ X .

For a set S ⊆ X , we define the signed distance from x to

S as

Distd(x, S) �
{
−inf{d(x, y)|y ∈ cl(S)}, if x �∈ S,

inf{d(x, y)|y ∈ X \ S}, if x ∈ S.
(1)

where d is a metric on X and cl(S) denotes the closure of

the set S. In this paper, we use the metric d(x, y) = ‖x− y‖,

where ‖·‖ denotes the 2-norm.

If the output trajectory sρ is only defined on a finite time

interval (� To), then the time domain of the formula φ is

also finite. It is defined recursively as follows [12]:

D(π, sρ) = To,

D(¬φ, sρ)= D(φ, sρ),

D(φ1 ∧ φ2, sρ)= D(φ1, sρ) ∩D(φ2, sρ),

D(φ1UIφ2, sρ)= {t|t+ I ⊂ (D(φ1, sρ) ∩D(φ2, sρ))}.
The necessary length of a formula φ, denoted as ‖φ‖, is

defined as follows [12]:

‖φ‖ := min{T | if To = [0, T ], D(φ, sρ) �= ∅}
We use [[φ]] (sρ, t) to denote the robustness degree of the

output trajectory sρ with respect to the formula φ at time t.
The robust semantics of a formula φ with respect to sρ are

defined recursively as follows [11]:

[[�]] (sρ, t) := +∞,

[[π]] (sρ, t) :=Distd(sρ(t),O(π)),

[[¬φ]] (sρ, t) :=− [[φ]] (sρ, t),

[[φ1 ∧ φ2]] (sρ, t) :=min
(
[[φ1]] (sρ, t), [[φ2]] (sρ, t)

)
,

[[φ1UIφ2]] (sρ, t) := max
t′∈(t+I)

(
min

(
[[φ2]] (sρ, t

′),

min
t≤t′′<t′

[[φ1]] (sρ, t
′′)
))

.

III. FAULT DETECTION AND PRIVACY PRESERVATION BY

APPROXIMATED BEHAVIOR AND OBSERVATION MAPS

We define the behavior B of a switched system S =
(Q,X ,X 0,F , E) as the collection of all possible execution

trajectories of S starting from the initial set X 0. An external

observation of the system can be formulated as a mapping

Π from the behavior B to an observation space D.

We denote qfault ∈ Q and qnom ∈ Q as the faulty modes

and normal modes, i.e. the modes that represent presence and

absence of fault respectively. For a certain trajectory of B,

we assume that the fault occurs at most once and would not

disappear by itself after the occurrence. We denote qσ ∈ Q
and qσ̄ ∈ Q as the modes that represent presence and absence

of privacy condition σ respectively.

Definition 4: Assume that B = Bnom ∪Bfault, Bnom ∩
Bfault = ∅, where Bnom is the set of all normal trajectories

and Bfault is the set of all faulty trajectories. We assume that

all faulty trajectories extend at least until δd time units after

a fault occurrence. By the observation map Π : B → D,

a fault is (δd, ε)-detectable if ∀ρ ∈ Bnom, ∀ρ′ ∈ Bfault,

dO(Π(ρ),Π(ρ′)) > ε, where dO is a metric in the observa-

tion space D.

Remark 2: From [13], a system is (δd, δm)-detectable if

any fault can be detected δd time units after its occurrence

and δm represents the observation accuracy of the time

intervals with respect to a specific metric (called label

sequence metric dΣ∗ ). In this paper, we generalize (δd, δm)-
detectability in [13] to (δd, ε)-detectability where ε is the

observation accuracy with respect to any metric dO in the

observation space D.

Definition 5: Assume that B = Bσ ∪Bσ̄ , Bσ ∩Bσ̄ = ∅,

where Bσ is the set of all trajectories where the privacy
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condition σ is present for some time during the execution and

Bσ̄ is the set of all trajectories where the privacy condition

σ is absent during the execution. By the observation map

Π : B → D, the privacy condition σ is ε-preservable if

∀ρ ∈ Bσ, ∃ρ′ ∈ Bσ̄, dO(Π(ρ),Π(ρ′)) ≤ ε and vice versa,

where dO is a metric in the observation space D.

Proposition 1: If the fault is (δd, ε)-detectable, then it is

(δ̃d, ε)-detectable for all δ̃d ≥ δd. If the fault is (δd, ε)-
detectable, then it is (δd, ε̃)-detectable for all ε̃ ≤ ε. If the

privacy condition σ is ε-preservable, then it is ε̃-preservable

for all ε̃ ≥ ε.

Proof: Straightforward from Definition 4 and 5.

Problem 1: For B = Bnom ∪Bfault = Bσ ∪Bσ̄ , find an

observation map Π : B → D and a positive number ε such

that the fault is (δd, ε)-detectable and the privacy condition

σ are ε-preservable in the observation space D.

Using the idea of approximate bisimulation, we can ap-

proximate the behavior B (with infinitely many trajectories)

with a set B̂ of finitely many simulated trajectories [14],

[15]. For each mode q, suppose that we can construct a

continuously differentiable function Φq : X×X → R+ as an

autobisimulation function [16], which requires that for any

x, x′ ∈ X ,

Φq(x, x
′) ≥ ‖x− x′‖ ,

∇xΦq(x, x
′)fq(x) +∇x′Φq(x, x

′)fq(x′) ≤ 0.
(2)

We define Bq(x, γ) � {x′|Φq(x, x
′) ≤ γ} as the robust

neighborhood of x, γ is referred to as the robustness radius.

As the autobisimulation function is non-increasing through

time, it is guaranteed that for any initial states x0, x′0 ∈ X ,

if the initial distance Φq(x
0, x′0) = γ0, then for any time t,

ξq(t, x
′0) ∈ Bq(ξq(t, x

0), γ0).

Definition 6 (Robustness Tube): For a switched system

S , the robustness tube with the initial robustness ra-

dius γ0 around a nominal (simulated) trajectory ρ =
{(qi, xi, T i)}Nq

i=0, denoted as Tube(ρ, γ0), is defined as the

set of trajectories that initiate from Bq0(x
0, γ0) and have the

same mode transition sequences and transition times with ρ.

The robustness tube can be over-approximated by the

robust neighborhoods around the nominal (simulated) tra-

jectory. We denote B̂ = {ρ1, · · · , ρN̂} as the set of nominal

(simulated) trajectories, where for k ∈ {1, 2, . . . , N̂}, ρk =

{(qi,k, xi,k, T i,k)}N
k
q

i=0.

If for each mode q, the continuous dynamics is affine

and stable, then there exists a quadratic autobisimu-

lation function Φq(ξq(t, x
0
q), ξq(t, x)) = [

(
ξq(t, x

0
q) −

ξq(t, x)
)T

Mq

(
ξq(t, x

0
q) − ξq(t, x)

)
]
1
2 , where Mq is positive

definite. We denote ds(ρ
′, ρ) � supt≥0 d(sρ′(t), sρ(t)) and


h(B, B̂) � sup
ρ′∈B

inf
ρ∈B̂

ds(ρ
′, ρ) as the directed Hausdorff

distance from B to B̂. For a matrix A, we denote ‖A‖ as

the largest singular value of A.

Proposition 2: If B ⊂ ⋃
1≤k≤N̂ Tube(ρk, γ0,k) for some

positive numbers γ0,k, and there exist sequences Γk =

{γi,k}N
k
q

i=0 such that ∀i ≥ 1, ∀k ≥ 1,

Bqi−1,k(ξqi−1,k(T i−1,k, xi−1,k), γi−1,k) ⊂ Bqi,k(x
i,k, γi,k),

where Bqi,k(ξqi,k(t, x
i,k), γi,k) =

{z|[(z − ξqi,k(t, x
i,k)

)T
Mqi,k

(
z − ξqi,k(t, x

i,k)
)
]
1
2 ≤ γi,k},

then 
h(B, B̂) ≤ γ̃max, where γ̃max = max0≤i≤Nk
q ,1≤k≤N̂

γi,k
∥
∥
∥M

− 1
2

qi,k

∥
∥
∥.

We denote B̂nom, B̂fault, B̂σ and B̂σ̄ as the sets of

nominal (simulated) trajectories that approximate Bnom,

Bfault, Bσ and Bσ̄ respectively.

Proposition 3: If 
h(B, B̂) ≤ γ̃max, then for the observa-

tion map Π(x) = x and the metric ds in the observation

space D, the following statements are true:

1) If the fault is (δd, ε)-detectable for the approximated

behavior B̂ = B̂nom ∪ B̂fault and ε ≥ 2γ̃max, then the

fault is (δd, ε − 2γ̃max)-detectable for the original behavior

B = Bnom ∪Bfault.

2) If the condition σ is ε-preservable for the approximated

behavior B̂ = B̂σ∪B̂σ̄ , then the condition σ is (ε+2γ̃max)-
preservable for the original behavior B = Bσ ∪Bσ̄ .

Next, we formulate the observation maps in the form of

metric temporal logic.

Theorem 1: Given a trajectory ρ = {(qi, xi, T i)}Nq

i=0 of

a switched system S , assume that for any trajectory ρ′ =
{(qi, x′i, T i)}Nq

i=0 ∈ Tube(ρ, γ0) and any t ∈ [0, T i],

ξqi(t, x
′i) ∈ Bqi(ξqi(t, x

i), γi)

= {z|[(z − ξqi(t, x
i)
)T

Mqi
(
z − ξqi(t, x

i)
)
]
1
2 ≤ γi}. (3)

Then for any ρ′ ∈ Tube(ρ, γ0) and any t ∈ D(φ, sρ),

[[φ]] (sρ, t)− γ̂max ≤ [[φ]] (sρ′ , t) ≤ [[φ]] (sρ, t) + γ̂max,

where φ is any MTL formula, γ̂max � max
0≤i≤Nq

γ̂i, γ̂i =

γi
∥
∥
∥M

− 1
2

qi

∥
∥
∥.

Definition 7: The satisfaction signature of an output tra-

jectory sρ with respect to the MTL formula φ at time t,
denoted as μ(sρ, φ, t), is defined as follows: μ(sρ, φ, t) = 1
if sρ satisfies φ at time t; μ(sρ, φ, t) = 0 if sρ violates φ at

time t.

Definition 8: The robustness signature of an output tra-

jectory sρ with respect to the MTL formula φ and a positive

number γ at time t, denoted as χ(sρ, φ, γ, t), is defined as

follows:

χ(sρ, φ, γ, t) =

⎧
⎪⎪⎪⎨

⎪⎪⎪⎩

RS, if [[φ]] (sρ, t) > γ,

NS, if 0 ≤ [[φ]] (sρ, t) ≤ γ,

NV, if −γ ≤ [[φ]] (sρ, t) < 0,

RV, if [[φ]] (sρ, t) < −γ.
Remark 3: RS, NS, NV, RV are short for Robust Sat-

isfaction, Nominal Satisfaction, Nominal Violation, Robust

Violation respectively.

Corollary 1: With the same assumptions of Theorem 1,

the following statements are true (γ̂max � max
0≤i≤Nq

γ̂i):
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1) If χ(sρ, φ, γ̂max, t) = RS, then μ(sρ′ , φ, t) = 1 for any

ρ′ ∈ Tube(ρ, γ0);
2) If χ(sρ, φ, γ̂max, t) = RV, then μ(sρ′ , φ, t) = 0 for any

ρ′ ∈ Tube(ρ, γ0).

We design the MTL observation map as a monitor

and the satisfaction (violation) of an output trajectory sρ
with respect to the MTL formula φ is checked at ev-

ery time point in the time domain D(φ, sρ). We first

simulate the sets of trajectories B̂nom,σ = B̂nom ∩
B̂σ = {ρ1nom,σ, · · · , ρN̂nom,σ

nom,σ }, B̂nom,σ̄ = B̂nom ∩
B̂σ̄ = {ρ1nom,σ̄, · · · , ρN̂nom,σ̄

nom,σ̄ }, B̂fault,σ = B̂fault ∩
B̂σ = {ρ1fault,σ, · · · , ρN̂fault,σ

fault,σ } and B̂fault,σ̄ = B̂fault ∩
B̂σ̄ = {ρ1fault,σ̄, · · · , ρN̂fault,σ̄

fault,σ̄ }. The trajectory ρknom,σ =

{(qi,k, xi,k, T i,k)}N
k
nom,σ

i=0 for k ∈ {1, 2, . . . , N̂nom,σ}
have robustness tubes around them, which can be over-

approximated by robust neighborhoods with sequences of

robustness radii Γk
nom,σ = {γi,k

nom,σ}
Nk

nom,σ

i=0 . Similarly, the se-

quences of robustness radii corresponding to ρknom,σ̄ , ρkfault,σ
and ρkfault,σ̄ are Γk

nom,σ̄ (k = 1, 2, . . . , N̂nom,σ̄), Γ
k
fault,σ (k =

1, 2, . . . , N̂fault,σ) and Γk
fault,σ̄ (k = 1, 2, . . . , N̂fault,σ̄), re-

spectively. The MTL formula φ(α) is chosen from a set of

templates and α denote all the parameters that define the

formula. The search starts from a basis of candidate formulae

in the form of �[τ1,τ2]π or ♦[τ3,τ4]π and adding Boolean

connectives until a satisfactory formula is found. For each

template of the formula φ, we find the parameters α that

minimize the following cost function:

J(α) =

N̂nom,σ∑

k=1

g
(− max

t[j]∈Tk
nom,σ

[[φ(α)]] (sρk
nom,σ

, t[j]), γ̂k
nom,σ,max

)

+

N̂nom,σ̄∑

k=1

g
(− max

t[j]∈T
k
nom,σ̄

[[φ(α)]] (sρk
nom,σ̄

, t[j]), γ̂k
nom,σ̄,max

)

+

N̂fault,σ∑

k=1

g
(

max
t[j]∈T

k
fault,σ

[[φ(α)]] (sρk
fault,σ

, t[j]), γ̂k
fault,σ,max

)

+

N̂fault,σ̄∑

k=1

g
(

max
t[j]∈T

k
fault,σ̄

[[φ(α)]] (sρk
fault,σ̄

, t[j]), γ̂k
fault,σ̄,max

)
,

(4)

where

γ̂k
nom,σ,max � max

0≤i≤Nk
nom,σ

γ̂i,k
nom,σ,T

k
nom,σ � D(φ(α), sρk

nom,σ
),

γ̂k
nom,σ̄,max � max

0≤i≤Nk
nom,σ̄

γ̂i,k
nom,σ̄,T

k
nom,σ̄ � D(φ(α), sρk

nom,σ̄
),

γ̂k
fault,σ,max � max

0≤i≤Nk
fault,σ

γ̂i,k
fault,σ,T

k
fault,σ � D(φ(α), sρk

fault,σ
),

γ̂k
fault,σ̄,max � max

0≤i≤Nk
fault,σ̄

γ̂i,k
fault,σ̄,T

k
fault,σ̄ � D(φ(α), sρk

fault,σ̄
).

The function g(·) is a penalty function defined as

g(x, γ) �
{
γ − x if x ≤ γ ,

0 if x > γ.

MTL  

Monitor  
Sensor 

2 3 

1 Physical Quantity 

2 Measured data 

3 Satisfaction signatures 

4 Fault alarm 

1 

Fault  

detector 

4 

Fig. 1. Block diagram of the fault detector and the observation maps.

The cost function J(α) awards the robust satisfaction of φ(α)
by B̂fault,σ and B̂fault,σ̄ at some time points in the time

domain and awards the robust violation of φ(α) by B̂nom,σ

and B̂nom,σ̄ at any time point in the time domain.

We use Particle Swarm Optimization (PSO)[17] to opti-

mize J(α). We denote the parameters corresponding to the

obtained optimal solution as α∗. If J(α∗) = 0, then we

can design the fault detector as μ(sρ, φ(α
∗), t), as whenever

μ(sρ, φ(α
∗), t) turns 1, the fault alarm is raised (see Fig.

1). Then with the observation map Π(ρ) = ωρ, where ωρ =
supt≥0 μ(sρ, φ(α

∗), t), ρ is mapped to a binary value of 0 for

the normal trajectories and a binary value of 1 for the faulty

trajectories. For the metric dO(ωρ′ , ωρ) � d(ωρ′ , ωρ), the

fault is (tr−tf+‖φ‖ , ε)-detectable and the privacy condition

is ε-preservable for any ε ∈ (0, 1), where tf is the fault

occurring time and tr is the first time instant μ(sρ, φ(α
∗), t)

turns 1. If J(α∗) > 0, then we need to add another layer of

observation map for the MTL monitor (see the example in

Sec. IV).

IV. IMPLEMENTATION

In this section, we implement our fault detection and

privacy preservation method on detecting an open window

fault of a room while preserving the privacy of the room

occupancy in the simulation model of a smart building

testbed [18]. The system is modeled as a switched system

S with 4 different modes (we assume that closed and open

window correspond to normal and faulty modes respectively,

occupied room and unoccupied room correspond to presence

and absence of the privacy condition σ respectively), as

shown in Fig. 2. We assume that at most one person will

enter the room, the case for room occupation of more than

one person can be done in a similar manner but with more

modes. The state x = [T,w] represents the temperature and

humidity ratio of the room respectively. The continuous

dynamics in the 4 modes are given as follows:

For mode qnom,σ̄ (normal, unoccupied):

⎧
⎪⎨

⎪⎩

Cẋ1 = ṁCp(Ts − x1) + βG(x2 − w∞)−K(x1−
T∞) + ε1;

Mẋ2 = ṁ(ws − x2)−G(x2 − w∞) + ε2.
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For mode qnom,σ (normal, occupied):
⎧
⎪⎨

⎪⎩

Cẋ1 = ṁCp(Ts − x1) + βG(x2 − w∞)−K(x1−
T∞) + Q̇gen − βẆgen + ε1;

Mẋ2 = ṁ(ws − x2)−G(x2 − w∞) + Ẇgen + ε2.

For mode qfault,σ̄ (fault, unoccupied):
⎧
⎪⎨

⎪⎩

Cẋ1 = ṁCp(Ts − x1) + βGf(x2 − w∞)−Kf(x1

− T∞) + ε1;

Mẋ2 = ṁ(ws − x2)−Gf(x2 − w∞) + ε2.

For mode qfault,σ (fault, occupied):
⎧
⎪⎨

⎪⎩

Cẋ1 = ṁCp(Ts − x1) + βGf(x2 − w∞)−Kf(x1

− T∞) + Q̇gen − βẆgen + ε1;

Mẋ2 = ṁ(ws − x2)−Gf(x2 − w∞) + Ẇgen + ε2.

where ṁ is the mass flow rate, C is the thermal capacitance

of the room, M is mass of air in the room, G and Gf are

the mass transfer conductance between the room and the

ambient for the normal and faulty situations respectively,

ws, Ts are the supply air humidity ratio and temperature

respectively, w∞, T∞ are the ambient humidity ratio and

temperature respectively, Ẇgen and Q̇gen are humidity and

heat generation within the room (i.e. from human), Cp is

specific heat of air at constant pressure, β is latent heat

of vaporization of water, K and Kf is the wall thermal

conductance for the normal and faulty situations respectively.

The disturbances ε1 and ε2 are added to account for the

modeling uncertainties.

We set T∞ = 303K (29.85◦C), Ts = 290K (16.85◦C),

w∞ = 0.0105, ws = 0.01. As the ambient temperature and

humidity ratio are both higher than the room temperature

and humidity ratio, when there is a fault (the window is

open), the room temperature and humidity ratio will increase

towards the new equilibrium. When the room becomes

occupied, the room temperature and humidity ratio will also

increase. We use xnom,σ̄, xnom,σ, xfault,σ̄, xfault,σ to denote

the equilibrium states of the 4 modes. It can be seen from Fig.

3 (a) that xfault,σ̄ and xnom,σ are almost the same, therefore a

temporal logic formula is a proper observation to distinguish

their temporal patterns in the transient period.

person 

enters 

room 

person 

leaves 

room 

person 

enters 

room 

person 

leaves 

room 

privacy privacy 

Fig. 2. The switched system S for the smart building model.

We set the minimal dwell time δmin = 480s. We simulate

the following nominal trajectories in the time window To =
[ts − 240s, ts +480s] (we assume that there is a transition at

ts and ts = 240s):

ρ1nom,σ̄ = (qnom,σ̄, xnom,σ̄, Tend),

ρ1nom,σ = (qnom,σ, xnom,σ, Tend),

ρ2nom,σ = (qnom,σ̄, xnom,σ̄, ts), (qnom,σ, xnom,σ̄, Tend − ts),

ρ3nom,σ = (qnom,σ, xnom,σ, ts), (qnom,σ̄, xnom,σ, Tend − ts),

ρ1fault,σ̄ = (qnom,σ̄, xnom,σ̄, ts), (qfault,σ̄, xnom,σ̄, Tend − ts),

ρ1fault,σ = (qnom,σ, xnom,σ, ts), (qfault,σ, xnom,σ, Tend − ts).

We set Tend = 720s. Note that the transitions may occur

at different times than ts, but then they can always be shifted

to the trajectories in the robustness tube around the simulated

trajectories due to time invariance. As the states may not be

at the equilibrium at time (ts+240s) (see points x′
nom,σ̄ and

x′
nom,σ in Fig. 3 (a)), there exist some initial state variations

as well at time (ts − 240s) due to a possible transition at

time (ts − 480s) or earlier. Another reason for the state

variations come from the disturbances. Therefore, we equip

the nominal trajectories with robust neighborhoods that cover

the initial state variations and disturbances, as shown in Fig.

3 (b) (using Theorem 1 of [19] and applying zero input,

we can find an autobisimulation function such that both the

initial state variations and the disturbances can be covered

with the robustness radii γi,k
nom,σ = γi,k

nom,σ̄ = γi,k
fault,σ =

γi,k
fault,σ̄ = 0.002). Although we only simulate the trajectories

for 720s, the robustness tubes around the normal trajectories

starting from time (ts + 240s) are repeating the robustness

tubes starting from time (ts − 240s) until another transition

occurs. In this way, if we constrain ‖φ‖ < 240 (which

makes [ts − ‖φ‖ , ts + ‖φ‖] ⊂ D(φ, sρ)), then the robust

neighborhoods around the simulated trajectories approximate

all the possible behaviors with time invariance for the MTL

monitor. We use the data of the simulated room temperature

to design the MTL monitor and the case for the room

humidity ratio can be done in a similar manner. The optimal

formula is obtained as follows (the time unit is second):

φ(α∗) =
(
�[160,180)T > 290.75

) ∨ (
(♦[0,20)T < 290.516)

∧ (♦[39,65)T > 290.525) ∧ (♦[122,161)T < 290.625)
)
.

The robust signatures of the simulated trajectories with

respect to φ(α∗) and γ̂k
nom,σ,max = γ̂k

nom,σ̄,max =
γ̂k
fault,σ,max = γ̂k

fault, ¯σ,max = 0.002 are shown in Fig. 4.

The robust signatures of all the simulated faulty output

trajectories are RS for at least 19s (which means the sat-

isfaction signatures of all the faulty output trajectories in

the robustness tube are 1 for at least 19s) while the robust

signatures of the simulated normal output trajectories are not

RV for at most 11s (which means the satisfaction signatures

of all the normal output trajectories in the robustness tube

are 1 for at most 11s). Therefore, we design the fault detector

μ(sρ, φ
′, t), where φ′ = �[0,tc]φ(α

∗) for any tc ∈ (11s, 19s].
Whenever the fault detector detects 1, the fault alarm is

raised. Then with the observation map Π(ρ) = Ωρ, where

Ωρ = supt≥0 μ(sρ, φ
′, t), the fault is (148s+tc, ε)-detectable

and σ is ε-preservable for any ε ∈ (0, 1).
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The inference takes about 27 minutes on a Dell desktop

computer with a 3.20 GHz Intel Xeon CPU and 8 GB RAM.

So the inference process can be run every 30 minutes using

the updated ambient temperature and humidity values.

ts ts-240s  ts+480s  ttt - 0s

ts ts-240s  
ts+480s  tt - 0s00

ts+240s  

ts+240s  

Fig. 3. The simulated output trajectories of the room temperature when
δmin=480s in the time window [0, 720s] (a) and the robustness tubes around
the simulated trajectories (b).

ts 

Fig. 4. Robust signatures χ(sρ, φ(α∗), 0.002, t) (denoted as χρ for
brevity) of the simulated output trajectories when δmin=480s (the colors
blue, green, cyan and red represent RS, NS, NV and RV, respectively).

V. CONCLUSION

In this paper, we present a method for constructing the

observation maps in the form of metric temporal logic (MTL)

formulae for fault detection and privacy preservation in a

provably correct fashion. The results from a smart building

testbed show that the open window fault can be detected

while the privacy information about the room occupancy is

preserved. In the future work, we can extend the theory of

privacy preservation to include multiple privacy conditions.
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