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Abstract—During the operation of complex cyber-physical
systems, detection of faults needs to be performed using limited
state information for practicality and privacy concerns. While
a well-designed observation can distinguish a faulty behavior
from the normal behavior, it can also represent the action of
hiding some of the state information or discrete mode transi-
tions. In this paper, we present a framework for constructing
the observation maps in the form of metric temporal logic
(MTL) formulae that can be formally proven to detect fault in
a switched system while preserving certain privacy conditions.
We simulate finitely many nominal trajectories and use the
robustness tubes around the simulated trajectories to cover the
infinite trajectories that constitute the system behavior. Thus the
inferred MTL formulae from the simulated trajectories can be
used for classifying the system behaviors in a provably correct
fashion. We implement our approach on the simulation model
of a smart building testbed to detect the open window fault
while preserving the privacy of the room occupancy.

I. INTRODUCTION

Consider the task of designing a monitoring system that
can detect faults during the operation of a safety critical
cyber-physical system. To do so, the monitor needs to collect
enough information from the cyber-physical system that can
distinguish potential faulty operation from normal operation.
On the other hand, practicality and privacy limit the amount
of information that can be collected. For example, the num-
ber of sensors that can be deployed may be limited, or certain
information is withheld by the system owner for privacy
concerns. It is imperative to determine how information can
be extracted from the operation of a cyber-physical system
to enable fault detection, while respecting limitations such
as privacy.

Presently, there are mainly two categories of approaches
for fault detection (identifying whether a fault has occurred).
The first category relies on the pattern recognition of sensor
readings using reasoning or learning based techniques, such
as neural networks [1], support vector machine [2], etc. The
second category relies on the mathematical model of systems
as they compare available measurements with information
analytically derived from the system model. As modeled,
whenever the difference between the actual system’s output
and the estimated output (the residual) [3] is above a certain
threshold value, one can assume that a fault has occurred. For
hybrid systems and switched systems, the main challenge of
the model-based fault detection is due to the difficulty in cap-
turing the combined continuous and discrete measurements.
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In this paper, we propose an approach that utilizes both the
pattern recognition techniques and the model-based methods
for switched system fault detection and privacy preservation.
We first approximate the switched system behavior using
finitely many simulated execution trajectories of the systems.
With the notion of trajectory robustness, we provide a
guarantee on how far the system’s state trajectories can
deviate as a result of initial state variations [4]. Then we
design an observation map that projects the different be-
haviors (normal, faulty, presence and absence of the privacy
conditions) into an observation space where the images of
the normal behavior and the faulty behavior are separate
(fault detection) while the images of the behavior with the
presence and absence of the privacy conditions are close
(privacy preservation). As the fault detection is essentially
a classification between the normal behavior and the faulty
behavior, we modify the methods in [5], [6], [7], [8], [9]
to automatically infer metric temporal logic (MTL) formu-
lae directly from the simulated trajectories to classify the
faulty and normal trajectories while considering the initial
state variations and preserving the privacy conditions. We
extend the previous works above in the following aspects: (i)
instead of classifying trajectories in different sets, we classify
robustness tubes of trajectories with initial state variations
and disturbances; (ii) in performing the classification for
fault detection (such as detecting the open window fault in a
smart building), we also consider the preservation of privacy
conditions (such as the room occupancy).

II. PRELIMINARIES

A. Switched Systems

Definition 1 (Switched System): A switched system is a
5-tuple S = (Q, X, X0, F, £) where

Q ={1,2,...,M} is the set of indices for the modes
(or subsystems).

e X is the domain of the continuous state, x € X is the
continuous state of the system, X° C X is the initial
set of states.

o F = {fqlg € Q} where f, describes the continuous
time-invariant dynamics for the mode & = f,(z),
which is assumed to admit a unl%ue global solution

&q(t,29), where &, satisfies gq“ S = (&t 2l)),
and &,(0,z)) = «0 is an initial cond1t1on in mode q.

e £ is a subset of Q x Q which contains the valid
transitions. If a transition e = (¢q,¢’) € £ takes place,
the system switches from mode ¢ to ¢'.
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Remark 1: Definition 1 is more restricted than that in
[10], as we only consider state-independent transitions in
this paper.

We assume that there is a minimal dwell time J,,;, between
any two transitions to avoid Zeno behaviors.

Definition 2 (Trajectory): A trajectory of a sw1tched S}(,S'
tem S is denoted as a sequence p = {(¢',2',T%)}.%
(N, € N), where

e Vi>0,q¢ € Q, zt € X, 20 € X0 is the initial state,

2t =&, (T, x%) is the initial state at mode ¢***;

o Vi >0, T" > 6min > 0 is the dwell time at mode ¢,

while the transition times are 7°,70 + 71 ... T° 4
T 4o 4 TNa—1
o Vi>0, (¢, ¢"t1) € €.

Definition 3 (Output Trajectory): For a trajectory p =
{(qi,xi,Ti)},fvz‘JO, we define the output trajectory s, as fol-
lows:

£0(t,20), if t < 70,
i—1
i(t— Tk,l‘i,
sp(t) = ol Z )
i—1
leT’f<t<ZT’“ 1<i<N,.
k=0 k=0

B. Metric Temporal Logic

In this section, we briefly review the metric temporal
logic [11]. We focus on MTL formulae that are interpreted
over an output trajectory of a switched system. The con-
tinuous state of the system we are studying is described
by a set of n variables that can be written as a vector
x ={x1,xa,...,2,}. The domain of x is denoted by X’. The
domain B = {t¢rue, false} is the Boolean domain and the
time set is T = Ro. The output trajectory s, of a switched
system is defined in Sec. II-A. A set AP = {my,7ma,... 7y}
is a set of atomic propositions, each mapping A’ to B. The
syntax of MTL is defined recursively as follows:

=T || Q| d1 ANda| d1V b2 | prlUzds

where T stands for the Boolean constant True, 7 is an atomic
proposition, — (negation), A (conjunction), V (disjunction)
are standard Boolean connectives, I/ is a temporal operator
representing “until”, 7 is a time interval of the form I =
[i1,i2). We can also derive two useful temporal operators
from “until”(U/), which are “eventually”({z¢ = TUz¢ and
“always’[z¢ = —Oz—¢. We define the set of states that
satisfy the atomic proposition 7 as O(w) € X.

For a set S C X, we define the signed distance from z to

S as

Disty(z, S) 2 {—i“f{d(aﬁ»y)Iy € d(9)},

inf{d(z,y)ly € X\ S},

ifx &S,

1
ifx €8§. M

where d is a metric on X’ and cl(S) denotes the closure of
the set S. In this paper, we use the metric d(z,y) = ||z — ||,
where ||-|| denotes the 2-norm.

If the output trajectory s, is only defined on a finite time
interval (£ T,), then the time domain of the formula ¢ is

also finite. It is defined recursively as follows [12]:
D(n,s,) =T,
D(=¢,s,)= D(¢, 5p),
D(¢1 A ¢2,8,)= D(¢1,5,) N D(¢2, 5p),
D(p1Uzpa, sp)={tlt + I C (D(¢1,5,) N D(2,5,))}

The necessary length of a formula ¢, denoted as ||¢||, is
defined as follows [12]:

[¢] := min{T [ if T, = [0,T], D(¢, s,) # 0}

We use [[¢]] (s,,t) to denote the robustness degree of the
output trajectory s, with respect to the formula ¢ at time ¢.
The robust semantics of a formula ¢ with respect to s, are
defined recursively as follows [11]:

[[T]] (sp, 2) ==+ o0,

)
[[7]] (5. £) =Diista(s,, (1), O(m)),
61} (5p.1) = = (161 (50,1,
(161 A 62) (5,.1) :=min ([[61]] (501 ). [[62]] (5,.1)).
[6i2br6]) (5p:1) := mas ((min ([[0a]] s, ),

min ([61]) (s,.¢"))-

<t <t

III. FAULT DETECTION AND PRIVACY PRESERVATION BY
APPROXIMATED BEHAVIOR AND OBSERVATION MAPS

We define the behavior B of a switched system & =
(Q,X, X0 F &) as the collection of all possible execution
trajectories of S starting from the initial set X°. An external
observation of the system can be formulated as a mapping
II from the behavior B to an observation space ©.

We denote granx € Q@ and gnom € Q as the faulty modes
and normal modes, i.e. the modes that represent presence and
absence of fault respectively. For a certain trajectory of ‘B,
we assume that the fault occurs at most once and would not
disappear by itself after the occurrence. We denote g, € Q
and ¢ € Q as the modes that represent presence and absence
of privacy condition o respectively.

Definition 4: Assume that B = B, o U Brault, Bnom N
Brauw = 0, where B, is the set of all normal trajectories
and By, 14 is the set of all faulty trajectories. We assume that
all faulty trajectories extend at least until §; time units after
a fault occurrence. By the observation map II : B — D,
a fault is (dq, €)-detectable if Yp € Bpom,Vp' € Btaults
do(II(p),T(p")) > €, where do is a metric in the observa-
tion space ©.

Remark 2: From [13], a system is (04, 0., )-detectable if
any fault can be detected J,4 time units after its occurrence
and §,, represents the observation accuracy of the time
intervals with respect to a specific metric (called label
sequence metric dy+). In this paper, we generalize (04, 0., )-
detectability in [13] to (dg4, €)-detectability where € is the
observation accuracy with respect to any metric dp in the
observation space ©.

Definition 5: Assume that B = B, UBs, B, NB, =0,
where B, is the set of all trajectories where the privacy
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condition o is present for some time during the execution and
B is the set of all trajectories where the privacy condition
o is absent during the execution. By the observation map
II : 8 — D, the privacy condition o is e-preservable if
Vp € B,,3p" € Bs,do(I(p),II(p")) < € and vice versa,
where dp is a metric in the observation space ©.

Proposition 1: If the fault is (04, €)-detectable, then it is
(84, €)-detectable for all 64 > &,. If the fault is (dg,e€)-
detectable, then it is (d4, €)-detectable for all ¢ < e. If the
privacy condition o is e-preservable, then it is e-preservable
for all € > e.

Proof: Straightforward from Definition 4 and 5. |

Problem 1: For B = Bom U Brauir = B UDB5, find an
observation map II : ®8 — © and a positive number e such
that the fault is (04, €)-detectable and the privacy condition
o are e-preservable in the observation space .

Using the idea of approximate bisimulation, we can ap-
proximate the behavior B (with infinitely many trajectories)
with a set B of finitely many simulated trajectories [14],
[15]. For each mode ¢, suppose that we can construct a
continuously differentiable function ®, : X x X — R as an
autobisimulation function [16], which requires that for any
r, 7' € X,

Oq(z,2') = |lz — 2|, )
VaBy (2, ) o) + Varby(a, ) fyla) < 0.

We define B,(z,v) £ {2'|®,(z,2') < ~} as the robust
neighborhood of z, v is referred to as the robustness radius.
As the autobisimulation function is non-increasing through
time, it is guaranteed that for any initial states z°, 2% € X,
if the initial distance ®,(z°, 2'%) =+, then for any time ¢,
&, (t,2"%) € By(&,(t,2°),70).

Definition 6 (Robustness Tube): For a switched system
S, the robustness tube with the initial robustness ra-
dius % around a nominal (simulated) trajectory p =
{(¢", 2", T")}, denoted as Tube(p,~"), is defined as the
set of trajectories that initiate from B,o(2%,~") and have the
same mode transition sequences and transition times with p.

The robustness tube can be over-approximated by the
robust neighborhoods around the nominal (simulated) tra-

jectory. We denote B = {p', -, pN } as the set of nominal
(simulated) trajectories, where for k € {1,2,...,N}, pF =
Nk

{(g"F, 2"*, T%)} %,

If for each mode ¢, the continuous dynamics is affine
and stable, then there exists a quadratic autobisimu-
lation function ®,(&,(t,20),&,(tx) = [(&(t2)) —
§q(t,x))TMq (&t 29) — &,(t,x))]7, where M, is positive
definite. We denote ds(p’, p) = sup;>q d(sp (t),s,(t)) and

h(B,B) £ sup inf dy(p,p) as the directed Hausdorff

p'€B pEA‘B
distance from B to B. For a matrix A, we denote || A as
the largest singular value of A.

Proposition 2: 1If B C |J, ;. x Tube(p*,7%") for some
positive numbers ~%*, and there exist sequences I'* =

. k
{’y“k}ﬁi"o such that Vi > 1, Vk > 1,

qu_l‘k(fqi_l‘k(Tifl,k,xifl,k),,yifl,k) C qu,k(xi’k,vi’k),

where By (§,i.x(t, gik), yik) =

{Z| [(Z - fq’k (t’ xlﬁk))TMq’Uk (Z - Eq““ (t7 ka))]% < ’szk}@
then ﬁ(%,‘%) < Amax> Where Yo = MaX) ;< Nk 1<kl
e

We denote %nom, %fault, ﬁ%g and %5 as the sets of
nominal (simulated) trajectories that approximate ‘B,om,
DBraut, B and Bz respectively.

Proposition 3: If E(‘B, ‘ﬁ%) < Amax. then for the observa-
tion map II(x) = x and the metric ds in the observation
space D, the following statements are true:

1) If the fault is (04, €)-detectable for the approximated
behavior B = %nom U %fault and € > 29pax, then the
fault is (04, € — 29max)-detectable for the original behavior
B = %nom U %faulb

2) If the condition o is e-preservable for the approximated
behavior B = %U U%(—,, then the condition o is (€ +2%max)-
preservable for the original behavior B = B, U B;.

Next, we formulate the observation maps in the form of
metric temporal logic.

Theorem 1: Given a trajectory p = {(q', 2%, T%)} % of
a switched system S, assume that for any trajectory p' =
{(q", 2", T%)}}% € Tube(p,7°) and any t € [0, T7],

&t ') € Byi(&4i(t,2"),7")

= {ZH(Z - gq* (tvxi))TMqi (Z - gqi (t,xl))]% S ’Yi}' (3)
Then for any p’ € Tube(p,~°) and any t € D(¢, s,),

[[¢]) (395 t) = Amax < [[¢]] (57, 8) < [[@]] (555 1) + Fmax,

L

where ¢ is any MTL formula, dpax

%

0% M_-%.

q

Definition 7: The satisfaction signature of an output tra-
jectory s, with respect to the MTL formula ¢ at time ¢,
denoted as ju(s,, ¢, 1), is defined as follows: p(s,, ¢, t) =1
if s, satisfies ¢ at time ¢; pu(s,, ¢,t) = 0 if s, violates ¢ at
time t.

Definition 8: The robustness signature of an output tra-
jectory s, with respect to the MTL formula ¢ and a positive
number v at time ¢, denoted as x(s,, ¢,7,t), is defined as
follows:

RS, if [[¢]] (sp,t) > 7,
NS 0 < [ (sp0t) < 7,
Moo @10 =4 Ny, ity < [[6]] (sp11) < 0,
RV, it [[4]) (s,.1) < —.

Remark 3: RS, NS, NV, RV are short for Robust Sat-
isfaction, Nominal Satisfaction, Nominal Violation, Robust
Violation respectively.

Corollary 1: With the same assumptions of Theorem 1,

the following statements are true (Ymax £ max A0
0<i<N,
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D) If x(sp, @, Ymax,t) = RS, then p(s,,¢,t) = 1 for any
p' € Tube(p,7°);
2) If x(sp, @, Ymax,t) = RV, then pu(s,, ¢,t) = 0 for any

p' € Tube(p,+°).

We design the MTL observation map as a monitor
and the satisfaction (violation) of an output trajectory s,
with respect to the MTL formula ¢ is checked at ev-
ery time point in the time domain D(¢,s,). We first

simulate the sets of trajectories DBrom,o nom N
By = {plomor pmos’ b Buom.o Bom N
Bo = {pomor P’ b Beatte = Braue N
B, = {P%aultﬁa"' apg:ﬁli;} and %fault,ﬁ' = Braui N
By = {p%aulta’”" ,pgfi‘é‘i;’} The trajectory pﬁoma'

gk, 2%, TRy eme for ke (1,2, Noomo

have robustness tubes around them, which can be over-
approximated by robust neighborhoods with sequences of
k

nom,o

robustness radii T'* im0 7. Similarly, the se-
quences of robustness radii Corresponding to pﬁom 5 P]fault,a
and pfa,ult g are I_‘nom G (k = 17 27 ety Nnom,&)s ]'—:Fault,a (k =
1 2 Nfault,o) and Ffault G (k‘ = 1,2, .. .7Nfau1t’5-), Ie-
spectively. The MTL formula ¢(a) is chosen from a set of
templates and o denote all the parameters that define the
formula. The search starts from a basis of candidate formulae
in the form of O, )7 or O, -7 and adding Boolean
connectives until a satisfactory formula is found. For each
template of the formula ¢, we find the parameters « that
minimize the following cost function:

nom,o = {Vnom o

_{ Fault jg‘

detector

Physical Quantity
Measured data
Satisfaction signatures

Fault alarm

Block diagram of the fault detector and the observation maps.

The cost function J(cv) awards the robust satisfaction of ¢ ()
by %fau]t o and %fau]t & at some time points in the time
domain and awards the robust violation of ¢(«) by %nom’g
and %nom,(f at any time point in the time domain.

We use Particle Swarm Optimization (PSO)[17] to opti-
mize J(«). We denote the parameters corresponding to the
obtained optimal solution as a*. If J(a*) = 0, then we
can design the fault detector as p(s,, ¢(a*),t), as whenever
(s, d(a*),t) turns 1, the fault alarm is raised (see Fig.
1). Then with the observation map II(p) = w,, where w, =
sup; o i(sp, (a*),t), p is mapped to a binary value of 0 for
the normal trajectories and a binary value of 1 for the faulty
trajectories. For the metric do(w,,w,) £ d(wy,w,), the
fault is (¢, —t¢+||¢|| , €)-detectable and the privacy condition
is e-preservable for any € € (0,1), where ¢; is the fault
occurring time and ¢, is the first time instant z(s,, ¢(a*), 1)
turns 1. If J(a*) > 0, then we need to add another layer of
observation map for the MTL monitor (see the example in
Sec. IV).

IV. IMPLEMENTATION

In this section, we implement our fault detection and
privacy preservation method on detecting an open window
fault of a room while preserving the privacy of the room
occupancy in the simulation model of a smart building
testbed [18]. The system is modeled as a switched system
S with 4 different modes (we assume that closed and open
window correspond to normal and faulty modes respectively,
occupied room and unoccupied room correspond to presence
and absence of the privacy condition o respectively), as
shown in Fig. 2. We assume that at most one person will
enter the room, the case for room occupation of more than
one person can be done in a similar manner but with more
modes. The state « = [T, w] represents the temperature and
humidity ratio of the room respectively. The continuous
dynamics in the 4 modes are given as follows:

For mode ¢nom,s (normal, unoccupied):

Nuom,o
Ja)= Y g(— max [[¢(@)]] (spr.. +tli])s Whom,oumax)
= 1€ om, o ’
Nuom, s
1\ 2k

+ ; g( - t[J]gjlﬁin . Hd)(a)“ (8 ﬁom’a’t[ D PYnom & max)

Neauts

1\ Rk
+ g( max Hd)(a)“ (spfault ) tb])’ ’Yfault,a',max)
k=1 t[]]edeult o ’
Veauls,s
1\ Rk
+ g( max [[(b(a)“ (spfault 57 t[]]) ’Yfault o max)
=1 t1€T e, o '
“4)
where
2k 24,k k
Vnom o,max £ 0<1r<nlen)im ) ’Yr?lom,cfv nom,o = D(¢(a)a Spsom,cr)7
k
F)/r]fom &,max £ max ’Vrzrcnn & ﬁom,& = D(¢(a)7 Spk 5)7
0<i<NE L o =

~ ~i,k k
PYfault,a',max - 0<7£n1\2;1:i,“ ) Py;ault o Tfault,a £ D(¢(C¥), Spfaultya)?
2 i,k k A
F)/fault,&,rnax = 0<zl<n]\?£( ’Yfzaultﬁa Tfault,& = D((b(a)v Spfmﬂtﬁ)'

fault,&

The function g(-) is a penalty function defined as

g(z,7) & {g o

ifz <7,
if z > .

Ciy =mCy(Ty — x1) + BG(x2 — Woo) — K (21—
T )+€1;
Mioy = m(ws — x2) — G(x2 — Weo) + 2.
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For mode ¢nom,s (normal, occupied):

Ciy =mCy(Ty — x1) + BG(x2 — weo) — K (21—
) + Qgen - /BWgen + €13
Miqy = (wS - :L'Q) G(mQ - woo) + Wgcn + e9.

For mode ¢gau1t,s (fault, unoccupied):

C(ﬂl —mC’ ( 71'1)+5Gf($2*w00) 7Kf(f£1
- T )+E1;
Miy = m(ws — x2) — Ge(22 — Weo) + €2.

For mode ggau1t,» (fault, occupied):

Ct1 =mC ( — 1) + BGr (2 — wo) — Ke(x1
) + Qgen - 6Wgen + €13
Miy = (wS - .%2) - Gf(xQ - woo) + Wgon + eo.

where 17 is the mass flow rate, C' is the thermal capacitance
of the room, M is mass of air in the room, G and Gy are
the mass transfer conductance between the room and the
ambient for the normal and faulty situations respectively,
ws, Ty are the supply air humidity ratio and temperature
respectively, W, T, are the ambient humidity ratio and
temperature respectively, Wgen and Qgen are humidity and
heat generation within the room (i.e. from human), C, is
specific heat of air at constant pressure, § is latent heat
of vaporization of water, K and K; is the wall thermal
conductance for the normal and faulty situations respectively.
The disturbances 7 and e¢5 are added to account for the
modeling uncertainties.

We set T, = 303K (29.85°C), Ty = 290K (16.85°C),

o = 0.0105, ws = 0.01. As the ambient temperature and
humidity ratio are both higher than the room temperature
and humidity ratio, when there is a fault (the window is
open), the room temperature and humidity ratio will increase
towards the new equilibrium. When the room becomes
occupied, the room temperature and humidity ratio will also
increase. We US€ Tnom,5s Tnom,os Lfault,s» Lault,s L0 denote
the equilibrium states of the 4 modes. It can be seen from Fig.
3 (a) that g1, and Tyom, o are almost the same, therefore a
temporal logic formula is a proper observation to distinguish
their temporal patterns in the transient period.

/ privacy N Ve privacy
fault
Gnom.o Gfault.o
person person person person
enters leaves enters leaves
room room room room
fault
(tault.5

\

Fig. 2. The switched system S for the smart building model.

We set the minimal dwell time d,,;, = 480s. We simulate
the following nominal trajectories in the time window T, =
[ts — 240s, ts + 480s] (we assume that there is a transition at

ts and tg = 240s):

1 —
pnom,& -

1 —
pnom,o -

Gnom,5 s Lnom,s Tcnd)a

Gnom,o s Tnom,o s Tend)a

3

Gnom,o s Lnom,7 5 end ts)a
Prom,o = )

)

(
(
2 —
pnom,a - (QHom,&; Tnom,5,ls),
(
(

1 _
pfault,& = (@nom,5, Tnom,5, ls

t

Gnom,o s Tnom,o s ts
ts),
t

), (

)s (@nom, &5 Tnom,os Tend — ts
)s (@fault,o > Tnom,os Tend — ts)s
), ( ts).

(QIlom,a;znom,aa s)s \Qfault,o s Tnom,o s end s

1 —
pfault,o -

We set Tong = 720s. Note that the transitions may occur
at different times than ¢y, but then they can always be shifted
to the trajectories in the robustness tube around the simulated
trajectories due to time invariance. As the states may not be
at the equilibrium at time (Z; +240s) (see points zy,,, 5 and
Thom o in Fig. 3 (a)), there exist some initial state variations
as well at time (t; — 240s) due to a possible transition at
time (ts — 480s) or earlier. Another reason for the state
variations come from the disturbances. Therefore, we equip
the nominal trajectories with robust neighborhoods that cover
the initial state variations and disturbances, as shown in Fig.
3 (b) (using Theorem 1 of [19] and applying zero input,
we can find an autobisimulation function such that both the
initial state variations and the dlsturbances can be covered

w1th the robustness radii %om . = %om 5 'Yfault . =

'yfault 5 = 0.002). Although we only simulate the trajectories
for 720s, the robustness tubes around the normal trajectories
starting from time (¢ + 240s) are repeating the robustness
tubes starting from time (s — 240s) until another transition
occurs. In this way, if we constrain ||¢|| < 240 (which
makes [ts — ||¢],ts + ||¢]]] € D(é,s,)), then the robust
neighborhoods around the simulated trajectories approximate
all the possible behaviors with time invariance for the MTL
monitor. We use the data of the simulated room temperature
to design the MTL monitor and the case for the room
humidity ratio can be done in a similar manner. The optimal
formula is obtained as follows (the time unit is second):

é(a*) = (OpeoasoyT > 290.75) V (010,20 T < 290.516)

A (O30,65)T > 290.525) A (Opizz,161)T < 290.625)).

The robust signatures of the simulated trajectories with
respect to (b( *) and ’A}/I]fomﬁ,max = ’Yé:om o, max =
’?fault,a,max ’ygczult o,max = 0.002 are shown in Flg 4.
The robust signatures of all the simulated faulty output
trajectories are RS for at least 19s (which means the sat-
isfaction signatures of all the faulty output trajectories in
the robustness tube are 1 for at least 19s) while the robust
signatures of the simulated normal output trajectories are not
RV for at most 11s (which means the satisfaction signatures
of all the normal output trajectories in the robustness tube
are 1 for at most 11s). Therefore, we design the fault detector
p(sp, @', t), where ¢ = O 4 1¢(*) for any t. € (11s,19s].
Whenever the fault detector detects 1, the fault alarm is
raised. Then with the observation map II(p) = Q,, where
Q) = sup;>q p(s,, @', t), the fault is (148s+t., €)- detectable
and o is e-preservable for any € € (0,1).
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The inference takes about 27 minutes on a Dell desktop
computer with a 3.20 GHz Intel Xeon CPU and 8 GB RAM.
So the inference process can be run every 30 minutes using
the updated ambient temperature and humidity values.
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Fig. 3. The simulated output trajectories of the room temperature when
Omin=480s in the time window [0, 720s] (a) and the robustness tubes around
the simulated trajectories (b).
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Fig. 4.  Robust signatures x(sp, ¢(a*),0.002,t) (denoted as x, for
brevity) of the simulated output trajectories when d,,i,=480s (the colors
blue, green, cyan and red represent RS, NS, NV and RV, respectively).

V. CONCLUSION

In this paper, we present a method for constructing the
observation maps in the form of metric temporal logic (MTL)
formulae for fault detection and privacy preservation in a
provably correct fashion. The results from a smart building
testbed show that the open window fault can be detected
while the privacy information about the room occupancy is
preserved. In the future work, we can extend the theory of
privacy preservation to include multiple privacy conditions.
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