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Abstract—We investigate the robustness of deep learning-
based transmitter localization techniques to an adversarial
machine learning (AML) attack in a realistic scenario, where
spectrum violators aim to evade localization without falsifying
sensor data. In our proposed attack model, violators strategi-
cally apply beamforming to produce authentic but deliberately
crafted received signal strength (RSS) measurements at sensors,
which when processed by the localization model, misleads it.
Our evaluation results show that even with modest antenna
array sizes, the attack can increase localization error by up
to 5 times relative to non-adversarial conditions, and up to
10 times with larger arrays. We also show that the attack
remains effective under stringent conditions such as full sensor
coverage, achieving up to 3 times higher localization error
in such settings. Our results underscore the need for robust
defense mechanisms to secure deep learning-based localization
systems in wireless spectrum management.

Index Terms—Adversarial attack, deep learning, localization,
interference management, spectrum sharing, beamforming

I. INTRODUCTION

Spectrum violators transmitting without authorization,
pose a serious threat to spectrum sharing systems by causing
harmful interference to primary users [1]. To address this
challenge, researchers have developed transmitter localiza-
tion techniques designed to accurately estimate the positions
of such unauthorized transmitters. Recently, low-cost meth-
ods solely based on received signal strength (RSS) measure-
ments gathered from crowdsourced sensors, and processed
by convolutional neural network (CNN) models, have gained
prominence and demonstrated promising performance [2].

As these techniques continue to advance, adversaries are
likely to develop strategies that would allow them to evade
localization, while continuing to transmit illegally. Deep
learning models are well known to be susceptible to adver-
sarial machine learning (AML) attacks [3] [4]. These attacks
generally involve an adversary carefully perturbing the input
data to mislead the model, resulting in significant errors in its
predictions. While AML attacks have been widely explored
across various domains, their applicability to learning-based
transmitter localization remains largely unstudied. Existing
research in this area, e.g., [5], primarily adopts the con-
ventional data falsification threat model, where adversaries
are assumed to directly modify RSS measurements before
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Fig. 1: Attack scenario involving 3 violators and 6 sensors.
The violators use coordinated beamforming to influence
sensors’ RSS measurements, misleading the localization
model and concealing their true positions.

they are processed by the localization model. However, such
direct data manipulation may not be practically feasible
due to stringent security measures aimed at preventing data
breaches and alterations [6].

The objective of this work is thus to investigate a dif-
ferent attack approach, where spectrum violators attempt
to evade localization without having to falsify sensor data.
Specifically, we explore a setting where violators attempt to
successfully disrupt the localization process purely through
clever transmission patterns designed to confuse the lo-
calization algorithm. As illustrated in Fig. 1, violators,
without having to modify sensor data directly, can, through
intelligent beamforming, produce real but targeted RSS
measurements, which when processed by the CNN, degrades
its localization accuracy. To the best of our knowledge, this
work is the first to investigate AML attacks targeting deep
learning-based transmitter localization through beamforming
rather than data falsification.

In this paper, we assess the robustness of a CNN-based
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localization method under this practical adversarial sce-
nario. Our evaluation considers various factors, including the
amount of sensor data available to the localization model and
the beamforming capabilities of the violators. Our primary
goal is to quantify how effectively an adversary can degrade
localization accuracy through strategic beamforming.

The remainder of this paper is organized as follows.
Section II discusses related works. Sections III and IV out-
line the attack formulation and implementation. Sections V
and VI present our evaluation setup and results. Finally,
Section VII concludes the paper and outlines avenues for
future research.

II. RELATED WORK

AML attacks have gained considerable attention in wire-
less communications, with applications in areas such as mod-
ulation and signal classification, spectrum sensing, channel
state information (CSI) feedback, and network slicing [7]
[8] [9]. Such attacks generally aim to deceive a model
into producing incorrect outputs for the wireless task it
was trained to perform. Despite extensive research in these
domains, AML attacks targeting deep learning-based trans-
mitter localization remain largely unexplored. Most existing
localization methods primarily utilize RSS measurements
obtained from sensors, which are then processed by CNN
models to estimate transmitter locations [10] [11] [12] [13]
[14], while a few employ graph neural networks to locate
spectrum violators [15] [16]. AML research in this context
has primarily focused on the spectrum sensing data falsifi-
cation (SSDF) threat model, in which adversaries directly
manipulate sensor data inputs during model training or
inference [5]. However, SSDF scenarios may be impractical
in environments with stringent security controls preventing
unauthorized access to sensor data. Moreover, the SSDF
threat model has been extensively studied, leading to various
robust countermeasures [17].

This paper introduces an AML attack mechanism that
targets transmitter localization without data falsification.
This is, arguably, more practical as it does not require
access to the stored RSS data measurements. Instead, spec-
trum violators evade localization by carefully shaping their
transmission patterns, exploiting vulnerabilities inherent in
the localization algorithm itself. While prior works [18]
[19] have investigated transmission pattern adjustments to
spoof single transmitter locations (though not specifically
in the context of violator localization), these works have not
addressed deep learning-based localization techniques. Deep
learning methods present unique challenges that require
attackers to precisely tailor their strategies to exploit weak-
nesses in trained models. In this work, we consider an attack
model in which violators can craft beam patterns which
are specifically tuned for exploiting the vulnerabilities of
a trained CNN model. Additionally, unlike prior works, our
attack framework accommodates the possibility of multiple
violators collaboratively coordinating to evade localization.

III. ATTACK FORMULATION

Consider K violators, each with a transmitter (TX) lo-
cated at coordinate A, € R? , Vv = 1,..., K. Let
A2[A,.. . A K]T. Each violator’s TX is equipped with
a circular phased array of N elements. The antenna weight
vector w, € CV, allows violator v to control its radiation

pattern.
Within the spectrum area, S monitoring sensors (S € ZT)
are evenly distributed and each sensor ¢ € {1,...,S}

measures the RSS at its location. Let h,; € CN denote
the steering vector of violator v’s TX towards sensor .

Let g, ; denote the beamforming gain, and ¢, ;, the chan-
nel gain from violator v’s TX to sensor 7. The beamforming
gain is defined as

Gui = |VVle’1v,i|2 (1)

The channel gain ¢, ; can be computed using any suitable
propagation model. For simplicity, we adopt a distance-based
path loss model given by ¢, ; = d,;” “, where d,; is the
distance between the violator’s TX and sensor 7, and « is
the path loss exponent.

Similarly, the beamforming and channel gains between
violator v’s TX and its own receiver (RX) are denoted by
ng) and cf, . Gains between violator v’s TX and the RX
of another violator u, are represented as ng,u and cf*, ,
respectively.
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9 v = [wy " hy, | ()

v
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and the channel gains by ¢, , = d®,, " and ¢, , =
di, .

The RSS measured at sensor ¢, denoted r;, is computed
as:

K
Ty = ngcv,i +n; €]
v=1

where n; represents sensor noise.
The signal-to-interference-plus-noise ratio (SINR) at vio-
lator v’s RX, is denoted by ~,:

R R
g 1;71;0 v,V

K
Ty + Zugéu gRu,chuﬂ)

Yo = (5)

where 7, is the receiver noise. Let ™" denote the minimum
SINR required for acceptable quality-of-service (QoS) at
violator v’s RX.

To localize violators, the RSS measurements from all
sensors, R = [rq,7r9,... ,Ts]T, are input to a CNN trained

N N ~ T
to produce location estimates A = [A1,...,Ak] . The
localization function is given by A = f(R;©) where ©
represents the CNN weights.

Let the CNN’s loss function, L(R, A, ®) be:
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K
L(R.A.©) = |A,~ A, (©)

v=1

The objective for the violators is to design beamforming
patterns that maximize the loss function L, thereby mislead-
ing the CNN, while maintaining acceptable SINR and ad-
hering to power constraints p;*. Formally, the beamforming
optimization problem is:

maximize L(R, A, ®)
W

s.t. > Amin Vvo=1,...,.K
[wo|l> <pi™  VYo=1,...,K
)
where W = [wy, ..., wg]"

Our attack scenario assumes a white-box setting, where vi-
olators possess complete knowledge of sensor positions and
the CNN parameters. In scenarios where CNN parameters
are unavailable (black-box scenario), attackers can instead
train a surrogate model. Previous studies have demonstrated
that AML attacks using surrogate models remain effective
even if trained on different datasets with similar distributions
[20]. We intend to investigate this direction in future work.

IV. ATTACK IMPLEMENTATION

As is typical with most AML problems, the optimization
in (7) is inherently non-convex due to the high non-linear
nature of CNNs. To address this, we propose a heuristic
gradient-based approach to solve the problem. We begin by
reformulating the constrained optimization into an uncon-
strained form by incorporating the SINR constraints directly
into the objective function through a penalty method.

The augmented objective function is defined as:

K
Z=LR,A,0) - Bmax(0, ¥ —7,)2 (8
v=1

Here, 5, > 0 are penalty coefficients that softly enforce the
SINR constraints for each violator v € {1,...,K}. The
penalty term discourages solutions that violate the SINR
requirement. Meanwhile, instead of adding the power con-
straints as penalty terms which would introduce additional
complexity, we handle them via projection. Specifically, at
each iteration, we apply an Lo-norm projection to ensure
that the transmit power remains within the allowable limit.
The resulting optimization problem is:

maximize Z )]
w

The procedure for solving (9) is outlined in Algorithm 1,
which uses a projected gradient ascent approach, as dis-
cussed, to maximize the objective function.

Algorithm 1 AML attack against violator localization

Input: Initialized weight vectors AL ACK h,., Yv =
1,...,K; ¢,,., Yo = 1,..., K; initial penalty param-
eters 61(,0) > 0, Yo = 1,...,K; step size p > 0;
penalty increase factor ¢ > 1; f(-;®); A; pi®*, Yo =

v

1,...,K; 4™ Vy = 1,..., K; max no. of iterations
T'; stopping criterion ¢; violator RX positions, Vv =
1,..., K; sensor positions, Vi =1,...,.S.

Output: Optimized antenna weight vectors W*.
1 W+ WO 0

2 A  f(RO);0©)
. L) K _ A0)2
3 L3> A, — AV
4 B, B wy=1,... K
5. while ¢t <T do
6: Compute fy,(f), Yo=1,...,.K
7: Compute Z*)
8: Compute Vyy Z®)
9: W(—W—l—pVWZ(t)
10: for all v = 1,..., K where |w,|? > p™® do
max
11: Wy ¢ W, X @
[[wo |
12: end for

13:  Compute R(+1)

4 AGHD o f(ROHD; @)

15: LD Zf: A, — Aﬁf*”HQ
16 if LU+ — L<5\ < ¢ then

17: break

18: end if

19: By By, Yo=1,.... K

20: t—t+1

21: end while

22: W* W

TABLE I: Hyperparameter values used in the simulation.

Parameter | Value
T 200
p 10—t
80 1.01
c 1.5
€ 10~

V. EVALUATION SETTING

We use Python to simulate the attack within a 100m x
100 m spectrum area, discretized into 1 m x 1 m grid cells.
In this paper, we focus on the simplest scenario involving a
single violator (K = 1), with plans to extend the evaluation
to K > 1 in future work. The positions of the sensors,
the violator’s TX, and its corresponding RX are randomly
assigned to the centers of the grid cells.

For the localization model, we adopt a CNN architecture
inspired by the Deeptxfinder algorithm [14], which employs
multiple CNNs, each with up to four convolutional layers
and two dense layers, to estimate the locations corresponding
to different predicted numbers of transmitters. Since our
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Fig. 2: Effect of SINR constraint on localization error.

evaluation focuses on a single violator, we train only one
CNN to output the estimated position vector of a transmitter
within the spectrum area. The training dataset consists of
10,000 samples generated through randomized simulations,
where the transmit power is uniformly sampled between 1
and 5dBm, and the sensor density varies across samples.
The wireless channel is modeled using a path loss exponent
of a = 2, with additive white Gaussian noise (AWGN).

Our primary metric for evaluating attack performance
is the localization error, defined as the Euclidean distance
between the estimated and actual transmitter position. The
hyperparameters that achieved the best empirical perfor-
mance in our experiments are summarized in Table 1.

We evaluate the attack under various conditions, including
different SINR constraints, number of antenna elements in
the violator’s array, and sensor densities. For each setting,
the localization error observed when no attack is applied,
serves as the baseline.

Note that in some scenarios, the optimization algorithm
may fail to converge due to infeasible SINR constraints.
Since our primary objective is to assess attack effective-
ness under successful attack conditions, we report results
only for cases where convergence is achieved. In practical
deployments, a violator may choose a more relaxed SINR
constraint based on operational trade-offs. In our simula-
tions, the transmit power is selected to ensure that the SINR
requirement is at least theoretically satisfiable.

The required gradients for optimization are obtained using
the automatic differentiation capabilities of PyTorch. Unless
otherwise specified, all simulations assume a default config-
uration where the violator uses a 16-element antenna array
and targets an SINR of 20dB. The default sensor density
is 10%, and the results for each experimental setting are
averaged over independent trials.

VI. EVALUATION

In this section, we present and analyze the results of our
evaluation under various experimental settings.

90°
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Fig. 3: Adversarial beam pattern (low SINR constraint).
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Fig. 4: Adversarial beam pattern (high SINR constraint).

A. Localization error - SINR tradeoff

Fig. 2 illustrates the attack’s impact on localization accu-
racy across varying SINR constraints imposed by the viola-
tor. Since our evaluation considers only a single violator, we
assume an interference-free environment and compute SINR
solely based on AWGN.

As expected, the effectiveness of the attack generally
diminishes with stricter SINR requirements. When the SINR
constraint increases, a larger portion of the violator’s antenna
gain must be directed toward its own receiver to meet the
quality-of-service condition. This is evident in the beam
pattern of a 128-element violator array shown in Fig. 4,
where a higher SINR constraint (50dB) results in less
flexibility for misleading the CNN. In contrast, Fig. 3 shows
that with a much more relaxed SINR requirement (5 dB), the
violator can focus more of its gain towards misleading the
model by simulating a plausible but fake TX location.

In general, the attack is quite effective, increasing the
localization error by up to 5 times at a realistic constraint
of 20dB.
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Fig. 5: Impact of sensor density on localization error.

Interestingly, in some simulation runs, we observed that
under stricter SINR constraints, Alg. 1 tended to steer the
fake location in the same direction as the violator’s RX. This
behavior suggests that the algorithm may attempt to exploit
beamforming efficiency by using the high gain required
for maintaining SINR to simultaneously mislead the CNN
model. However, this introduces the risk of revealing the
receiver’s location, even though the localization model is
only trained to estimate TX positions.

The violator could circumvent such scenarios by in-
troducing an additional term into the loss function:
Zle IB, — A1,||2, where B, denotes the location of the
violator’s RX. This modification would discourage the algo-
rithm from generating fake locations that are close to either
the TX or the RX, thus better preserving the anonymity of
both entities.

B. Impact of Sensor Coverage

We evaluate the effectiveness of the attack across 1%,
10%, 30%, 50%, 70%, and 100% sensor densities, using
a smaller array size of 8 elements. As observed in Fig. 5,
the attack’s effectiveness generally diminishes with increas-
ing sensor density. This reduction in effectiveness can be
attributed to richer and more diverse sensor data, which
enhances the robustness of the localization algorithm and
makes it less susceptible to deception.

Although the baseline error without an attack remains
relatively stable across sensor densities from 10%, there is
a steady decline in the localization error that the attack can
achieve. Nonetheless, even at full sensor coverage (100%),
the attack still remains effective, achieving localization error
of up to 3 times greater than the baseline.

These observations suggest that enhancing sensor cover-
age can improve the robustness of CNN-based localization
systems against adversarial attacks. However, deploying
extensive sensor networks is typically expensive and may
not always be practical. Therefore, it is crucial to explore
alternative methods to enhance model robustness without
incurring the substantial costs associated with increased
sensor deployment.
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Fig. 6: Impact of array size on localization error.
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Fig. 7: CDF of localization error for different array sizes.

C. Impact of Array Size

We evaluate the impact of antenna array size on attack
effectiveness, considering N € {4,8,16,32,64,128} ele-
ments. As shown in Fig. 6, an increase in the number of array
elements significantly enhances the attack’s effectiveness.
Specifically, with a 128-element array, the violator can
achieve a more than 10 times increase in localization error.
This improvement can be intuitively explained; a larger
array offers increased beamforming flexibility, enabling the
formation of more complex and diverse beam patterns which
can better mislead the CNN.

Fig. 7, showing the cumulative distribution function
(CDF) of the localization error for different array sizes,
further illustrates the impact that the array size has on
improving the effectiveness of the attack.

VII. CONCLUSION AND FUTURE WORK

We demonstrated the effectiveness of an AML attack
against deep learning-based transmitter localization without
falsifying sensor data. By intelligently leveraging beam-
forming, spectrum violators can evade localization by in-
fluencing real sensor measurements, which when processed
by a localization model, leads to substantial localization
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