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Abstract—In spectrum sharing environments such as the Cit-
izens Broadband Radio Service (CBRS), spectrum “violators”
are secondary users that transmit without permission from the
spectrum manager and could therefore cause harmful inter-
ference to the primary user, such as a radar, through their
illegal transmissions. In such systems, it is desirable to detect
the geographic locations of such violators without revealing the
location, i.e. privacy, of the primary user. In this paper we
propose a privacy-aware violator localization algorithm based
on deep learning. In this approach, data collected at sensors
are processed in a privacy-aware manner using a Generative
Adversarial Network (GAN) based algorithm, and relayed to the
centralized spectrum manager, e.g., the Spectrum Access System
(SAS). The spectrum manager then detects and geographically lo-
calizes the violators based on the received data, using an encoder-
decoder Convolutional Neural Network (CNN). We evaluate the
proposed solution for a CBRS setting and show that it is able to
achieve localization error of only 14 meters when using the GAN
processed data for localization. Results also show that it achieves
reconstruction error of at most 20% at very low Signal-to-Noise
(SNR) ratio of 10dB at a sensor.

I. INTRODUCTION

Dynamic Spectrum Access (DSA) has been proposed as a
solution to the spectrum scarcity problem [1]. DSA typically
involves secondary users opportunistically accessing a licensed
spectrum owned by a primary user (PU) without causing
harmful interference to the activity of the PU. Spectrum
access can be governed by a centralized spectrum manager
which is responsible for resource allocation to the secondary
users while protecting the primary user from interference. The
spectrum manager can control access by allocating spectrum
access to the secondary users only when the PU is inactive in
the channel and restricting access once the PU is determined to
be active. An example is the United States Citizen Broadband
Radio Service (CBRS) [2] in which the Spectrum Access
System (SAS) is responsible for providing secondary users
with access to channels in the 3.5 Ghz band only when the gov-
ernment incumbent is deemed as inactive by deployed sensors
(e.g., measurements from Environmental Sensing Capability
(ESC) sensors).

A key threat to the operation of such a spectrum sharing
system is spectrum violators, who are secondary users that
transmit in the channel without permission from the spectrum
manager, and could therefore cause harmful interference to the
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Fig. 1: Problem setting showing the violators transmitting at
the same time as the PU. The collection of spectrograms at the
spectrum manager constitute a threat to the PU’s privacy as
they contain implicit PU information together with that of the
violators. The PU’s information needs to be “hidden” before
the spectrograms are sent to the manager.

PU through their illegal transmissions. The spectrum violators
may or may not be registered with the spectrum manager.
It is important that such violators are identified and located
as part of a spectrum enforcement process to protect the PU
and ensure smooth operation of the system. Spectrum enforce-
ment is currently done manually by the Federal Communica-
tions Commission (FCC)’s Enforcement Bureau and is time
consuming and expensive [3]. To automate the enforcement
process, the spectrum manager can achieve localization of
violators by using spectrum data of active transmissions in the
channel measured by available sensors. Such process however
constitutes a problem given that, since the PU is active in
the channel together with the violators, the PU signal is also
observed together with that of the violators’ and shared with
the spectrum manager. The collection of spectrum data at the
spectrum manager entails a threat to the PU’s information
privacy and can even lead to compromise of the PU’s location
during the violator localization process. Such privacy violation
is unacceptable in DSA systems such as the CBRS, in which
the Federal Communication Commission (FCC) protects the
incumbent’s privacy by allowing the (ESC or other) sensors

© 2023 IEEE. Personal use of this material is permitted. Permission from IEEE must be obtained for all other uses, in any current or future media, including reprinting/republishing this
material for advertising or promotional purposes, creating new collective works, for resale or redistribution to servers or lists, or reuse of any copyrighted component of this work in other
works.



to only report the presence of the PU and strictly prohibits
any form of transmission of PU operating information from
the sensors to the SAS in the rule: “Ensure that the ESC
operates without any connectivity to any military or other
sensitive federal database or system and does not store, retain,
transmit, or disclose operational information on the movement
or position of any federal system or any information that
reveals other operational information of any federal system
that is not required by this part to effectively operate the
ESC” [4]. The FCC also requires that the incumbent’s location
remains unknown to all system entities at all times.

Our objective in this work is therefore to develop a method
for geographically localizing spectrum violators in a central-
ized spectrum sharing system without revealing the primary
user’s location information (henceforth termed PU privacy in
this paper). Specifically, we propose a deep-learning based
method to intelligently protect the privacy of the PU while
localizing violators even when the PU is non-informing, i.e.,
even if the PU does not communicate with the spectrum
manager. Our method consists of two stages in which we
first employ a Generative Adversarial Network (GAN) to
intelligently “hide” PU information from measured spectrum
data at the sensors in the form of spectrograms, and then use
the modified spectrograms at the spectrum manager to localize
violators. Our problem setting is shown in Fig. 1. We evaluate
our method in the context of the CBRS system, where we
localize violators in the form of LTE transmitters that transmit
when the incumbent (government) radar is active while hiding
the radar information. To the best of our knowledge, our
work is the first to address the problem of protecting PU
privacy during localization of spectrum violators in a spectrum
enforcement process. The specific contributions of our paper
are:

o We treat the novel problem of protecting the PU’s privacy
while geographically localizing spectrum violators in a
centralized spectrum sharing system by proposing a two-
stage deep learning based approach.

o In the first stage we propose a method that employs a
Generative Adversarial Network (GAN) to hide PU informa-
tion from measured spectrograms at the monitoring sensors
before they are sent to the spectrum manager. We design
the problem as an image-to-image translation task.

o At the second stage, we propose a deep learning based
localization method that uses spectrogram input through an
encoder-decoder CNN to localize active violators in a shared
spectrum area.

o We apply our proposed approach to the CBRS system and
provide results from our evaluation.

The rest of the paper is organized as follows. In Section II
we provide an overview of the related work. In Section III we
formally formulate our problem and its setting. The solution
is presented in Section IV and its application for a CBRS
scenario is presented in Section V. Section VI provides a
performance evaluation of the spectrum enforcement solution.

II. RELATED WORK

Several works have treated multiple transmitter localization
using only received signal strength (RSS) measured at de-
ployed sensors for localization. The solutions in [5] and [6]
use particle swarm optimization and a quasi expectation-
maximization algorithm, respectively, to find the transmitter
locations. They both require prior knowledge of the number
of transmitters and their transmit powers for their methods.
A multiple transmitter localization problem is solved in [3]
by finding the local maxima of aggregate received power on
sensors to identify the number of transmitters and then reduce
the problem to a set of single transmission localization tasks
based on their proximity to sensors with the local maxima. A
positioning system equipped unmanned aerial vehicle (UAV)
with uniform linear array and beam steering capability is
used in [7] to collect RSS readings which are then used to
create score maps. K-means clustering and Gaussian mixture
model fitting methods are applied to the score maps to lo-
calize multiple non-collaborative transmitters. The problem is
approached using two convoluted neural network layers in [8].
The first layer to output the number of transmitters and second
to output the locations of the transmitters. Their work requires
prior knowledge of the maximum number of transmitters to
be localized in order to build the CNN. Similarly, a CNN is
also used in [9] but their model employs only one network
compared to [8] and does not require prior knowledge of the
number of transmitters. They treat the output of the CNN as a
heat-map regression problem rather than coordinate regression.
Another work that uses a deep learning approach is [10] which
frames the multi-transmitter localization problem as a com-
puter vision problem. A different approach is adapted in [11]
which performs blind source separation of the sensor RSS
values. Their method performs the blind source separation not
at the receivers but at the fusion center and requires the sensors
to only transmit their measured RSS values. Although the
aforementioned works generally treat localizing transmitters in
a given region, they do not consider localization in a shared
spectrum system which has different types of users - primary
and secondary. Such criteria are considered by [12] and [13]
which localize unauthorized transmissions in the presence of
a dynamically changing set of authorized users in a shared
spectrum system. It is suggested in [12] that a framework
of detecting all transmitters and then comparing with the
known locations and power of the authorized users is unlikely
to be effective in a wide environment where the number of
authorized users can be large. They solve the localization
problem by using a maximum a-posteriori approach in which
they determine the locations of the unauthorized transmitters
by selecting the hypotheses with the highest probability. The
work in [10] is extended by [13] to consider the context
of a shared spectrum system with active authorized users.
Knowledge of the locations and operating information of the
authorized PUs and SUs is required by both [12] and [13] in
order to separate and localize unauthorized transmitters. Their
approaches are not applicable in shared spectrum systems
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where due to privacy constraints, prior knowledge or revelation
of the location and operational information of the PU and even
in some cases SUs is prohibited, which is the case considered
in this paper.

Our work differs from the aforementioned works in that we
consider privacy constraint in which the PU’s operating infor-
mation needs to be hidden from the system during localization
of the unauthorized transmissions. We propose a deep learn-
ing based localization approach to handle intricacies in the
problem such as the complex wireless environment, unknown
number of unauthorized transmitters (violators) together with
their unknown operating parameters and distributions, and
also a non-informing PU which does not communicate with
the spectrum manager. Additionally, we use spectrograms in
which we have hidden the PU’s information as input data to
our localization method rather than just average RSS values.
Spectrograms enable us to exploit the notable performance
of CNN-based models on image data and learn important
variations in the time-frequency representation of a signal.
Deep-learning based works that have used spectrograms for
identifying unauthorized transmissions in a shared spectrum
include [14] who although treat identification of unauthorized
5G and LTE signals together with radar in the CBRS, but
do not consider geographically localizing the violators or
protecting the PU’s privacy. Spectrograms are also used in [15]
who use a GAN-based approach like we do but focus on
detecting anomalous jamming signals and do not localize
them.

Some other works have also considered preserving the PU’s
location privacy in a shared spectrum system. The works in
[16], [17], [18], [19], [20], [21], [22], [23], [24], [25] treat
scenarios where the PU’s privacy can be compromised through
SU queries to the spectrum database or resource allocation to
the SUs. The CBRS case is considered in [26] where the safe
zone information sent from the ESCs to SAS can compromise
the PU privacy. In [27], a privacy preserving centralized DSA
system is proposed that protects the PU and SU operation data
during the spectrum allocation process. Different adversary
techniques and obfuscation strategies that can defend against
them are analyzed by [28]. Another work, [29] creates a gener-
alized model in which privacy can be optimized irrespective of
the type of adversary inference attack. In [30] the PU hides its
location by altering its transmission patterns. However in our
work, the PU is not required to change its behavior to achieve
privacy (as applicable in systems like the CBRS). None of the
aforementioned works that treat PU location privacy consider
the scenario where the PU’s privacy may be compromised due
to localization of unauthorized transmissions in the system.

It should also be noted that some works such as [31],
[32], [33], [34], [35] have treated the problem of detecting
spectrum misuse by using spectrum permits and authentication
of transmitters. However, they do not consider localization of
the offenders. Spectrum permits are outside the scope of our
work and our aim is not just to detect misuse but to localize
spectrum violators in a shared spectrum system. In the next
sections, we formulate the problem and outline our proposed

solution.

III. PROBLEM SETTING

In a given region, we consider a centralized spectrum
sharing system in which a spectrum manager is responsible
for spectrum access and resource allocation to secondary users
(SUs). The incumbent of the shared frequency band is a non-
informing primary user (PU) that does not explicitly commu-
nicate/coordinate with the spectrum manager. The spectrum
manager authorizes registered SUs to transmit in a channel
only if the PU is not active. Monitoring sensors are deployed in
the region to constantly detect the activity status of the PU. We
do not treat the setting in which the PU’s activity is controlled
by the spectrum management system as this is already handled
extensively in literature [36], and does not address the case of
interest in this paper which is the protection of PU information.
During the period the PU is active, there could exist a number
of SUs called violators who illegally transmit simultaneously
with the PU. Let V = {v1,...,vp} denote the set of unknown
location coordinates of P violators where v, is the [01,6s]
coordinate of the pth violator. The violators may or may not
have been registered with the spectrum manager. To protect
the PU’s operation, the deployed sensors sense the channel for
active transmissions and send the sensed data to the spectrum
manager to be used to locate the violators if present. Let
S; € RVXM denote the time-frequency representation of
the received signal at the ith sensor which is computed by
taking the short time Fourier transform (STFT) of the in-
phase/quadrature I/Q samples. N and M are the number of
time slots and frequency bins respectively. Since the PU and
violators transmissions are both observed at the sensor, the
sampled signal is a combination of the PU’s signal, violators’
signal, and receiver noise. Let S;,, denote the time-frequency
representation of the violators’ signals plus noise at the ith
sensor, and let S;,,, denote the PU’s signal. Thus,

Si = Siy + Sipy - (D

where S; can be mapped to pixel values and visually rep-
resented as a spectrogram. The spectrum manager uses the
collection of spectrograms {S;}X | from K sensors to localize
active transmitters in order to find violators in the region.
However, {S;}X, constitutes a privacy threat to the PU as
it contains the PU’s transmission information which should
be kept hidden and could also lead to the spectrum manager
revealing the PU’s location together with that of the violators
during its localization process. Therefore, the ith sensor,
without communicating with other sensors, needs to hide .S, .,
from its observation S;, and send only the violators’ data .S;,,
to the spectrum manager.
Specifically, we have two objectives

1) Make an estimate S’iv at the ¢th sensor of the unknown
true violators’ information which is then sent to the
spectrum manager. S’,-V should be as close as possible
to S;, so that the accuracy in estimating the violators’
locations is not severely affected.
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2) Use {S;,}X, at the spectrum manager to make an
accurate estimate, V' = {01, ...,0p} of V.

It should be noted that the spectrum manager has no prior
knowledge of the number of violators, if any, or their operating
parameters.

IV. VIOLATORS LOCALIZATION

We propose a two-stage deep learning based approach to
achieve accurate violator localization without revealing PU
information, as outlined below.

A. Hiding PU information at sensors

Motivated by the notable success of deep learning on
image related tasks, we formulate the task of hiding the PU’s
information as an image-to-image translation problem. We are
interested in translating the spectrogram of observed signal,
S;, which contains both the PU and violators’ information,
into a spectrogram S’iv which contains only the violators’
information. We employ a Generative Adversarial Network
(GAN) [37] for this task. GANs, due to adversarial training,
are powerful in learning the distribution of input image data
and generating realistic images that follow the same distri-
bution. In particular, we use a specific GAN variant, the
Conditional GAN (cGAN), which enables a GAN’s output
image to be conditioned on particular input data. cGAN has
been used successfully for image-to-image translation tasks
[38]. Our cGAN takes as input condition the observed S;
spectrogram, and then outputs a new spectrogram, S’iv. For
training the cGAN, a training dataset is formed of spectrogram
samples {x, y}. = represents the observed spectrogram, .S; at
a sensor which has both the PU and violators’ signal while y
represents the corresponding spectrogram S;,, which has only
the violators’ signal.

The cGAN learns by training on the min-max objective

mGin m[é)lX(]LGAN +LreconsT) 2

where
Lean = Eqy [log D(z,y) +log(l — D(z,G(z))]  (3)

and
Lreconst = Eaylly — G(x)|1 “)

where D(z,-) is the discriminator D’s output which is the
probability that data sample {z,-} is real and drawn from the
true data distribution (i.e., it is not produced by the generator),
Lgan is the adversarial loss through which in the min-max
game, D learns to distinguish between the real combination
of spectrograms {x,y} and fake combination, and {z, G(z)}
and G(z) is the spectrogram constructed by the generator G.
Concurrently, G also learns to produce realistic spectrograms
so as to fool the discriminator into classifying them as real.
The L1 loss, LrpconsT, guides G to construct spectrograms
G(z) that are close as possible to the ground truth y. The
model G* where

G* = arg mgn mgX(LGAN +LreconsT) )]

is then distributed to each of the sensors. During online
operation, the ith sensor inputs its computed spectrogram S;
to G* which reconstructs it and then outputs S;,, which is then
sent to the spectrum manager. This operation is replicated at
all the sensors.

B. Localizing violators at the spectrum manager

The spectrum manager collects {S’W K| from all K sen-
sors and attempts to localize the violators using the received
spectrograms. Inspired by [13] !, we also frame the localiza-
tion task as a deep learning image-to-image translation task
and use a similar approach in the labeling of the transmitter
locations as an image?.

We propose an encoder-decoder U-Net Convolutional Neu-
ral Network (CNN) architecture [39] would be suitable for
the translation task. Due to the nature of our problem setting,
we use spectrogram inputs and translate received spectro-
grams from the sensors to an image that encodes the violator
locations. For the CNN training, the true violator locations
that serve as a label to a set of collected spectrograms are
represented as a grayscale image. We assume that the spectrum
area is divided into grid cells where the centers of the cells are
represented as pixels in the image. Instead of just assigning a
pixel representing the exact location as a value of one and the
others as zeros, we represent a violator location by a 5x5 box
of pixel values that follow a Gaussian distribution as employed
in [13] and [40] where the center pixel is the distribution’s
peak that corresponds to the exact violator location and the
surrounding pixels have values according to the distribution’s
parameters. The aim of using a Gaussian representation of
pixels rather than a single pixel to represent one location is to
prevent gradient under-flows [40]. We use an 8-bit unsigned
integer (uint8) image and as such select the value of the center
pixel (Gaussian peak) as 255 with the remaining pixels in the
5x5 box having values following a standard deviation of 0.9.
The rest of the pixels in the image that are not associated
with any violator location are represented as zeros. During
online operation, the CNN model which we call F'* takes
as input {S;, }X, which are stacked in the form of a 3D
multi-channel image where each channel corresponds to the
spectrogram received from a particular sensor. F'™* then outputs
an image that has the violator locations in it. To obtain the
values of the estimated locations from the output image, we
use a simple method as described in [13] in which we locate
pixels in the image that have local maximum values that are
above a defined threshold and are higher than the values of
the surrounding pixels in a chosen radius. We assign these
local maximum pixels as the Gaussian peaks i.e. the estimated
violator locations. F'* is trained using the L2 loss which is the

1 [13] solves the localization problem as a computer vision task of
translating scalar RSS values at sensors into an image of transmitter locations,
which accommodates for not knowing in advance, the number of unauthorized
transmitters to be located. Since we have no prior knowledge of the number
of violators, we also represent the violator locations as an image, but instead
employ spectrogram data as our input.

2As mentioned in Section II, unlike [13], we do not require knowledge of
the locations and operating information of the authorized PUs and SUs.
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Fig. 2: Workflow showing the online operation of the system. The ith sensor computes spectrogram S; from its observed signal
and then feeds it to the trained GAN model G* which outputs a reconstructed spectrogram Sivthat has an estimate of only
the violators’ signals. Sl-v from all sensors are sent to the spectrum manager which stacks them as a 3D multi-channel image
that is fed to F'* which then outputs a grayscale image of the estimated violators’ locations.

mean squared error between the true violator locations image
and the model’s prediction at a pixel level. The workflow of
the system is shown in Fig. 2.

V. APPLICATION TO CBRS

We apply our proposed approach to the CBRS system.
CBRS provides 3.55 to 3.7GHz band in fifteen 10 MHz
channels for opportunistic spectrum access by the Priority
Access License (PAL) and General Authorized Access (GAA)
secondary users. The incumbent, i.e., PU in this setting, is
the US government radar. In the CBRS, when the radar has
been detected as active by the sensors, FCC rules state that
the Spectrum Access System (SAS) should require all SUs
to vacate from the channel of interest. We classify any users
that disobey this access policy as violators and desire to
localize them if present. To enable localization of the violators,
the sensors can sense the channels in which the radar’s
presence was identified, and then compute spectrograms of
the measured signals which are to be sent to the SAS. We
assume that all the violators operate in the same channel
(this could be generalized in subsequent work). A violator
could be registered with the SAS or unregistered. The SAS
could compare the estimated violator locations with that of
its registered users to determine if a violator is an internal
actor (registered) or external (unregistered) which may require
further investigation. To protect the radar’s privacy, the radar
information has to be hidden from the spectrograms generated
at the sensors before they are sent to the SAS to be used for
localization. We describe our dataset generation and model
training below.

A. Dataset generation

We assume for the sake of this evaluation case study of
CBRS that the secondary users are LTE. We use MATLAB to
generate two datasets for the two deep learning tasks. For the
first task of hiding the PU information at a sensor, we generate
a dataset of spectrograms that are random combinations of
LTE signals with radar signal in randomized CBRS channels.
Each generated spectrogram is labeled with a corresponding
ground truth spectrogram that has only the LTE signals without
the radar. Each spectrogram is a grayscale image with size
128 x 128 pixels. Since we focus on a single CBRS channel
which is 10 MHz wide, The LTE signals are randomly gen-
erated in Time Division Duplex (TDD) mode with 10 MHz
bandwidth of varying transmit powers. The channel is sampled
with 10 MHz sampling rate for a duration of 20 ms for each
spectrogram sample. The radar signals are generated using the
National Institute of Standards and Technology (NIST) tool for
CBRS radar signal generation [41]. [41] generates the radar
pulses according to the specifications in [42] for CBRS radar
types classified on their type of pulse modulation. To prevent
class imbalance, we apply a uniform number of each radar type
in generating the dataset. These radar signals are combined
with the LTE signals to mimic a channel that has the radar PU
transmitting together with the LTE violators. We also include
few spectrograms that have LTE only, radar only, or just noise
signals to represent scenarios in which a sensor may measure
only one of those signals due to its relative positioning from
the true radar and violators locations.

For the localization task, we use location label images of
size 128 x 128 which correspond in size to the spectrogram
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images. Each pixel in the image represents the center of a
grid cell of 10m length and width in the spectrum sharing
area and a violator can be located at any of the pixel locations.
We position LTE transmitters randomly at cell centers in the
area and then place ten uniformly distributed sensors which
compute spectrograms of the signal they sample in the channel.
A data sample in the localization dataset is a 3D multi-channel
image that is a combination of the spectrograms received from
all the sensors for a particular location configuration of LTE
transmitters. We create 6,000 different data samples using
diverse random location configurations for various number of
LTE transmitters (up to three transmitters). Each created data
sample is labeled with an image of its ground truth location
configuration as outlined in Section IV-B.

B. Training

For the two tasks, we train our models using the generated
datasets. We use a training dataset of 10,000 samples for
the first task, and adopt the pix2pix GAN architecture with
skip connections [38] for our training. We adopt pix2pix
because it has been quite successful for various image-to-
image translation tasks in different domains. We modify the
architecture to enable it function with our spectrogram input
size of 128x 128 by removing one 512 filter convolutional
layer from the encoder and another from the decoder. Instead
of using 3 filters at the last layer, we use only one filter so
that the model outputs a 1-channel grayscale image. We use a
learning rate of 0.0002 and 0.0001 with the Adam optimizer
to train the generator and discriminator respectively and train
for 100 epochs.

For the localization task, as stated in IV-B, we choose to
employ a U-NET architecture CNN model as it gives the
best performance from our tests. Since the generator in the
pix2pix architecture is essentially a U-NET encoder-decoder
model with skip connections, we decide to use its architecture
for the localization albeit with some modifications. Firstly,
because we use a multi-channel input data of spectrograms
from the 10 deployed sensors, our input image size becomes
128 x 128 x 10. We also do not normalize the uint8 image input
before feeding it to the model as we observed that normalizing
the input produces poor results. We also observed that a filter
size of 3x 3 at each convolutional layer performed better than
the 4x4 size which is the default in pix2pix. Finally, rather
than tanh, we use Relu as our activation function in the last
layer with only one filter which results in a 1-channel output.
The rest of the model is the same as that of the pix2pix
generator. We train the model with a learning rate of 0.0001
with Adam optimizer for 100 epochs. In the next section we
evaluate our approach and outline the results.

VI. EVALUATION

We evaluate our method with three performance metrics:
reconstruction error, localization error and cardinality error.

A. Reconstruction Error

The reconstruction error R, is the percentage error between
a sensor’s estimate of the spectrogram with violators’ only
information and the ground truth. It is given as

Re(%) = |SVT;SV| «

100 (6)
where §V and Sy are the GAN constructed output and ground
truth of the spectrogram with only violators’ information
respectively. 71" is the total number of pixels in a spectrogram.
The difference between the spectrograms is taken pixel wise
with the pixels normalized to between 0 and 1 thereby making
the maximum possible difference between two pixels to be 1.
We evaluate our trained G* model on test spectrogram samples
that have LTE and Radar signals combined together. The test
dataset is made up of 1, 500 samples for each of the five CBRS
radar type [42].

In Fig. 3, we show the cumulative distribution function
(CDF) for different signal to noise ratios (SNR) at a sensor for
the different radar types. The combination of LTE and radar
make up the sensed signal, while the noise is represented as
additive white Gaussian noise (AWGN). For all the radar types,
we observe that G* performs better as the SNR increases
which is expected because at a lower SNR, the model would
have more difficulty in distinguishing the signals from noise
which would increase the likelihood for error and as such
have lower performance in estimating the true value of the
LTE only spectrogram. As the SNR increases, the signals are
better distinguished and G* can produce a closer estimate of
the LTE only spectrogram with the radar information filtered
out. However, even at a very low SNR of 10dB, we achieve
the best performance of at most 20% error on all test samples
for the PON1 radar which is currently the radar type deployed
in the CBRS. Fig. 4 shows some visual examples of the GAN
filtering process in which the radar information is hidden from
the reconstructed spectrograms.

B. Localization Error

The localization error, L. is the root mean squared error of
the best mapping i.e. the mapping that results in the minimum
error while considering all possible mappings between the
estimated and true violators’ locations [43]. It is given as:

1
V] V] 2

(1 )
Le=min | 2> > |lvi—0l*hi; (7)

i=1 j=1

where h is a one-to-one mapping of estimated locations to
the true locations. h; ; = 1 if for mapping h, ©; is assigned
as the estimate of v; but 0 otherwise. B is the size of the
mapping (number of one-to-one assignments in /) and is equal
to [V| = |V| if the number of estimated and true locations
match. If |[V| # |V| then B = min (|V|, |V|) and we consider
the minimum error over all possible mappings of size B.

In Fig. 5, we show the localization error when the spectrum
manager uses {Siv M | for localization compared to using
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Fig. 3: Cummulative Distribution Function (CDF) plot of the reconstruction error at different signal-to-noise ratios (SNR) for
the five CBRS radar types
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Fig. 4: Figures showing the GAN reconstruction of a spectrogram at a sensor. In (4a), a sensor measures a spectrogram that has
the Q3N3 radar type together with an LTE signal. The radar signal can be seen distributed horizontally across the spectrogram,
at times overlapping with the LTE. The spectrogram has length of 20ms and is 10 MHz wide but is depicted with some
allowance at the sides to aid in visualization of the distinct signals. The GAN model G* reconstructs the spectrogram to hide
the radar information and produces an estimate of only the LTE information. The ground truth is also shown. In (4b), the
measured spectrogram consists only of PON1 radar. LTE is not observed due to the relative position of the sensor from the
transmitter. G* hides the radar information and produces an output with just noise in it.
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Fig. 5: Figure showing the localization error when the spec-
trum manager uses the reconstructed spectrograms received
from the sensors, compared to when it uses the ground truth.
The error is shown for different signal-to-noise ratios (SNR)
at the sensors.

{8, }& | for different SNR levels at the sensors. We simulate
100 trials in which the number of violators and their locations
are randomized in the 1280 m x 1280 m sharing area together
with a PON1 radar incumbent which is also placed at random
locations. We set the maximum possible number of violators
to be three. The localization error is averaged across all trials
and scaled by 0.1, since each location (pixel) corresponds to
a grid cell of 10 m. We observe that as expected, the error is
higher when using the reconstructed spectrograms compared to
using the ground truth for each SNR value. The error however
decreases considerably as the SNR increases, with error of
only 8 meters when using the ground truth and 14 meters when
using the reconstructed spectrograms at an SNR of 50 dB.

C. Cardinality error

The Cardinality error, C, is the fraction of time in which
the estimated number of violators differs from the true value
[3]. In Fig. 6, we observe that C,, for a varying number of
violators when using both the reconstructed and ground truth
spectrograms, increases with the number of violators, which
is intuitive as the likelihood of error in predicting the exact
number of violators would be greater given a larger number.

VII. CONCLUSION AND FUTURE WORK

In this paper we proposed a two-stage deep learning based
approach for localizing spectrum violators while protecting the
privacy (i.e., location) of the PU information in a spectrum
sharing system. We evaluated our method in a CBRS setting
where we used a GAN model in the first stage to hide the
incumbent’s radar information by reconstructing measured
spectrograms at the sensors (termed ESC sensors in CBRS
systems), such that the radar is filtered out (as much as pos-
sible) with only the original violators’ information remaining.
We used an encoder-decoder CNN at the second stage to

EEm Ground truth spectrogram
mmm Reconstructed spectrogram

0.25 4

0.20 A

e

-

%]
|

Cardinality error

0.10 A

0.05 4

1 2
Number of violators

Fig. 6: Figure showing the cardinality error when the spectrum
manager uses the reconstructed spectrograms, compared to
the ground truth for different number of active violators. The
spectrograms are measured at 50 dB.

localize the spectrum violators in the form of active LTE
transmitters. The evaluation results show that the solution
achieves a reconstruction error of at most 20% even at a very
low SNR of 10dB and localization error of only 14 meters
while using the reconstructed spectrograms compared to an
error of 8 meters when using the ground truth. For future
work, it would be valuable to evaluate this approach on a
physical testbed and real life CBRS data. We would also like
to extend our method to a multi-channel scenario in which
spectrum violators with different bandwidths are operating in
different channels.
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