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Abstract—Coded caching, introduced by Maddah-Ali and
Niesen, jointly designs content placement and delivery policies
that achieve order-optimal transmission rate. We first prove
that the coded caching scheme cannot protect the anonymity of
network users when an eavesdropper in the network has access
to the broadcast channel. Then, a three-stage attack is proposed
to estimate users file requests by building an X-D table mapping
between server transmissions X and users requests D. For a
coded caching network having N files and K users, there are
NK different demand vectors. We show that the approximate
average time complexity of the proposed attack is only a factor
of two from the total number of possible demand vectors, while
the best case (for the eavesdropper) time complexity is in the
order of only NK. Once the X-D table is completely deduced
by the eavesdropper, the users seize from having any privacy.
Numerical simulations demonstrate that the analytical results for
the time complexity of the attack match well with the simulation
results.

Index Terms—Coded caching, anonymity, privacy.

I. INTRODUCTION

Content-centric services, such as online movies, live TV
and software applications download, take up an increasing
share of the overall traffic of the internet [1]. To lower the
peak load of the network, proactive caching or prefetching
is one of the effective techniques that stores popular content
at the user’s local storage during off-peak periods in order
to reduce the bandwidth demands during peak periods. The
decisions regarding which files to cache and how to deliver
files efficiently have been intensively studied. Schemes for dif-
ferent network setups have been proposed, e.g., [2]–[4]. These
caching algorithms are referred to as uncoded. Naturally,
uncoded caching schemes aim at maximizing (minimizing)
the probability of cache hit (cache miss) per user to minimize
the transmission rate from the server in response to misses.
A significant portion of this body of work treats users as
isolated individuals and analyzes the performance of each user
independently.

Unlike uncoded caching, Maddah-Ali and Niesen intro-
duced coded caching in [5]. In the coded caching scheme, the
server uses coded transmissions on the broadcast channel to
communicate with all users simultaneously, and coding is used
to maximize the total caching gain. Specifically, in the place-
ment phase, each user’s cache is filled with carefully chosen
subfiles. In the delivery phase, the server sends XORed subfiles
according to what users have and what they want. XOR here
refers to the binary exclusive or operation. It is also possible
to store coded subfiles. By elaborately designing the choice of
content placement in the caches during the placement phase,
one XORed transmission may satisfy several users requests.
Consequently, the server transmission rate over the broadcast
channel is reduced compared to uncoded caching. Their work
is later extended to several other important variations, such
as decentralized network [4], heterogeneous cache size [6],

arbitrary file popularities [7], and other generalized results [8]–
[13].

However, the joint design of the cache content placement
and the transmission of (sub)files on the broadcast channel
causes security issues and privacy leakage. The broadcast
property of the channel may leak information about files not
requested by the user. Furthermore, the leaked information
can be utilized by an attacker to successfully perform various
privacy attacks, such as predicting file content and the user’s
identity. Different methods to protect privacy under the coded
caching setup have been proposed in [14]–[16]. In [14],
the authors encrypt each file block with a shared key. The
wiretapper who has no information about the key cannot gain
any information about the files transmitted. The authors of [15]
manipulate phantom users to express a modified content pop-
ularity distribution. In [16], an algorithm that makes use of the
idea of secret sharing is proposed. In their algorithm, no user
can get any information about other users’ file requests unless
a sufficient amount of users are compromised. Finally, [17],
[18] investigate achievable coded caching schemes whereby no
user learns any information about any other users’ demands.
However, in real applications, there are cases where files in
the network are public, which means content security is not
the primary concern. For instance, a user sitting at home can
watch any public video she likes from the Internet, and so
does the eavesdropper. What the user wants is to protect is
her watching history from being detected, e.g. by a neighbor
in a nearby home with shared access to the wireless channel.
Besides that, the questions of whether or not coded caching
leaks users identity (anonymity) and file requests, and how to
utilize the leakage, have not been formally studied. A related
problem termed ‘private information retrieval’ is investigated
in [19]–[22]. Under that setup, the network scenario is that
one user uses multiple unicast channels to communicate with
multiple databases (servers), while the coded caching network
addresses a different set-up which has a single broadcast
channel to connect multiple users to one server.

In this paper, we propose an attack algorithm such that an
eavesdropper is able to eventually know all users’ file requests
by eavesdropping on the server transmission. We follow the
same coded caching set-up as [5] but add one eavesdropper to
the users list. Firstly, we introduce the X-D table. In the coded
caching set-up, the server can be modeled as following an X-
D table that generates X in response to users file requests D.
Secondly, we show that once the eavesdropper constructs the
X-D table, he is able to look up the X-D table to find out any
other user’s file request, i.e. looking up D that corresponds to
server transmission X . To show the feasibility of the attack,
we prove that the mapping between X and D is one-to-one.
Obviously, the critical part of the attack is to construct the
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The eavesdropper’s algorithm to collect privacy leakage
information and to ultimately compose the X-D table is
summarized as follows. The algorithm is inspired by the
idea of “Differential Attack” in [23], where the eavesdropper
gains some knowledge about one user’s cache content by
comparing two specific server transmissions. The table con-
struction operates in three stages: 1) The eavesdropper builds
a table to map coded subfiles in X to sets of file indexes;
2) The eavesdropper keeps capturing transmission sequences
in X until one “anchor” sequence and all the corresponding
“support” sequences are captured. (The concepts of anchor
and support sequences are described in detail in the analysis
sections.) By analyzing the difference in file indexes between
coded files in the anchor sequence and the support sequence,
the eavesdropper knows some partial information about users’
cache content. At the end of this stage, the eavesdropper knows
the cache contents Z of all users; 3) By applying a formula
to generate X from all possible users file requests D and Z ,
the eavesdropper builds the X-D table.

The contributions of this paper are thus twofold. 1) We
present an attack whereby an eavesdropper makes use of
the anonymity leakage of coded caching to estimate users
file requests in the network. 2) We provide an analytical
approximation of the attack time which fits well with the
numerical simulations.

The remainder of the paper is organized as follows. The
problem setup is defined in Section II. Sec. III illustrates and
verifies how to use the X-D table to predict user requests. The
attack algorithm to construct the X-D table is presented in Sec.
IV-A. The complexity of the algorithm is analyzed in Sec. IV-C
and an example of an attack is presented in Section IV-B.
Section V concludes the paper and outlines avenues for future
work. The Appendix contains the proof of the correctness of
the algorithm and details of the complexity analysis of the
algorithm.

II. PROBLEM FORMULATION

In this section, we formulate the coded caching with
eavesdropper problem. We describe the classic coded caching
scheme, which is going to be the target of the attack, and we
describe the eavesdropper attack model.
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Fig. 1: One central server with N files connects K users using
an error-free broadcast channel. Each user has a local cache of
size MF bits. An eavesdropper would like to detect all other
users demands by monitoring the server transmissions.

The coded caching network has a central server connected
to K ∈ Z+ users via an error-free broadcast channel, where
Z+ is the set of all positive integers. The server has N ∈
Z+ files in its storage, and each of these files is of same
length F ∈ Z+ bits. A file with index n is denoted by Wn,

where n ∈ [N ] , {0, 1, 2, · · · , N − 1}. Wn is assumed to be
chosen randomly from [2F ] , [0, 1, 2, · · · 2F − 1] with equal
probability. Each user has a local cache memory of size MF
bits. The cache content of user i is denoted by Zi and

Z = {Z0, Z1, · · · , ZK−1}

is used to represent a set containing all K users cache contents.
The network structure is illustrated in Fig. 1.

Similar to the setting in [5] , the system has placement phase
and delivery phase.

A. The Placement Phase
Each of the N files is split into

(
K
t

)
non-overlapping

subfiles. In the Placement Phase, the caches of users are
initialized in such a manner that each subfile is cached by
exactly t users, where t = MK/N. For simplicity, t here is
assumed to be a positive integer. Only the server and user k
know the cache content Zk. The placement phase is assumed to
have no security and privacy issues. Since the placement phase
is assumed to be an off-peak phase, this could be achieved,
for example, by having the server send the subfiles to users
via a secure unicast channel.

B. The Delivery Phase
During the delivery phase, each user requests one file index

from the server via a secure and private channel. The file index
requested by user k is denoted by dk ∈ [N ]. The server collects
a demand vector D from all K users noted as

D = [d0, d1, · · · , dK−1].

After that, the server generates coded subfile Xi for all user
sets Si, where i ∈ [

(
K
t+1

)
], following

Xi = ⊕s∈Si
Wds,Si\{s}, (1)

where Xi is the ith coded subfiles; Si is a set containing t+1
user indexes; Si \ {s} is a set containing all user indexes in
Si except s; Wds,Si\{s} represents the subfile which is in the
cache memory of users whose indexes are in Si \ {s}; ⊕ is
the operator of bit-wise XOR.

The server concatenates all the coded subfiles one after
another to generate the bit sequence

X = [X0, X1, · · · , X( K
t+1)−1

],

where X is of length RF . Finally, X is sent to users through
the broadcast channel.

The process of generation of X from D and Z can be
viewed as searching for X that corresponds to D in a two-
column X-D table.

After receiving X from the channel, each user, say user k,
makes an estimation Ŵdk

of the file Wdk
she requested, based

on X and her own cache content Zk.
One epoch refers to a process containing 1) users sending

file requests to form the demand vector D; 2) the server
sending bit sequence X in return; 3) users decoding files Wdk

.
When one epoch is over, the server and users are ready for
another epoch.

For the following analysis, we only consider the case where
the number of users is no larger than the number of files, i.e.
K ≤ N . We also assume that the file popularities are the
same for each user. If there are dependency between users’
file requests or the file popularities are non-uniform, only the
analysis related to the time complexity needs changing, but
the attack algorithm proposed here still applies.



C. Eavesdropper Model

In the network, there is an eavesdropper who has access to
the broadcast channel and wants to predict all other users file
requests.

We have the following assumptions about the eavesdropper:
1) Assumption 1: The eavesdropper initially knows nothing

about users cache contents Z ;
2) Assumption 2: The eavesdropper has error-free access

to the server broadcast transmissions X;
3) Assumption 3: The eavesdropper has a sufficiently large

memory and computational power.
Because the placement phase is usually conducted during

the off-peak time, the server can even adopt unicast com-
munication with encryption to send placement bits to each
user. Assumption 1 is practical under such scenarios. Since the
eavesdropper can perform sniffing of the broadcast channel or
even (pretend to) be a legitimate user, having access to the
traffic on the broadcast channel without error (Assumption 2)
is also possible. In this section, our task is to show whether
or not coded caching leaks anonymity, so the computational
power and memory are not the primary concern at present,
and hence Assumption 3.

D. X-D Table and Server Encoding Function

Let D denote the set containing all possible demand vectors
from all K users, and let X denote the set containing all pos-
sible X from D . The X-D table is a two-column table having
columns D and X . Column D contains all possible demand
vectors in an epoch. Column X contains all bit sequences that
are generated by following (1) for the corresponding D’s in
each corresponding row. Tab. I shows the format of X-D table.

TABLE I: X-D table

D X
[d1, d2, · · · , dK ] [X1, X2, · · · ]

· · · · · ·

The server encoding function FE is used to characterize the
mapping relation between D and X , which is

FE : D 7→X .

Since users file requests are independent from each other in
each epoch, there are in all NK distinct demand vectors. As
a result, X-D table has NK rows.

III. USING X-D TABLE TO PREDICT D
In this section, we prove Theorem 1 which shows that X and

D are one-to-one mapped. Then it becomes straightforward
that once the eavesdropper has computed the X-D table, any
other users’ file requests can be found by looking up D for
the corresponding X .

Before introducing Theorem 1, we describe a property
between Z and coded subfiles in Lemma 1.

Lemma 1. If a coded subfile Xi is generated by encoding
t+ 1 uncoded subfiles following (1), no user caches all t+ 1
subfiles.

Proof. After the placement phase, any uncoded subfile is
cached by exactly t users. For coded subfile Xi, it is generated
by the server to respond to users in group Si.

Suppose there is a user s who has all the t + 1 subfiles,
the relationship between s and Si is subject to either of the
following two cases:

• User s is in Si

According to (1), any user in group Si caches exactly t
out of t+1 uncoded subfiles and requests the remaining
one. As a result, user s who has all the subfiles must not
be assigned to group Si, which means s /∈ Si. This case
is impossible.

• User s is not in Si

For any of the t + 1 uncoded subfile, we have already
found t users in group Si who cache it. Counting user s,
at least one uncoded subfile is cached by at least t + 1
users, which contradicts the placement phase rule.

Neither of the two cases is valid. We prove the lemma.

From (1) we conclude that X is generated from both D and
users cache content Z, so one D corresponds to only one X .
Now we prove Theorem 1 which also shows that each X also
corresponds to only one D.

Theorem 1. X and D are one-to-one mapped in the X-D
table.

Proof. We prove the theorem by showing that no two rows
share the same X but differ in D.

Suppose there are two rows (D, X) and (D′, X ′) in a X-
D table having X = X ′ but D 6= D′. According to (1), any
coded subfile Xi ∈ X is only for users in group Si. According
to Lemma 1, any user who is not in Si has at most t−1 subfiles
in Xi, which means it cannot decode Xi to get an uncoded
subfile. Therefore, only users in Si can decode Xi, and each
user recovers one uncoded file.

If X = X ′, all users can only decode the same set of coded
subfiles in either X or X ′. In other word, users requests are
the same, i.e. D = D′, which is a contradiction.

Since there are no two rows share X but differ in D, D
and X are one-to-one mapped.

IV. CONSTRUCT X-D TABLE FROM SCRATCH

In this section, we first introduce the attack algorithm to
construct the X-D table. Then an example of conducting the
attack is provided. Finally, the complexity of the attack is
analyzed and compared against numerical simulation.

A. Algorithm

Stage 1: Interpret the traffic. Stage 1 is to construct
function f to map any coded subfile Xi to a set of indexes
of subfiles that are used to generate Xi. The mapping can be
represented as

f : Xi 7→ [(n1, j1), (n2, j2), · · · , (nt+1, jt+1)], (2)

where nl ∈ [N ], jl ∈ [
(
K
t

)
], and (nl, jl) represents the jthl

subfile of file nl. For an X that contains
(

K
t+1

)
coded subfiles,

X is mapped to
(

K
t+1

)
index sets for each coded subfile.

In real applications, this stage can be bypassed if the indexes
of subfiles can be acquired in other ways, such as the header
information of the server transmission packets.

In this paper, we assume that each coded subfile corresponds
to one and only one set of t + 1 subfiles. In other words,
there are no two distinct sets of t + 1 subfiles having the
same encoding result. This is not always true, especially when
subfiles are small. For example, for four subfiles A, B, C
and D, if A = B and C = D, (A ⊕ B) = (C ⊕ D)
always holds. However, when the size of subfiles is sufficiently
large, and files are different from each other, the probability of



having one coded subfile corresponding to more than one set
of subfiles is negligible. As a result, practically, it’s reasonable
to make such assumption.

In this stage, the eavesdropper:
1) Stores all the uncoded subfiles into the memory.
2) Tries all the combination of t + 1 subfiles to generate

all possible coded subfiles.
3) Builds up the mapping f between any received Xi and

corresponding subfile index set.
Stage 2: Find out the cache content of each user
1) With the help of f , the eavesdropper knows which

subfiles have been used to construct the received X .
X that contains subfiles from K files is referred to
as anchor sequence. The demand vector D that corre-
sponds to the anchor sequence is called anchor demand
vector. The subfile index sets corresponding to an an-
chor sequence is anchor set. To make the description
easier, suppose, without loss of generality, that the
eavesdropper chooses an anchor sequence X such that
the corresponding anchor set contains {1, 2, · · · ,K}.
The corresponding demand vector of this X is then
considered to be D = [1, 2, · · · ,K], which labels users
with indexes from 1, 2 to K by placing them in the first,
second, till Kth position of D.
If user j can decode Xi to get subfile for Wdj

, all
uncoded subfiles related to Xi but are not from Wdj

must be in Zj .
2) To estimate user j’s cache content Zj , the eavesdropper

should find another X ′ satisfying the following two
requirements:
• All coded subfiles except

(
K−1

t

)
of them in X ′ are

the same as X .
• The anchor sets for X and X ′ respectively differ in

one file index.
Bit sequences satisfying the above two requirements
are called support sequences for user j given anchor
sequence X . The demand vectors corresponding to the
satisfied support sequences are called support demand
vectors for user j given anchor demand vector D. The
subfile index set corresponding to the support sequence
is called support set.

3) Let I denote the set of subfiles that are different between
X and X ′. Let x and x′ be the file indexes that show in
X and X ′’s anchor sets, respectively. All the uncoded
subfiles from file x and file x′ that are used by coded
subfiles in I are not in user j’s cache Zj , otherwise, the
server shouldn’t have sent them to satisfy user j’s file
request. As a result, the eavesdropper knows Zj∩(Wx∪
Wx′).

4) Repeat steps 2 and 3 for all j ∈ [K] and y ∈ [N ] until
all users’ cache contents Z are predicted.

Stage 3: Build X-D table The eavesdropper generates X
based on Z following (1) for all D. The X-D table is then
fully reconstructed.

Finally, the eavesdropper knows users cache contents Z ,
and the mapping relation between X and D. The only re-
maining uncertainty is the user indexes. In Stage 2 Step 1, user
indexes are assigned based on the file index order, therefore,
the actual user index is a permutation of the labeled index
after Step 1. The power of this attack is that the eavesdropper
knows which user requests which file for all the future epochs,
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Fig. 2: (a) The network has N = 3, K = 3 and M = 1.
Figure shows the cache content after the placement phase. (b)
The predicted cache contents of two users after the attack.

TABLE II: Ground truth X-D table.

D X
[A, A, A] X1 = A1 ⊕ A2 ‖ A1 ⊕ A3 ‖ A2 ⊕ A3
[A, A, B] X2 = A1 ⊕ A2 ‖ A3 ⊕ B1 ‖ A3 ⊕ B2
[A, A, C] X3 = A1 ⊕ A2 ‖ A3 ⊕ C1 ‖ A3 ⊕ C2
[A, B, A] X4 = B1 ⊕ A2 ‖ A1 ⊕ A3 ‖ B2 ⊕ A3
[A, B, B] X5 = B1 ⊕ A2 ‖ B1 ⊕ A3 ‖ B2 ⊕ B3
[A, B, C] X6 = B1 ⊕ A2 ‖ A3 ⊕ C1 ‖ B3 ⊕ C2
[A, C, A] X7 = A2 ⊕ C1 ‖ A1 ⊕ A3 ‖ C3 ⊕ A2
[A, C, B] X8 = C1 ⊕ A2 ‖ B1 ⊕ A3 ‖ C3 ⊕ B2
[A, C, C] X9 = A2 ⊕ C1 ‖ A3 ⊕ C1 ‖ C2 ⊕ C3
. . . . . .
[B, C, B] X15 = C1 ⊕ A2 ‖ B1 ⊕ A3 ‖ C3 ⊕ B2
. . . . . .
[C, C, B] X26 = C1 ⊕ C2 ‖ C3 ⊕ B1 ‖ C3 ⊕ B2
[C, C, C] X27 = C1 ⊕ C2 ‖ C1 ⊕ C3 ‖ C2 ⊕ C3

so the user index mislabeling is not a problem. The correctness
of the attack is analyzed in Appendix VI-A.

B. An Example of The Attack

In this example, the network has three users, user 1, 2, and
3, and three files, file A, B, and C. Each user has a cache as
large as one file, M = 1. In this case, t = MK/N = 1, so
each file is split into

(
3
1

)
= 3 subfiles. The ground truth cache

contents after the placement phase is illustrated in Fig. 2a.
After Stage 1, the eavesdropper constructs Table III. Nota-

tion ‖ means concatenation.
In Stage 2, the eavesdropper collects X until one anchor

set and all the corresponding support sets are collected. In
this example, we use the anchor set and support sets shown
in Fig. 3 to complete the analysis.

The prediction of user cache contents is as follows. From
{A2, C1}‖{A3, B1}‖{B2, C3}, the eavesdropper labels the
user requesting file A, B, and C as user X, Y, Z respectively.
Since X requested A, all the subfiles related to A in the
anchor set are for X, such as {A2, C1} and {A3, B1}. X
must have subfiles C1 and B1 to decode A2 and A3. Since

TABLE III: Server transmission to subfile index set.

X f(X)
X1 {A1, A2} ‖ {A1, A3} ‖ {A2, A3}
X2 {A1, A2} ‖ {A3, B1} ‖ {A3, B2}
X3 {A1, A2} ‖ {A3, C1} ‖ {A3, C2}
X4 {A2, B1} ‖ {A1, A3} ‖ {A2, B3}
X5 {A2, B1} ‖ {A3, B1} ‖ {B2, B3}
X6 {A2, B2} ‖ {A3, C1} ‖ {B3, C2}
X7 {A2, C1} ‖ {A1, A3} ‖ {A2, C3}
X8 {A2, C1} ‖ {A3, B1} ‖ {B2, C3}
X9 {A2, C1} ‖ {A3, C1} ‖ {C2, C3}
. . . . . .
X15 {B2, C1} ‖ {B1, B3} ‖ {B2, C3}
. . . . . .
X26 {C1, C2} ‖ {B1, C3} ‖ {B2, C3}
X27 {C1, C2} ‖ {C1, C3} ‖ {C2, C3}
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Fig. 3: The anchor set and corresponding support sets chosen by the eavesdropper in Example 2.

the server didn’t send A1 back, X must have A1 in cache.
So ZA = {A1, B1, C1}. Similarly, ZY = {A3, B3, C3} and
ZZ = {A2, B2, C2}. The predicted cache contents of all three
users are depicted in Fig. 2b.

In Stage 3, the eavesdropper generates the X-D table based
on Z . If the eavesdropper labels user X, Y, Z as user 1, 3, 2,
the predicted X-D table is the same as the ground truth X-D
table.

C. Complexity of The Algorithm

Fig. 4: Points in the graph represent demand vectors in the
system. Red points are anchor demand vectors, and each of
them is surrounded by blue points, which are support demand
vectors.

Stage 1: The task of Stage 1 is to try all combinations of
t+1 subfiles and build the mapping function f . Since each file
is split into

(
K
t

)
subfiles, there are total N

(
K
t

)
subfiles from

all N files. The number of combinations of t + 1 subfiles
is
(N(Kt )

t+1

)
≈ (N

(
K
t

)
)t+1 ≈ N t+1Kt(t+1). One combination

of t + 1 subfiles requires t times XOR operation, and hence
the eavesdropper needs to do approximately t(N

(
K
t

)
)t+1

operations in total. The time complexity is O(tN tKt2) if this
stage cannot be bypassed.

Stage 2: In this stage, the eavesdropper keeps collecting X
until one anchor sequence and all corresponding support se-
quence are captured. The relationship between anchor demand
vectors and support demand vectors is shown in Fig. 4.

For the best case (for the eavesdropper), it only needs
to collect one anchor sequence and

(
K
1

)
· (N − 1) support

sequences. However, the probability of encountering the best
case is negligible when N and K are large. We turn to estimate
the expected number of epochs to process Stage 2, which is
Ebt.

Ebt ≈ 2NK . (3)

The analysis is in Appendix VI-B.

Stage 3: The eavesdropper now has cache content Z .
Building the X-D table is simply by implementing 1 to all
NK demand vectors. The overall number of XOR operation
would be NK ·

(
K
t+1

)
· t, where

(
K
t+1

)
is the number of coded

subfiles for one X and t is the number of XOR operations to
compute one coded subfile involving t + 1 uncoded subfiles.
The time complexity of this stage is O(NKKt).

D. Numerical Simulation

In this section, we compare the actual attack time in Stage 2
to evaluate the performance of our analytical estimation result
in (3). The simulation is conducted in Python to simulate a
server sending random X and an eavesdropper collecting X .
Since our attack doesn’t focus on legitimate users behaviors,
users are not considered in the simulation.

The server is modeled by a random vector source that
generates demand vectors following a uniform distribution. We
let the server send demand vectors rather than bit sequences
simply because we are in Stage 2, and the mapping function
f is regarded to be acquired in Stage 1. The eavesdropper is
modeled as a collector who keeps collecting demand vectors
until one anchor demand vector and all its corresponding
support vectors are collected.

For the first simulation, the number of files is fixed to be
N = 7, and we change the number of network users K from
2 to 6. The collection process is repeated 20 times for each
selection of K. The analytical evaluation following (3) as well
as the numerical simulation are illustrated in Fig. 5.

Fig. 5: Number of epochs to complete Stage 2 of the attack
when the number of files N = 7 and the number of users in
the network K = 2, 3, 4, 5, 6.

Fig. 5 shows that the time complexity of the Stage 2 process
increases exponentially with the number of users. Since we
use logarithmic y-axis when plotting, the exponential trend



appears linear. As can be seen from the plot, our analytical
result captures the exponential factor and aligns well with
the simulation results. Interestingly, the estimation performs
reasonably good even when N is not much larger than K.

For the second simulation, the number of users is fixed to
be K = 3 and the number of files N goes from 3 to 20.
The collection process is repeated 20 times for each N . The
simulation and analytical results are illustrated in Fig. 6.

Fig. 6: Number of epochs to finish Stage 2 of the attack when
the network has K = 3 users, and the number of files N
ranges from 3 to 20.

Fig. 6 depicts that the attack time Ebt increases as the
number of files N in the network increases. The analytical
result in (3) depicts Ebt to be a power function with respect
to N . According to the plot, the analytical result matches the
simulation results well.

V. CONCLUSION

This paper proposes an attack for an eavesdropper to deduce
users file requests. The attack makes use of the one-to-one
mapping between demand vectors and server transmissions,
which we prove that it exists in the well-known coded caching
scheme [5], and we provide an algorithm to construct a table
to capture the mapping relationship. We thus show that coded
caching suffers from complete leakage of anonymity. In future
work, we plan to explore methods that can help to protect users
privacy/anonymity.

VI. APPENDIX

A. Correctness of The Attack

Since we assume that all files are public, the eavesdropper
is able to get any of the files and build the mapping function
f offline in Stage 1. Stage 3 follows (1), so it is also valid.
Before proving the correctness of Stage 2, We prove Theorem
2 which illustrates the relationship between an anchor demand
vector and a corresponding support demand vector.

Theorem 2. Demand vector D and D′ differ in only one
user’s file request if and only if bit sequences X = FE(D)
and X ′ = FE(D

′) differ in
(
K−1

t

)
coded subfiles.

Proof. The theorem has “if and only if” statement, so our
proof covers both directions.

1. Necessity
Each coded subfile relates to a group of t + 1 users, and

there are
(

K
t+1

)
groups of such, which means there are

(
K
t+1

)

coded subfiles in one X . Among all the groups,
(
K−1

t

)
of them

contain a specific user. Only subfiles that are related to the user
who changes her file requrest in D and D′ are different. So,
X and X ′ differ in

(
K−1

t

)
coded subfiles.

2. Sufficiency
Suppose X and X ′ differ in

(
K−1

t

)
coded subfiles, but D

and D′ differ in s file requests.
According to Lemma 1, coded subfile Xi can only be

decoded by users in group i, and each user in group i can
only decode out one uncoded subfiles. As a result, no coded
subfile can serve the same group but for different users file
requests.

When s users change their file requests in D′ from D, only
coded subfiles related to the remaining K − s users are not
changed in X and X ′. The number of unchanged subfiles is(
K−s
t+1

)
, and it is a decreasing function w.r.t s. Then, the number

of unchanged subfiles is
(

K
t+1

)
−
(
K−1

t

)
=
(
K−1
t+1

)
. We can get

s = 1. This proves the sufficiency of the statement.

As a result, bit sequences satisfying both the requirements
in Stage 2 are support sequences for a given anchor sequence
X .

B. Expected Number of Epochs to Build the X-D Table

The computation is divided into three sub-questions:

1) If Ebt i.i.d sampled demand vectors are captured with
replacement, how many vectors among them are either
demand vectors or support vectors?

2) Let’s regard one group as a set containing one demand
vector and all corresponding support vectors. If Ebt

number of demand vectors are captured, on average, how
many times each group has been chosen?

3) If each group has been chosen y times, how large should
y be such that at least one group among all groups
collects all the required vectors?

1) Question 1. Relationship between Ebt and x: In Stage
2 of the attack algorithm, the eavesdropper needs to collect at
least one anchor sequence and all the corresponding support
sequences . For a coded caching network having N files and
K users, there are NK different demand vectors. Since only
vectors containing K different file indexes are anchor demand
vectors, the number of anchor demand vectors Nacr is

Nacr =

(
N

K

)
K!.

For one anchor demand vector, the number of corresponding
support demand vectors is

(
K
1

)
(N−1) = (N−1)K. However,

one anchor demand vector can also be another anchor demand
vector’s support demand vector, and support demand vectors
cannot contain more than two repetitive file indexes. So, a
support demand vector can only contain either K or K − 1
different file indexes.

In Section II, we assumed that users file requests are i.i.d
sampled from a uniformly distribution. Therefore, each bit
sequence X ∈X is equally likely to be captured. On average,
when Ebt number of vectors are collected, the number of
demand vectors having K or K − 1 different file indexes
respectively are

EK = Ebt ·
Nacr

NK
, EK−1 = Ebt ·

(
N

K−1
)
K!
2!

NK
.



2) Question 2. Relationship between Ebt and y: For an
anchor demand vector, it is also a support demand vector
another group by replacing one of K elements to any other
N−K elements not shown in the current vector. For example,
[1, 2, 3] is a support vector for [r, 2, 3], [1, r, 3], or [1, 2, r], for
any r ∈ 1, 2, 3. So one anchor demand vector contributes to
K(N − K) + 1 groups. Similarly, a support demand vector
having K − 1 different file indexes, it is a support demand
vector for 2(N −K + 1) by replacing one of the duplicated
element to be any other N −K + 1 not shown file indexes.
Then, one support demand vector with K − 1 different file
indexes contributes to 2(N −K + 1) groups.

When Ebt vectors are captured, the number of times each
group is expected to be chosen is

y =
EK [K(N −K) + 1] + EK−1[2(N −K + 1)]

Nacr

(4)

3) Question 3. Find out the desired y : For a group
containing one anchor demand vector and (N − 1)K support
demand vectors, finding out the expected number of epochs
to cover all the vectors can be modeled as a Markov process
shown in Fig. 7 where ε = 1/[1 + (N − 1)K].

0 1 2 · · · (N-1)K+1

1

ε

1− ε

2ε

1− 2ε

iε

ε

1

Fig. 7: Markov Chain Model for the Set Covering Problem

In the Markov process model, state i ∈ {0, 1, 2, · · · , (N −
1)K +1} represents the number of distinct captured vectors .
If the state of the system is i and one new vector is captured,
the new vector has i/[(N −1)K+1] probability to be a “seen
before” vector, i.e. stay in state i, and probability 1− i/[(N −
1)K + 1] to be an unseen vector, i.e. turn to state i + 1. If
the state of the system is (N − 1)K + 1, all the vectors are
captured. The expected number of vectors to choose to jump
from state i to i+ 1 is 1/(1− i/[(N − 1)K + 1]).

Since Stage 2 terminates if any group is fully covered, the
task turns into figuring out the corresponding y such that the
expected number of fully covered groups is 1.
• If y < (N − 1)K + 1, no group reaches the final state.
• If y = (N − 1)K + 1, Pr(reach final state|y) is

(N−1)K+1∏
i=1

i

(N − 1)K + 1
=

(
(N − 1)K + 1

)
!(

(N − 1)K + 1
)(N−1)K+1

• For any y > (N − 1)K + 1, Pr(reach final state|y) is(
(N − 1)K + 1

)
!(

(N − 1)K + 1
)(N−1)K+1

·
( (N − 1)K + 2

2

)y−(N−1)K−1
Since NK is usually large, we can use the approximate

(N − 1)K − 1 ≈ NK. By set the expected number of fully
covered groups to 1, we get

y ≈NK +
NK logNK − log(NK)!− logNacr

logNK − log 2

≈NK +
NK logNK

logNK
= 2NK.

(5)

Associate (4) with (5), and apply N − K + 1 ≈ N when
N is large, the estimation of Ebt is

Ebt ≈
2NK+1K

K(N −K + 1) + 1
≈ 2NK .
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