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Weak state versus strong state: an analysis of a probabilistic state

mechanism for dynamic networks

Utku Giinay Acer + Shivkumar Kalyanaraman -
Alhussein A. Abouzeid

Abstract Network protocols coordinate their decision
making using information about entities in remote loca-
tions. Such information is provided by state entries. To
remain valid, the state information needs to be refreshed
via control messages. When it refers to a dynamic entity,
the state has to be refreshed at a high rate to prevent it from
becoming stale. In capacity constrained networks, this may
deteriorate the overall performance of the network. The
concept of weak state has been proposed as a remedy to
this problem in the context of routing in mobile ad-hoc
networks. Weak state is characterized by probabilistic
semantics and local refreshes as opposed to strong state
that is interpreted as absolute truth. A measure of the
probability that the state remains valid, i.e. confidence,
accompanies the state. The confidence is decayed in time to
adapt to dynamism and to capture the uncertainty in the
state information. This way, weak state remains valid
without explicit state refresh messages. We evaluate the
consistency of weak state and strong state using two
notions of distortion. Pure distortion measures the average
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difference between the actual value of the entity and the
value that is provided by the remote state. Informed dis-
tortion captures both this difference and the effect of
confidence value on state consistency. Using a mathemat-
ical analysis and simulations, we show that weak state
reduces the distortion values when it provides information
about highly dynamic entities and/or it is utilized for pro-
tocols that is required to incur a low amount of overhead.
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1 Introduction

The operation of a majority of network protocols relies on the
information about entities or conditions that are actually
present in other parts of the network. This information is pro-
vided by state entries to the protocols. As the state-of-the-art
protocols push the limits of dynamism in the information they
utilize, it becomes harder to maintain consistent state because
the true value of the entity changes often.

Traditionally, the concept of state can be classified into
two categories based on the way that the state is signaled to
remote nodes: hard and soft state approaches. Hard state
remains valid until it is explicitly removed using state tear-
down messages by the node that installs the state. The
installer node refreshes the state at the remote nodes only
when the original state is updated. Since the state is
removed explicitly, reliable communication is essential. On
the other hand, soft state, the term first coined by Clark [5],
times out unless it is refreshed within some time-out
duration. The state installer node periodically issues a
refresh message. Once this message is received by the node
maintaining the state, the timer corresponding to the state is
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Fig. 1 A comparison summary of hard state, soft state and weak state
approaches. Hard state requires explicit control message to be
removed. Soft state times out if it is not refreshed within the timeout

rescheduled. If the timer expires, the state times out and is
removed from the system. Soft state does not require
explicit removal messages. As a result, reliable signaling is
not required. Refresh message losses can be tolerated since
the state is refreshed periodically.

Both hard state and soft state are deterministic and
regarded as absolute truth. We say that such information
has strong semantics, i.e. it is strong state. If strong state
provides information about a dynamic entity whose value
changes frequently, it is rapidly invalidated and needs to be
refreshed often through control messages in order to pro-
vide up-to-date information. Refreshing the remote state at
a higher rate increases the number of refresh messages
roaming around the network. These messages can quickly
fill up the transmission queues of the nodes and crowd out
the network’s entire capacity for data traffic [1].

We have recently proposed the concept of weak state in
order to address this problem within the context of routing
in dynamic mobile ad-hoc networks [3] and delay tolerant
networks [4]. Unlike traditional state, weak state is not
deterministic; it has probabilistic semantics, i.e. it is
interpreted as a probabilistic hint. The state is associated
with a confidence value that measures the probability that
the value provided by the state remains valid. The confi-
dence is locally decayed (i.e. weakened) over time to
capture the uncertainty in the information. Once the con-
fidence is below a threshold value, the state is removed
from the system. Weakening the state corresponds to aging
it and is equivalent to a soft timeout. Hence, weak state is a
generalization of soft state. A comparison of hard, soft and
weak state is given in Fig. 1. Weak state mechanism design
is characterized by two properties:

1. Probabilistic semantics: The information that the state
yields is not deterministic. Instead, the validity of the
information is subject to a probabilistic confidence
value.

2. Local refreshes: The information maintained at remote
nodes can be refreshed without explicit control mes-
sages from the host of the original state (i.e. sender).
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interval. Weak state is associated with a confidence value 0, which is
a decreasing function of time. When the confidence is below a
threshold value 7, it is removed

The receiver locally refreshes the confidence value in
order to capture the uncertainty. In addition, the
receiver can estimate the actual value of the state.

The consistency of state information may have serious
implications in protocol design. For example in AODV
[19], one protocol parameter that governs the consistency
of the maintained state information is active route timeout
(ART) value. In [22], it has been shown that improper
values for ART causes routes to expire before or after they
should, which leads to inconsistency. This in turn deteri-
orates performance in terms of packet delivery ratio and the
number of control messages that correct the invalidated
routes. Hence, protocols that utilize state entries should
employ mechanisms to ensure the consistency of the state.
When doing this, overall performance of the network
should also be taken into account as well.

In this paper, we compare the consistency of weak state
with that of strong state using the concept of distortion. We
first consider the scenario where the original value of the
state changes at discrete instances and there is no correla-
tion between the new and old values of the state. In this
case, the distortion is defined to be the probability that the
original value of the state and the perceived value main-
tained at a remote location are different. When the state
value changes continuously, this definition of distortion
does not suffice. In such scenarios, we use the notions of
pure distortion and informed distortion. Pure distortion
measures the average difference between the actual value
of the interested entity and the value of the state entry that
provides information about it. With weak state, pure dis-
tortion is lower because the protocol can use an estimate of
the state value instead of a mere last reported value. In
addition, using the confidence value makes the protocol
capable of adapting to dynamism. If the confidence in the
maintained value is low, the state is likely invalid and the
protocol is less likely to use information provided by the
state. Thus, the protocol can cope with high pure distortion.
In other words, it is superior to have a hint with a measure
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of accuracy of the state than having invalid deterministic
state which may lead to wrong decisions with probability 1.
The informed distortion metric captures both the difference
between the original value of the entity and the effect of the
confidence value.

We have used a variety of stochastic processes to model
the value of the actual state value and evaluate the consis-
tency of the weak state and strong state in terms of distortion
metrics. For all processes, our results globally show that
strong state may cause lower distortion by adjusting the state
refresh interval appropriately to small values. As the level of
dynamism increases, this approach requires issuing more
refresh packets, which is not desirable in networks that are
vulnerable to high overhead such as large scale mobile net-
works. For such networks, weak state is a more appropriate
design tool because it reduces the distortion values signifi-
cantly when the number of refresh messages generated in the
network is low. This however does not mean that there is no
trade off. The maintained information is not perfect and the
protocol may choose different ways to interpret and deal with
the confidence. For instance in the weak state routing (WSR)
protocol that utilizes a weak state realization for routing in
large scale and dynamic networks, a packet is successively
biased towards the points yielded by the intermediate nodes
that contain increasingly more confident state [3]. WSR
increases the delivery ratio and decreases the overhead sig-
nificantly at the cost of increasing path length. With the
dramatically reduced control traffic, longer paths need not
imply longer end-to-end delivery latency since the protocol
reduces queuing in the intermediate nodes. In this paper, we
do not address such practical issues regarding the
implementation.

1.1 Related work

The concept of weak state has recently been proposed and
utilized for routing in large scale and dynamic mobile ad-
hoc networks [3]. The same state model has later been used
to perform routing in delay tolerant networks [4]. However,
other realizations are possible such as PROPHET [14] and
EDBF [11]. We believe a large variety of techniques could
be used to realize weak state but the focus of this paper is
on the consistency of probabilistic and deterministic state
maintenance when the state changes dynamically. We do
that by using an abstract model of weak state and strong
state. Their actual implementation is beyond the scope of
this paper. In a survey of methods for approximate global
state for distributed systems, it is mentioned that approxi-
mate or “weak” state could be a useful primitive for
dynamic networks [10].

Analytical comparisons of hard state, soft state and the
hybrid approaches in terms of consistency have been pre-
sented by Raman and McCanne [21] and Ji et al. [9]. In

both papers, state is modeled with strong semantics and the
focus is on the signaling mechanisms. On the other hand,
we take state maintenance mechanisms into account and
compare states with weak and strong semantics. In terms of
robustness, Lui et al. [15] has shown that soft state can be a
better design tool in comparison to hard state for protocols
that operate under scenarios that might contain denial of
service attacks and correlated lossy feedback channel in
comparison to hard state.

Manfredi et al. [16] categorizes the state information
into control state and data state, where the first maintains
information about the network while the latter yields
information about the data packets and stored on packets.
The authors propose a framework that suggests that in
unpredictable scenarios one should opt for data state and
when the network is well connected control state should be
used. In this paper, our attention is on control state where
the network information is maintained in remote nodes and
whether the nature of the state should be deterministic or
probabilistic.

1.2 Organization of paper

In Sect. 2, we lay out the foundations of our analysis. In
Sect. 3, we extend our analysis to a broader range of sce-
narios. We model the state information using a variety of
stochastic processes in Sect. 4 and evaluate the consistency
of strong state and weak state in terms of pure and
informed distortion. In Sect. 5, we demonstrate that pro-
tocol performance may benefit from low distortion and use
experiments to evaluate the distortion in more complex
scenarios. Finally, we conclude the paper in Sect. 6.

2 Analysis framework
2.1 System and data model

In this paper, we adopt the single hop signaling system
used in previous work [9, 21]. The system consists of a
node that hosts the entity of interest and another node that
maintains the remote state that provides information about
the entity to the instance of the protocol. The first sends
refresh messages to the latter. We refer to these nodes as
the sender and the receiver nodes, respectively. The true

Fig. 2 Single hop signaling system. The sender S is connected to the
receiver R with a logical link. The logical link can consist of a series
of physical links which enables end-to-end signaling
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value of the entity corresponds to the sender’s state or the
state at the sender. On the other hand, the receiver’s state or
the state at the receiver provides information about the
entity to the instance of the protocol running at the
receiver.

The sender installs the state at the receiver and period-
ically refreshes it. The sender and the receiver are con-
nected to each other over a logical link that typically
consists of a sequence of physical hops (see Fig. 2).
INSTALL, REFRESH and REMOVE messages on Fig. 1
are transferred over the logical link. The signaled messages
can be lost while being transferred through the logical link.
In our analysis, we consider the soft state signaling
mechanism. For convenience, we assume that each mes-
sage is delivered to the receiver independently from other
messages. For all messages, the delivery is subject to a
homogeneous probability value.

We assume that the sender’s state X, is a continuous
time stochastic process. The state update corresponds to the
changes in the value of the sender’s state. The intervals
between state updates are independent and exponentially
distributed random variables, with parameter A. The sender
periodically refreshes the perceived state value, X, at the
receiver. The interval between the refresh messages is fixed
and denoted by T. The value of X at any given time is the
value of X as reported by the most recently received refresh
message. Strong state times out if it is not refreshed within
some timeout interval, y. Weak state, on the other hand, is
a tuple (X, 0), where 0 is the confidence value, the prob-
ability that the state at the receiver remains valid, i.e. its
value is still equal to the value of the sender’s state. The
confidence of the state is decayed in time locally at the
receiver because the probability of the state validity
decreases with time. At time #, the confidence is 0(r) =
P({ > t) = exp (—Ar) where { denotes the time interval in
which the state at the sender remains the same. Once the
confidence is below some threshold, 7y, the receiver
removes the state. The protocol designer controls the
lowest confidence value below which the state entry has no
importance through y parameter. Note that the protocol
designer does not decide on the state timeout value;
instead, it is implicitly deducted from the selected 7y value.
The state times out when the receiver reduces the confi-
dence value locally to 7. We assume that the protocols
always work, and the duration for which the state at the
sender is maintained is very long in comparison to the
average state update interval and state timeout interval; it
approaches infinity. The summary of notation used in the
paper is given in Table 1.

In this model, the incurred overhead is tied to the state
refresh interval, 7. The overhead also depends on the path
that the refresh messages follow and it includes the

Table 1 Summary of notation

Notation Description

State value at the sender

State value at the receiver

Random variable for state update interval
Average state update rate, i.e. E[{] = 1/4
State timeout interval

Signaling loss rate

State refresh interval

Confidence in state information

= NT RN Y M, X

Confidence threshold for removing weak state

messages that are associated with the formation and the
maintenance of the logical hop. However, these messages
are in the lower layers and do not depend on the signaling
parameters and/or whether the state information is inter-
preted deterministically or probabilistically. Hence, these
details can be omitted in the comparison of weak state and
strong state.

2.2 State consistency

We evaluate the consistency of the protocol state using a
distortion measure. The term distortion refers to the
changes in the original characteristics, such as frequency
and amplitude, of a signal due to an operation such as
filtering [17] and is associated with loss of quality in signal.
In our case, the quality of the state depends on both X and
X values and how the maintained value of X is utilized by
the receiver, i.e. probabilistically or deterministically. It is
important to note that distortion is not something that the
receiver calculates for a practical purpose in the operation
of the protocol. Rather, we introduce it in order to measure
the correctness or the consistency of the maintained state.

We define the distortion as the probability that the
receiver interprets the state mistakenly, which takes place
if the receiver’s state is different from the state at the
sender and the receiver thinks that it maintains the correct
state value. When the values are actually the same but the
receiver thinks that it maintains an incorrect value, the state
is also misinterpreted since the receiver discards the valid
information provided by the state entry.

The state values at the sender and the receiver differ if
(1) the state entry at the sender is updated but the receiver’s
state remains the same, or (2) the receiver falsely removes
the state due to a series of refresh messages being lost on
the logical link while the sender’s state and the receiver’s
state have equal values. In addition, the values can also be
different if the sender removes the state but the receiver
still maintains it. Since the lifetime of the sender’s state is
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assumed to be very large and to approach infinity, this case
is not a factor in our analysis.

Without loss of generality, let the state at the receiver be
most recently refreshed at time 7 = 0, X(0) = X(0). Let
d(t) denote the instantaneous distortion between the state
value at the sender and the receiver at time ¢. If the state has
strong semantics', the information is deterministic. If the
receiver’s state is different from the sender’s state, the
protocol definitely uses an inaccurate value. In other words,
given the value of the state at the receiver at this time
instant, the probability for inconsistency at time ¢ is either 0
or 1.

ds1) = {o it X(r) = X(¢) (1)

—

1 otherwise.

The state information is probabilistic in weak state.
Even when the state at the receiver is different from the
state at the sender, the protocol at the receiver is less likely
to use the maintained value if the accompanied confidence
is low. If the receiver’s state does not match with the
sender’s state, the distortion is characterized by the
probability, as inferred by the receiver, that the value it
maintains is equal to the sender’s state. This probability is
given by the confidence of the receiver in the maintained
value. Weak state also can cause distortion when state at
the sender and the state at the receiver are the same because
the receiver infers that the state is invalid with some
probability. This probability defines the distortion in this
case. The resulting instantaneous distortion for weak state
is

v = {

1—0() if X)) =X()
0(1) otherwise.

(2)

At time #, probability that there is no update in the
sender’s state is P(X(f) = X(t)) = P({ > 1) = exp (—A1).
Hence, the expected instantaneous distortion at time ¢ for
strong state and weak state can be modeled as

[ 1—exp(—Ar) if 1<y

Ds() = {exp(—/lt) otherwise (3)
[ 2exp(—Af)(1 —exp(—ar)) if <y

Dy (1) = {exp(—it) otherwise. )

The second terms in both (3) and (4) are due to false
removal of the state at the receiver. If a number of refresh
messages are lost, the receiver removes the state it
maintains. These terms yield the probability that the
value of the removed state is still equal to the value of
the sender’s state given that the time elapsed since the
reception of the last refresh message is larger than y.

! We denote the semantics of the state as a subscript throughout the
paper.

0.9 T T . -
—— Strong State
0.81 - - - Weak State ]

0.6 1

0.4 Y Al 1

Average Distortion

0.3 ’ .o 4
0.2F

0.1 1

AT

Fig. 3 Distortion against the A7 product. A higher 4 indicates that the
information is more dynamic, and smaller 7 indicates that the state at
the receiver is refreshed more frequently. At a fixed 7, the figure
shows that strong state causes lower distortion for static systems
whereas weak state performs better in dynamic settings. Under a
constant 4, strong state causes lower distortion if the state is refreshed
at a high rate at the cost of larger number of refresh messages while
weak state incurs lower distortion if the state is refreshed by a lower
number of refresh messages

The average overall distortion, which is denoted by D,
within the interval between two state refresh messages
received by the receiver is

iT

D= 2%#’-1(1 -p) [ D@z (5)
= 0

where i is the number of attempts to deliver a refresh
message successfully to the receiver and iT is the time
between the two consecutive refresh message receptions.
The average distortion values for both weak state and
strong state are functions of the AT product once Egs. (3)
and (4) are integrated into (5). Figure 3 shows how D
varies with respect to the AT product. Obtaining this figure,
we used y = 3T for strong state. We have adjusted the y
parameter for weak state so that it has the same timeout
value as the strong state for a given T value.” The proba-
bility of loss for the refresh messages, p, is equal to 0.02.

2 We note that the distortion also depends on the timeout parameter,
y. Using this parameter, the receiver detects whether a number of
consecutive refresh messages are missed, which implies that the
sender stopped refreshing messages. Hence, y should be a function of
T. Scaling 4 and T does not yield the identical distortion values
because y scales with T but not with A. However, the resulting
difference is always very small (less than 0.001) as the timeout
probability is very small. For clarity, we represent the performance
with respect to AT. We take the same approach in the following
sections as well.
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If the state refresh interval is taken constant, Fig. 3
shows how average distortion changes with the dynamism
in the state, i.e. A. For example if it is assumed 7 = 1, then
the figure plots the distortion against . When 2 is small,
the state at the sender does not change frequently and the
state value at the receiver is likely to remain the same.
Given X = X, the strong state does not cause any distortion
whereas weak state can cause some distortion because of
the wrong interpretation that the maintained value might be
inaccurate. This stems from the probabilistic nature of
weak state. Hence, the expected distortion of weak state is
slightly higher than strong state when the dynamism is low.
As / increases, the sender’s state is more likely to change
between two consecutive instants the sender refreshes the
receiver, which increases the distortion for strong state. In
weak state, the confidence drops with time and the dis-
tortion does not increase even though the state value
changes rapidly.

Figure 3 similarly shows the relationship between the
average distortion and the state refresh interval, 7, when
the state update rate is constant. In other words, if 4 is
taken as equal to 1, the figure shows how the distortion
changes with respect to 7. When T is low, state is refreshed
frequently, which decreases the average distortion for
strong state. Because weak state can interpret the state
information mistakenly even when X=X, its average
distortion is slightly higher in this case. If T is large, the
duration for which the sender’s state does not match the
state at the receiver increases. Weak state can adapt to this
by locally decaying the confidence, resulting a lower
distortion.

Strong state causes lower distortion if the state refresh
interval is set to a very small value. However, this approach
costs a large number of refresh messages when the state
entry yields information about a dynamically changing
entity. If a large state refresh interval is required by the
network, weak state is more advantageous since it incurs
significantly lower distortion.

3 Extension of analysis: state with correlated space

In some scenarios, knowing that the receiver’s state is
different from the sender’s state may not be sufficient and
the amount by which they are apart is also important. For
example, in a routing protocol for mobile networks that
uses the geographical locations of nodes instead of link
states, the distance between the exact location of a desti-
nation and its perceived location matters. As the distance
grows, the protocol tries to deliver a packet to a point that
is very far away from the destination’s location and it likely
gets harder to rectify this invalid decision elsewhere. In this
section, we extend the analysis to capture the difference

between the state values at the sender and receiver in
addition to the effect of the probabilistic confidence
parameter.

Let x(r) and X(¢) denote the values of the state at the
sender and the receiver, respectively. Let #, and #; be two
consecutive time instants at which the sender issues refresh
messages for the state maintained at the receiver, with
X(tp) = xp. In strong state, the state information perceived
by the receiver remains constant until ¢, i.e.

Xs(t) = x(tp), 1o <t<t. (6)

On the other hand, weak state can be refreshed locally
using the statistical properties of the process’. Xy () is the
expected value of x(¢), which is the best estimate given
X(f()) = Xo.

Xw (1) = E[x(1)[x(10) = xo]. (7)

Equation (7) captures that weak state is refreshed locally
and continuously. The confidence of the state at time
t, 0(¢) is characterized by the probability

0(t) = P([x(1) — xw(1)| < p) (3)

where the protocol can tolerate a difference between the
state at the sender and the receiver that is at most p.
Equation (8) yields the probability that maintained state is
within this tolerable interval of the sender’s state.

Similar to Sect. 2, we start with an intermediate step that
introduces the instantaneous distortion, e(#). The instanta-
neous distortion at time 7 is the difference between the state
values at the sender and the receiver at ¢ in terms of mean
square error. Let the mostly recently received refresh
message be issued at time 7, by the sender. Then,

NV

e(t) = E[(x(t) — X(1))"[x(to) = xo]. 9)
For strong state, Xs(¢) = xo.
es(t) = E[(x(t) — x0)*[x(t9) = xo]

= iy +0; = 2x0, +xp (10)

= o-zz + (,ur - x0)2
where u, is the expected value of x, given x(7y) = xo and 0,2
is the variance under the same condition. For weak state,
we have Xy (1) = .
ew(t) = E[(x(t) — 1,)*|X(to) = xo]

_ 2
= 0,;.

(11)

Since (u, — x0)2 > 0 for all r and x, we have ey < eg.
In other words, the instantaneous distortion for weak state
is never higher than that of strong state for the same .

3 Obtaining the information about these properties is beyond the
scope of this paper.
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Note that these relations are given if ¢ <1ty + y.
Otherwise, there is a distortion involved due to the possi-
bility of false removal of the state, which is denoted by
constant C.

Using instantaneous distortion, we define two notions of
distortion: pure distortion and informed distortion. Pure
distortion merely measures the difference between the
sender’s state and the receiver’s state. Informed distortion
incorporates the effect of confidence and the tolerable
interval for state validity into the analysis.

3.1 Pure distortion

Pure distortion quantifies the average separation between
the state at the sender and the receiver; i.e., it is the time
average of instantaneous distortion.

Without loss of generality, let’s assume 7, = 0. The
average pure distortion within two consecutively received
state refresh messages is

&= (1 ) (12)

where E(t) = [je(t)dx.

Since weak state can be refreshed locally, the receiver
can use an estimate for the current value of the sender’s
state rather than merely relying on the value given by the
most recently received message, i.e. ey(r) < eg(r) for all

t. Hence, e, <ef for the same 7. In other words, we can
use a larger T value for weak state to achieve the same
average pure distortion.

3.2 Informed distortion

In weak state, local refreshes are particularly useful
because they also involve locally weakening the confidence
value. This way, weak state captures the uncertainty in
state, which is a result of the dynamism. Here, we intro-
duce the concept of informed distortion that captures the
effect of the confidence together with the difference
between the values of the state at the sender and the
receiver. Therefore, informed distortion evaluates strong
state and weak state better.

Let the value maintained at a receiver node be 1. When
asked about the state information, the receiver will reply
“The actual value of the sender’s state is within the interval
[¥ — p, ¥ + p] with probability v.” Even if the pure dis-
tortion is very large, its effect will be limited if v is low. If
weak state mechanism design is used, the protocol adapts
appropriately to dynamism by taking the probability v into
account, instead of making deterministic and invalid
decisions. For example in WSR, intermediate nodes do not

always bias the packets they receive even if they contain
information about the location of the node. If the confi-
dence in the information is low, the information provided
by this state is discarded. This way, the packets are not
forwarded to invalid locations and the information main-
tained at an intermediate node does not deteriorate the
performance even though the information at this node
causes high pure distortion.

In informed distortion, if the receiver’s state is within
the interval p of the sender’s state the strong state does not
cause distortion because such a difference can be tolerable
for the protocol. For instance in routing for mobile net-
works, the protocol can successfully deliver the packets
when the difference between the perceived location by an
intermediate or the source node and the actual location of
the destination node is within some threshold. In order to
capture this, we incorporate the confidence by weighting
the instantaneous distortion with the probability for the
receiver to interpret the validity of the state mistakenly at a
time instant. The informed distortion is the time average of
this product:

(0K —%s(0)] <p
s(t) = {es(t) otherwise

(1) = { (1= 0(0)ew(r) if |x(r) —Xw(1)[<p
R 0(t)ew(1) otherwise.

The expected values are:
e’ (1) = (1= (1) es(r) (13)
ew (1) = 2(1 = 0(1)0(1)ew () (14)

where (1) = P(|x(t) — Xs(¢)| < p), i.e. the probability that
the strong state remains valid since last refresh message.
Note that in weak state, even if |x(7) — Xy (#)| < p, the
protocol may interpret Xy (f) as invalid because of the
probabilistic confidence value.

In order to derive an expression for the average
informed distortion, we substitute (10) and (11) with (13)
and (14) in (12), respectively. Also, when ¢ > y the dis-
tortion incurs with probability P(|x(z) — x(¢)| < p), which
captures the likelihood of the event that the state is still
valid even though it is removed.

4 Particular example processes for state information

In this section, we demonstrate the results obtained by
applying the analysis in the previous section on several
examples of random processes. These results give insights
about the quantitative performance differences stemming
from adopting strong state and weak state under various
dynamic conditions. Although the actual numbers may
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change, the results have identical characteristics for all
these example processes.

4.1 Wiener process

The Wiener Process is a Gaussian process, which is widely
used as a mobility model in the literature for mobile net-
works (e.g. [7]). In this process, two samples obtained at
two time instances are jointly Gaussian random variables.

In a Gaussian process, the confidence for a weak state at
time ¢ according to (8) is

0(r) = erf (a,f/i) (15)

where erf(.) is the error function.
The Wiener process is characterized by independent,
stationary increments. The conditional density is

(x(to 4 1)[(x(t0) = x0)) ~ N (x0, sz)

for all ¢,, t > 0 and 0,2 = ¢*t. Without loss of generality,
we assume 7o = 0. Because X(f) = xy in both weak state
and strong state, the instantaneous distortion equals o’
t and the pure distortion is identical. Using (12), we have

&L 1
el = Zp’_l(l —p)§a2iT
i=1

< 1 _
+ > P 1(1—p)[—62x2+C(lT—x)

i=k+1 2

0'2T(1 _prc+1)

——+p"C 16
=p P (16)

where x = |£|. Recall that e(r) = Cif t > y. (16) is true if
C > %azx and it is proper to have C > 02)(, which is the
instantaneous distortion value at t = .

The state information maintained at the receiver can be
valid even if the receiver removes the state due to loss of
refresh messages over the logical link. For a state entry that
has been removed by the receiver, the probability that its
value remains equal to the sender’s state is associated with
O for strong state and 6 for weak state. In the Wiener
Process, we have ©(t) = 0(¢), which is given in (15).
Hence, the expected informed distortion values are

e(l)(t) _ { (1- 0(t>)o'2t 1<y

’ 0(r)C 1>y
W, f2(1=00)0()e*t 1<y
ewm—{ew =

Figure 4 presents the pure and informed distortion for
strong and weak state with respect to the ¢°T product as
both the displacement and the confidence at time ¢ can be
represented in terms of o°f. We take the message loss
probability on the logical hop as p = 0.02. The tolerable
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Fig. 4 Pure distortion and informed distortion with respected to the
product ¢>T. Pure distortion is identical for both strong state and weak
state. Because of probabilistic semantics, weak state causes slightly
higher informed distortion when the dynamism is low and/or state is
refreshed frequently. Otherwise, informed distortion is much lower
for weak state

interval in the state value is taken p = 2. For strong state,
s = 3T. The y parameter for weak state is adjusted so that
weak state and strong state have the same timeout value
when other parameters are the same. Because Xg(f) =
Xy (t), pure distortion is identical for weak state and strong
state. If T is taken constant, the figure shows how the
average distortion values change with respect to the
variance of the state value, 02, which controls the
dynamism in the state. When the state variance is low,
the receiver’s state is likely to remain within the tolerable
interval of the sender’s state where strong state does not
incur any distortion. Though it happens with low
probability, weak state can still cause some distortion and
the value in (14) is slightly larger than the one in (13).
Consequently, the same trend follows in the time average
as well. When the dynamism is high, the informed
distortion for weak state is significantly lower because
the receiver can deduce whether the maintained value is
within the tolerable interval of the actual value at the
sender.

Figure 4 also shows the effect of the state refresh
interval T on the distortion values. When the state refresh
interval is small, the receiver’s state is frequently refreshed
and the probability that it remains within the tolerable
interval of sender’s state is high. Hence, the informed
distortion for strong state is lower than weak state because
of the latter’s probabilistic nature. If T is large, the recei-
ver’s state does not remain within the tolerable interval
until the next refresh message is received, with high
probability. Weak state can infer this situation because of
locally refreshed confidence. When the protocol cannot



647

afford to refresh the state information at a high rate, weak
state causes significantly lower informed distortion than
strong state.

4.2 Ornstein—Uhlenbeck process

The Ornstein—Uhlenbeck Process is a stationary, Gaussian
and Markovian process that is widely used in mobile net-
working research [13]. E[x(#)] = 0 as t — oo. The auto-
correlation function is of the form R(t) = o’¢~*". Given
x(0) = xq, the random variable x(¢) is a Gaussian random
variable with mean p, = xoe~* and variance 6,2 =0’
(1 — e 2* ") [18] (Chapt. 11-1).

Derived from (10) and (11), the instantaneous distortion
values are given by

1<y
t>y

(17)

es(t) = { Z(l — e (o)’

0_2(1 _ 67200)

mm={2 F<x (18)

g t>y
In both cases, the instantaneous distortion in case of
false removal at the receiver is C = ¢°. It corresponds to
the variance of a sample obtained from the process without
any conditional information since the state is removed the
receiver does not maintain any value when 7 > y. The
expected informed distortion values are

<%ﬁ:{u—@mmﬁu—eM»um—mf)t<x

R O(t)o? t>y
1y _ 200 =00)0()(*(1 —e ) 1<y
ew (1) = {0(;)02 t>y

where O(r) = P(|x(1) — xo| < p) and 6(?) is given in (15).

The pure distortion values can be obtained by integrat-
ing (17) and (18), respectively as in (12). For ¢t < y, we
have

1 1
E _ 2 . —2ot -
s(t)=0 (t +5e 20()

2 2 1 1
2 —ot —2at
X0< Oce o 20(6 20()

1 1
E — 52 = 2 .
w(t) =0 (t +5e 20()

(19)

Note that (19) is obtained given that x, is known.
However, x, is also a stochastic value. Since E[xj] = o7,
the cumulative distortion is

1 1
Es(t) = 20° (t + &e’” — ) :

o

Similar to the Wiener process, we divide the time axis
into two, before and after y. The average pure distortion

considering the refresh packet losses can be derived as the
following:

For weak state,

— 1 1
el ~ a* {1 ——t—e (1 -p)

20T  2aT (20)
~ 1 — (pe—ZocT)h‘ 1 K 1 —2oy
—————+—=p—e .
1 — pe=2T 77 24

The similarity in (20) holds because ”7 ~u whenu < 1
and i is large. Also note that ”7 <u' when i is a positive

integer. Since u’ converges if 0<u<1, ”7 converges as
well. For strong state, we have

— 1 e 1 — (pe™ )~ o1 A
P 2071 —— 1—p)—7 7 L opk_— o],
‘s ’ ocT+ ol (I1=p) 1 — pe—oT e anT
(21)
Unless otherwise noted, the following default

parameters are used for distortion evaluation: ¢ =1,
p =0.02, and p = 1/\/5 For strong state, y = 3T. For
consistency in the parameters, we have adjusted y for weak
state so that its timeout value is same as that of strong state.

We compare the distortion values for strong state and
weak state against the o7 product in Fig. 5. Similar to the
Wiener process, the evolution of the process at time ¢ can be
represented by the value of or. State correlation parameter o

2 : : : :
Pure Distortion for Strong State

== Informed Distortion for Strong State
16} = = = Pure Distortion for Weak State |
------ Informed Distortion for Weak State

Avarage Distortion

Fig. 5 Average distortion values with respect to the o T product.
When the state is dynamic (large «) or state is refreshed at a small rate
(large T), weak state reduces the pure distortion by obtaining better
estimates about the state value. Utilizing the probabilistic confidence
value decreases the informed distortion for weak state
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indicates how fast the process deviates from previous values.
Under a constant T value, consider two samples obtained
from the state x at times #; and #,. The correlation coefficient
between x(7,) and X(z,) is given by e~*" 2|, With a larger «,
the correlation between these two samples is smaller. This
way, o is similar to 4 parameter used in Sect. 2, the rate at
which the state is updated. As « increases, the correlation
between the most recently reported state value and the cur-
rent value of the state decreases. The strong state approach
turns into modeling a random variable with another (almost)
uncorrelated random variable that pertains to the same mean
and variance. In this case, the instantaneous distortion
quickly becomes twice the variance of the random variables.
On the other hand, refreshing the state locally limits the
instantaneous distortion to variance of the state. Pure and
informed distortion values are affected correspondingly.
Figure 5 also presents the way the state refresh interval
T affects the distortion values when « is taken constant. The
figure shows that the distortion values increase with the
refresh interval. Because the value of the weak state can be
locally refreshed, it always causes lower pure distortion.
Weak state causes slightly higher informed distortion when
Tis small since the receiver can misinterpret an accurate state
value as invalid because of the probabilistic confidence
value. However, it is much more advantageous for protocols
that cannot afford to refresh remote state at a very high rate.

4.3 Poisson process

In a Poisson process with parameter 4, given that x(zp) = xo,
the value of the process attime #, + fequals xy + n, where n,
is a Poisson random variable with parameter At:

_exp (=) (20)*
B k! '

The expected value of x(¢f) is xo + At whereas its
variance equals to A¢ [18]. This process can be relevant in a
traffic monitoring sensor network where the sensor nodes
report the number of vehicles they detect [6].

Note that considering only the equity of the state values
at the sender and the receiver makes the distortion identical
to that in Sect. 2. Here, we are also interested in the dif-
ference between these values. From (10) and (11), the
instantaneous distortion becomes

P(n, =k):

i+ () 1<

es(t):{c+( ) I;V:A (22)
i 1<y

ewt) = { & 15" 23)

given fy = 0. The corresponding informed distortion values
can be obtained in a way similar to the previous process
examples. For ¢t < y, the time cumulative distortion is
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Fig. 6 Distortion values with respect to AT product in Poisson
process. Weak state can statistically estimate the current value of the
state; hence it causes lower pure distortion. When the sender’s state is
dynamic (large A) and/or the receiver’s state is refreshed at low rate
(large T) due to overhead concerns, weak state causes lower informed
distortion

1 1
Es(t) =3 i+ 3/129

The average pure distortion, considering the refresh
packet losses, can be derived as follows

o K1 o '
eP:Z;ﬁp '(1 - p)E(T)

£ - p)EG) + €T )
i=K+1

where « is defined as before. Informed distortion for strong
state and weak state can be obtained by plugging (22) and
(23) into (13) and (14), respectively. The following default
values are used to obtain the distortion results: 4 = 0.1,
p =0.02, T = 10s, p = 1, and y = 3T both for weak state
and strong state.

Figure 6 presents the distortion values for weak and
strong state with respect to the AT product since the value
of the process at f, 0(r) and O(t) are all governed by /.
Because it statistically estimates the current value of the
state, weak state always causes lower pure distortion. As in
previous cases, the informed distortion for weak state can
be slightly higher when the dynamism in the state is low
(small A) or the receiver’s state is frequently refreshed
(small 7). However, when the sender’s state changes more
dynamically, weak state causes lower informed distortion
in comparison to strong state. Also, if the protocol chooses
to refresh the remote state at a low rate due to concerns
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Fig. 7 Distortion metrics with respect to the process parameter / and
state refresh interval 7 when the receiver cannot use estimates. When
the state is dynamic or refreshed at a lower rate, informed distortion is
lower for weak state. a Distortion versus 4. b Distortion versus T

regarding the overhead, weak state reduces the average
informed distortion.

One might argue that the advantages of weak state are
due to using estimates at the receiver rather than the
probabilistic semantics, and estimates may not always be
available if the receiver is not aware of the properties of the
state at the sender. We address this in Fig. 7 where we
assumed that no information about the stochastic process is
available and used Xy () = Xs(#) = xo. Because of the lack
of information about the underlying process, confidence
value can no longer represent the exact probability that the
state at the receiver is within the tolerable interval of the
sender’s state. Instead, 0(f) provides a measure of this
probability. We used 0(f) = ¢', where 0 < g <1 and
adjusted the informed distortion calculation accordingly.

Figure 7(a), (b) show that the pure distortion is now
identical for weak state and strong state since weak state
cannot provide an estimate of the current value of the
sender’s state. Previous observations regarding the
informed distortion still hold although the margin by which
the distortion of strong state exceeds that of weak state is
smaller than before®.

4.4 Discussion on assumptions

The analysis in this paper makes several assumptions for
convenience. Some of them are related to deducing the
paths the refresh messages follow to single logical hops. In
reality, the paths of different size potentially lead to dif-
ferent values for parameters such as message loss proba-
bility. In addition, the analysis assumes that each message
is delivered to the receiver over the logical single hop
independently with identical probabilities. In reality, if the
communication between the end points break down, mul-
tiple messages are likely to fail. Also, refresh messages that
are transferred on longer paths are dropped with higher
probability. Other assumptions include that there is no end-
to-end signaling delay, that the receiver is aware of the
underlying process of the state at the sender and that the
sender always maintains the state. In the next section, these
assumptions are not adopted.

In our analysis, we use a signaling mechanism in which
the sender periodically sends refresh messages to the recei-
ver, i.e. soft state. Note that what we propose in this paper is a
probabilistic state maintenance mechanism, which is
orthogonal to the way the sender signals the state to the
receiver. It is possible to use this mechanism together with
hard state and soft state with triggering mechanisms (i.e.
sender sends a refresh message when the change in the state
value is above some threshold), which both reduce the dis-
tortion, but such a reduction comes at the cost of extra
overhead. Ji et al. [9] already show that soft state uses fewer
refresh messages than hard state and soft state with triggering
approaches require in order to achieve a target level of dis-
tortion. Hence, our claim that weak state achieves the same
amount of distortion using much less messages in compari-
son to strong state holds for all signaling mechanisms.

5 Experimental evaluation

In this section, we conduct simulation experiments of
actual networking scenarios that do not attempt to follow

* Note that in this case, the state update interval 2 has no effect on the
confidence value. As a result, scaling A and T yields different
informed distortion values for weak state. Thus, we show the effect of
these two parameters in two separate figures.
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the assumptions in the previous sections. First, we show
that the protocol performance benefits from low distortion.
To do this, we use WSR for routing in mobile networks [3].
Then, we evaluate state distortion for weak state and strong
state in a number of scenarios using simulations.

In all the simulations, we use the realistic vehicular
networking tool TraNs to simulate node mobility [20].
TraNs integrates traffic and network simulators, SUMO
and ns2, respectively. SUMO simulates the road traffic for
a number of users on a given road map whereas ns2 is a
packet level network simulator. In full implementation,
there is a bi-directional channel between the two simula-
tors, i.e. the communication between two users can change
their mobility. However, we used its stripped-down version
for generating realistic mobility traces from SUMO. These
traces later on are fed into the ns2. Our scenario consists of
500 nodes that move in a 3,000 x 3,000 area in Manhattan,
NY, USA for 1,000 s.

5.1 Distortion versus protocol performance

In this section, we demonstrate that the protocol perfor-
mance is tied to the informed distortion metric using a
routing protocol for mobile ad-hoc networks, WSR. In
WSR, the nodes periodically send information about their
location in random directions. Hence, for every sender,
every other node may or may not be a receiver. The state
information is characterized by a probabilistic bloom filter
which also yields the confidence. Once a node learns the
location of the destination, it instantiates a weak state with
full confidence that corresponds to the destination and the
confidence is decayed in time. Once a node receives a
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Fig. 8 WSR performance in terms of packet delivery ratio (solid
curve) and the average number of times a packet is forwarded until
the destination (dashed curve) against the average informed distor-
tion. The y-axis on the left gives the figures for the delivery ratio and
the y-axis on the right shows the values for the number of hops. WSR
performs better in both metrics if the informed distortion is low

packet, it first checks whether it maintains information
about the destination. If the confidence in the local infor-
mation is greater than what is carried on the packet header,
the intermediate node biases the direction in which packet
is forwarded. Otherwise, it merely relays the packet in a
way that it advances towards the direction yielded in the
packet header.

In Fig. 8, we show how the performance in terms of
packet delivery ratio and the average number of hops
packets are forwarded until the destination is related to
informed distortion. Plotting this figure, each data point
corresponds to a separate run rather than an average of
multiple runs. The figure shows both performance metrics
benefit from low informed distortion. When the informed
distortion is low, the packet delivery ratio is high and it
takes packets smaller number of hops to reach the desti-
nation. On the other hand, as the distortion increases,
delivery ratio drops and the successfully delivered packets
takes larger number of hops to destination on average.

5.2 Evaluation of distortion

In this section, we consider a scenario in which a base
station maintains a state entry for every node that is located
within a smaller 2, 000 x 2, 000 region A, inside the larger
area. A sender sends refresh messages as long as it is
located in A. If the receiver keeps a state entry for a mobile
node that is no longer in A, the state becomes orphaned,
which also causes distortion. Premature timeout of the state
before it is orphaned is also associated with distortion. As
in previous sections, weak state and strong state have the
same timeout interval given all the other parameters are
identical. Nodes use geographical routing to send their
refresh messages over a lossy wireless medium character-
ized by a bit error rate of 0.001. The refresh messages can
also be lost due to MAC layer errors and/or lack of paths to
the base station.

For weak state, the confidence value decays exponen-
tially with time such that 0(f) = ¢', where ¢ is the time
elapsed since the state at the base station is last refreshed
and ¢ is the decaying constant. Since there is no informa-
tion available regarding the properties of node mobility, the
receiver cannot adjust the exact probability that the state at
the sender remains unchanged. Moreover, local refreshes
do not consist of estimating the current locations of the
nodes. The perceived entry for weak state is the most
recent value reported by the corresponding node, similar to
the strong state.

We consider two location tracking applications. In the
first scenario, a central base station tracks down which sub-
region each node is located in. An example for this sce-
nario is presented in KioskNet, where mobile users are
associated with kiosks [8]. The association for a user is
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Fig. 9 Distortion values with respect to state refresh interval
(T) when the state information yields the region in which nodes are
located (discrete state) as perceived by the base station. The average
distortion for weak state is lower because it involves the probabilistic
confidence value
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Fig. 10 Distortion with respect to state timeout interval (y) when a
entry state yields the sub-region a node is located in (discrete state) as
perceived by the base station. Weak state causes lower distortion than
strong state for any value of y

based on its proximity to the kiosks. The packets that are
destined to a mobile user is transferred to its corresponding
kiosk. We divide A into four sub-regions each with a kiosk;
and the state entry that corresponds to a particular node
yield the sub-region that the node is located in. In the
second set, the base station tracks the geographical coor-
dinates of each node in the network, similar to the location
servers in geographical routing. Once a new packet is
initialized, the source node queries the location of the
destination from the base station and uses this information
in forwarding [12]. In the first scenario, the base station is
only interested in whether the node is actually located in
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Fig. 11 Distortion with respect to state refresh interval (7) when the
state information yields the node location (continuous state) as
perceived by the base station. Since no estimate is used, pure
distortion is the same for either case. When the state is frequently
refreshed by its sender, strong state may yields better informed
distortion at the cost of increased number of refresh messages. When
the state is less frequently refreshed, weak state causes lower
informed distortion

the region of its associated kiosk. In the second scenario,
the difference between the actual position and the per-
ceived position is important. Hence, the first scenario
reflects the analysis in Sect. 2 whereas the second scenario
is compatible with the analysis in Sects. 3 and 4.

Figure 9 shows how the distortion values changes with
respect to state refresh interval, 7, in the first scenario. For
strong state, the state at the base station is removed if it is
not refreshed for a duration of 37. For weak state, the )
parameter is adjusted appropriately to have the same
timeout interval. The distortion for weak state is 1 — ¢’
when a sender is located in the region given by the state at
the base station. In this case, strong state does not cause
any distortion. Neither strong state nor weak state causes
distortion when a node is out of region A and the base
station does not maintain any state information for that
node. If the state entry indicates that the node is in A when
it is actually not, the distortion is equal to 1 for strong state
and ¢’ for weak state. These values correspond to the
probabilities with which the receiver thinks that the node is
inside A when it is not. Figure 9 shows the average dis-
tortion with respect to state refresh interval. To obtain this
figure, we used ¢ = 0.99. Similar to our analysis in Sect. 2,
weak state causes lower distortion because it provides
probabilistic information to the base station.

Figure 10 shows the average distortion with respect to
state timeout interval y when the state refresh interval is set
to T = 10. When y is very small, the state at the receiver is
removed very quickly in both cases even though the state
maintained at the receiver is still legitimate. This causes
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Fig. 12 Distortion with respect to state timeout interval (y) when the
state information yields the node location (continuous state) as
perceived by the base station. Pure distortion is the same for both
weak state and strong state due to lack of estimates. Both mechanisms
show similar characteristics against y, yet weak state causes lower
informed distortion because of utilizing probabilistic confidence value

higher distortion in both cases. When the timeout interval
is slightly more than the state refresh interval, both strong
state and weak state cause their smallest distortion values.
For large values of timeout value, the state at the base
station is more likely to be orphaned. As a result, the dis-
tortion increases with the state timeout interval. However,
for any value of y, the distortion weak state causes is lower
than the distortion for strong state.

Similar to the prior case, a node issues refresh messages
only if it is located within A in the second scenario. Let
x(t), denote the location entry for node a at time ¢ in the
base station. The instantaneous distortion at time ¢ for node
ais |x(t), — X(t),], the distance between the actual position
and the maintained position. The calculation of pure dis-
tortion and informed distortion is similar to that in Sect. 3.
In addition, we now also consider the case that the base
station might keep a state about a node when the node is
outside the region A. In this situation, the instantaneous
distortion equals C°. We calculate the average distortion
values as given in Sect. 3. Obtaining this figure, we set
y = 3T for both strong state and weak state and p = 50. In
Fig. 11, we compare the distortion values of strong state
and weak state against state refresh interval. Since weak
state cannot use any prediction, weak state and strong state
cause identical pure distortion values. Similar to the pre-
vious cases, informed distortion is significantly lower for
weak state when large values of T is used.

5 In the example scenario, we set C to the maximum distance
between two points in the region A, i.e. C = 2, 000\/5

In Fig. 12, we compare weak state and strong state
against the state timeout interval y when 7 = 10 s. The
pure distortion is again identical in both cases since both
weak state and strong state use the last reported value.
When y is very small, the base station removes the valid
state prematurely when the sender is still in A, which leads
to higher distortion. Informed distortion also increases with
increasing y since the receiver takes a longer time to detect
the orphaned state. Still, with the probabilistic confidence
value, informed distortion is lower for weak state.

Note that state timeout interval for weak state can be also
determined by setting a constant y while varying the g. How-
ever, g captures how fast the state at the sender diverges from
the previously reported value. Since the dynamism in node
mobility remains fixed, we use a constant g value.

6 Conclusion

In this paper, we study the consistency of weak state, which is
characterized by local refreshes and probabilistic semantics
unlike traditional strong state where the information is
regarded as absolute truth. If the state provides information
about a dynamic process, strong state quickly becomes
invalidated. On the other hand, weak state is more stable and
consistent. In order to evaluate the consistency of the state,
we use two notions of distortion. Pure distortion quantifies
the average difference between the actual state value and
value maintained at the remote node. Protocols that rely on
weak state also utilize the information about the confidence
in the state value. Even if the pure distortion is large, a
communication protocol that utilizes weak states can take the
necessary steps to improve the performance if the confidence
is low. We capture this effect as well as the difference
between the state values at the sender and the receiver using
the informed distortion metric.

We present an analysis to compare/contrast weak state
and strong state in terms of consistency, using pure and
informed distortion metrics. Our mathematical analysis and
numerical analysis based on simulations show that weak
state reduces both pure distortion and informed distortion
significantly when it provides information about a dynamic
entity. When the state is refreshed at a very high rate, the
distortion for strong state is lower. However, this comes at
the cost of increased overhead which reduces the data
capacity of the network. When the network cannot tolerate a
large amount of overhead to refresh state information in
remote locations, weak state is a useful alternative to achieve
consistency. It is a more appropriate design block than strong
state for protocols that need to maintain information about
dynamically changing entities but not cause high overhead.

In this paper, we do not propose a particular protocol
that interprets the confidence in the state value. Instead, we
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show weak state provides more consistent information
about a dynamic entity than the strong state does. In future
work, we plan to develop a generic protocol that can use
both weak state and strong state and compare the distortion
values in the context of that protocol. This will also allow
us to shed light on the effect of weak state on other aspects
of protocol design and performance. In addition, we will
develop mechanisms that will gather information about the
state information so that the protocol can calculate the
distortion and adaptively change from weak state to strong
state or vice versa to operate with more consistent state.
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